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1. O0mast xapakTepuCcTHKA M CHUIINHBI

1.1. Ieab (MCUUNIMHBI:
(hopMUpOBaHKE 3HAHWIA, YMEHHUI 1 HABBIKOB IMPOBEJICHUS aHaIM3a HHGOPMAIIMOHHBIX YTPO3 IS MPEAIPUITAN U
opraHu3aiui, o0y4eHue nmpueMam 3anuThl THHOPMAITMOHHBIX PECYPCOB B MPO(eCcCHOHANBHOM NeITeThHOCTH

1.2. 3apaun AMCHUIINHBL:

(dbopMHUpOBaHUE 3HAHHUI OCHOB B 00J1aCTH MHPOPMALIMOHHONW OE€3011aCHOCTH;

(dbopMHUpOBaHKE 3HAHUM, YMEHUI 1 HABBIKOB 00OCHOBAaHUSI MEPOIIPHUATUHN IO 00ecriedeHn0 HPOPMaLOHHON
(dbopMHUpOBaHKE 3HAHUI, YMEHU U HaBBIKOB HCIOJB30BAHUS METOI0B MH(OPMAIIMOHHON 6€3011aCHOCTH B
npodeccuOHaTbHON AETEIbHOCTH;

(opMHUpOBaHKE 3HAHUI, YMEHUH M HaBBIKOB MCIOJIb30BAHUS HOPMAaTHUBHO-IPABOBBIX aKTOB 110 BOIIPOCAM
nH(POPMALIMOHHOHN 0€30MacHOCTH;

(opMHUpOBaHKE 3HAHUI,YMEHUH W HABBIKOB UCIIOJIB30BAHUSI HMHCTPYMEHTOB, CPEJICTB M METOJOB O0ECIICUEUHUS
nH(POPMALMOHHON 0€30MacHOCTH;

(opMHUpOBaHKE 3HAHUI,YMEHNH 1 HABBIKOB OIMCAHMSI CUCTEMBI obecrieueHus] HH(POPMaMOHHOW O€30MaCHOCTH U
yhpaBieHus: THPOPMATUOHHON O€30MaCHOCTBIO.

1.3. IlpeameTr AUCHUILINHBI:
METOJIbl U MHCTPYMEHTHI oOecrieueHrsi HHPOPMAIIMOHHOM 0€301acHOCTH

1.4. MecTo B 00pa3oBaTe/ibHOM NIporpamMmme:
00s13aTeIbHas YacTh

1.5. B3auMocB3b ¢ APYTUMH JUCHUNJIMHAMHA:

b1.0.05 I1paBo 1 0CHOBBI NPOTUBOACHCTBHS KOPPYIILIUU
b1.B.06 O6yuenue nonp3oBaTesieil HHYOPMATMOHHBIX CUCTEM
b1.B.12 Ynpasnenue IT-npoexkramun

1.6. Oco6enHOCTH peaju3aluu TUCHHIJIMHBI JJIsI MHBAJIWIOB U JIUIl ¢ OTPAHHYEeHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI
OCOOCHHOCTH peau3alyy AUCIUTUIAHBI JJ11 MHBATUIOB U JIUI C OTPaHUYECHHBIMU BO3MOXKHOCTSIMHU 3/I0POBbS
OMPENICNSIOTCS B MHANBUYATLHOM MOPSIKE UCXOS U3 crielinduku 3a00eBaHus U TpeOOBaHUM, Yka3aHHBIX B OCHOBHOM
00pa3oBaTebHON TPOTrpaMMe



2. [lnanupyembie pe3yJbTAThl H3yYeHHUS THCHUIIHHbBI

Komnerenuus WuankaTop JOCTIDKEHHST KOMITETEHITNH
Kon Conepxanue Kon Conepxanue
31 OCHOBBI JINYHOI HH()OPMAIOHHON 0€30MacCHOCTH
36 OCHOBHBIE HHPOPMAIIMOHHOI 0€30MacHOCTH
CriocobeH pemaTh CTaHAapTHBIE 33a4H vl MIPUMEHSTH METOJIbI 00SCTICUSHUS TMYHON HH(POPMAIMOHHON
npodeccroHaTbHON AEATENFHOCTH HA 6e30I1acHOCTH
OCHOBE MH(POPMAHOHHON H V7 HCIIONIB30BaTh HHCTPYMEHTHI i METOIBI 00eCIICUCHUS
OIK-3 6ubmIorpadIuecKoi KyIbTypHI C nH(pOpMaOHHON 0€301aCHOCTH
MPUMEHEHHEM HH(POPMAIMOHHO- Hl obecreyeHus! JTMYHON HH(POPMAIMOHHOH 0€30MaCHOCTH
KOMMYHUKAI[HOHHBIX TEXHOJIOTHH U C MIOJTOTOBKU 0030pOB, aHHOTAIHI, COCTAaBIECHHS pedepaTos,
Y4ETOM OCHOBHBIX TpEOOBaHMI H7 HaYYHBIX JOKJIAI0B, MyOIuKanuii, u Oubdmorpaduu mo HaydHo-
WHPOPMAITMOHHOHN 0€30MacHOCTH HCCIIeI0OBATENbCKOM paboTe ¢ ydeToM TpeOoBaHMH
nHGOPMALIMOHHOH 0€30MacHOCTH
H8 OITHCaHMs CUCTEMBI o0OecrieueHns] HHGOPMAHOHHON 0€30MacHOCTH
35 HOpPMATHBHOE oOecrieueHne HHPOPMaIMOHHOI 0e30MacHOCTH
Crnioco0eH yJacTBOBaTh B pa3paboTke
HCIOJIb30BaTh HOPMATUBHO-IIPABOBBIE aKThI 110 BOIPOCAM
CTaHJApTOB, HOPM U IPABUIJI, a TAKXKE Yo .
OIIK-4 . " HHGOPMATMOHHON 0€30MaCHOCTH
TEXHUYECKOW JOKYMEHTAIINHU, CBSI3aHHOH C = =
N 000CHOBaHUSI MEPONIPHUSITHI IO 00ECTICUCHNI0 HHPOPMAITMOHHOH
npodeccroHaTBHOM AeSTENEHOCTHIO H5
6e30I1acHOCTH
CrocoOHOCTh NPUHUMATD Y4acTHE B 35 MIPUHIHUIIEL 00ecneYeHUsI MH()OPMAIOHHON 0€301MacHOCTH
TK-10 opranmzaimu UT-uHbpacTpyKTyphl 1 Y5 YIPaBIATh HHPOPMAIIMOHHOM 6€30MaCHOCTHIO
yrpaBieHHH HH)OPMAITMOHHON H6 HCIIONIB30BaHUs CPEACTB oOecrieueHnsT HHPOPMaHOHHOM

06€30I1aCHOCTBIO

0e30MacHOCTH




3. O0beM QMCUMIJIMHBI ¥ BUABI Y4e0HOI padoThI

3.1. Ounas ¢popma o0yueHust

Cemectp
IMoka3arean p Bcero

O6m1ast Tpy10EMKOCTb, 3.€./9 3/108 3/108
OO0111ast KOHTaKTHas padboTa, 4 38,15 38,15
O6m1ast camocTosiTenbHas paboTa, 4 69,85 69,85
KonTakTHas paboTta nmpu npoBeneHUH y4EOHBIX 3aHSATHIA, 38,00 38,00
B T.4. (9)

JIEKIIHH 20 20,00

MIPAKTUYECKUE-BCETO 18 18,00
CaMOCTvo;ITeJILHaﬂ pabota TpW MPOBEACHUH Y4eOHBIX 61,00 61,00
3aHSITHU, 4
KonTakTHas paboTa mpu MPOBEJCHUH MPOMEKYTOYHOU 0.15 0.15
arrecTanui 00yJaroIuxcs, B 1.4. () ’ ’

3a4eT 0,15 0,15
CamocrosiTenpHast paboTa TpH  ITPOMEXKYTOUHOM 2.85 2.85
arTecTanuu, B T.4. (4) ’ ’

MOJIFOTOBKA K 3a4eTy 8,85 8,85
dopma MPOMEKYTOUHOH aTTeCTAUU 3a4eT 3a4yer




3. O0beM QMCUMIJIMHBI ¥ BUABI Y4e0HOI padoThI

3.2. 3aounas popma 00yueHHs

IMoka3arean K);pc Bcero

O6m1ast Tpy10EMKOCTb, 3.€./9 3/108 3/108
OO0111ast KOHTaKTHas padboTa, 4 12,15 12,15
O6m1ast camocTosiTenbHas paboTa, 4 95,85 95,85
KonTakTHas paboTta nmpu npoBeneHUH y4EOHBIX 3aHSATHIA, 12,00 12,00
B T.4. (9)

JIEKIIHH 6 6,00

MIPAKTUYECKUE-BCETO 6 6,00
CaMOCTvo;ITeJILHaﬂ pabota TpW MPOBEACHUH Y4eOHBIX 87.00 87.00
3aHSITHU, 4
KonTakTHas paboTa mpu MPOBEJCHUH MPOMEKYTOYHOU 0.15 0.15
arrecTanui 00yJaroIuxcs, B 1.4. () ’ ’

3a4eT 0,15 0,15
CamocrosiTenpHast paboTa TpH  ITPOMEXKYTOUHOM 2.85 2.85
arTecTanuu, B T.4. (4) ’ ’

MOJIFOTOBKA K 3a4eTy 8,85 8,85
dopma MPOMEKYTOUHOH aTTeCTAUU 3a4eT 3a4yer




4. Coaep:xanme AUCUMILIUHBI
4.1. CopepxxaHue JTUCHMILUIMHBI B pa3pe3e pa3ae/ioB H NoApa3iesioB
Paznen 1.
OcHOBbI NH(POPMALMOHHO 0€30I1aCHOCTH
Ionpaznen 1.1.

WnpopmanyonHas 6€30macHOCTs B CHCTEMe HallMOHAIBHON Ge3omacHocTH Poccnn
OCHOBHBIE TIOHSTHS U ONPEACICHUs B 00JacTH HHPOPMAIIOHHOI 0€301MacHOCTH
OCHOBHBIE COCTaBJISIOIINE UH(OPMALIMOHHON O€30MaCHOCTH.

IMonsTre U cymHOCTH 3ammThl nHGOopManun. [IpenqmeT 1 00BEKT 3aMUTHI HHPOPMAIIHH.
Tompaznen 1.2.

Yrpo3bl nHOPMALIMOHHON 0€30MaCHOCTH

HupopmaronHas BoiiHa, METOABI M CPEICTBA €€ BEICHUSL.
IMonsTHe U KIaccudukanus yrpo3 nHpopmannonHoit 6e3onacHoctu. Cirydaiinsle yrpo3sl. [IpennaMepeHHbIe
YTPO3BI.
Paznen 2.
KommnbloTepHbIe NPeCcTYIUICHHs M IIPaBOBBIC OCHOBBI 3alUTHI HH()OPMAIIH
Ionpaznen 2.1.

KoMmbloTepHbIe MPECTYIIEHHs! U HX OCOOSHHOCTH
INoHsATHE KOMIBIOTEPHBIX MPECTYIUICHNH U NX BHIBI
BpenoHocHOe TporpaMMHOE 0OeCTIeUeHHE.

MeTo/p!I 1 TEXHOIOTHH OOPBHOBI C BPEIOHOCHBIMH HPOTpaMMaMt
Iompaznen 2.2.

3aKoHOaTEbHBIC ACTIEKThI HH(OPMALIMOHHON Oe30macHoCcTH B PD
3akoHozarenscTBo PO obnacti nH(GOPMAILOHHOM 0€301acHOCTH
HopmaTuBHO-IIpaBOBbIE OCHOBEI HH(OPMAIIMOHHON Oe30omacHocTd B PO.
OTBETCTBEHHOCTD 3a HapylleHHs B cepe nHHOpMaLMOHHOI O6e3onacHocTu B PO.

Paznen 3.

CucremHoOe obecrieueHue 3auThl HHPOPMAIH

Ionpaznen 3.1.

Kpunrorpagudeckre MeToAb! 3aUTHl HHGOPMAIIH
OcCHOBHBIE MOHATHS U olpeseneHus kpunrorpaduu. Mcropus pa3BuTHs KpUIITOrpaduH.
Knaccudukanus kpunrorpagu4ecknx METOI0B 3alUTh HHGOpManuuy.

DJIeKTpOHHAs IOAINCH U MEXaHU3MBI €€ peaIn3aluy.
Ionpaznen 3.2.

CucreMHOe 00ecTieueHHe 3aInThl HHPOpMaIuu, oopadarbiBaeMol B MHPOPMAIIHOHHBIX CHCTEMaX

Kputepyn 3aluIEeHHOCTH KOMITBIOTEPHBIX CHCTEM.
KoHuenryasnbHas MOJeIb HHPOPMALIMOHHON 0€30MacHOCTH.
OCHOBHBIE IIPUHIIHITBI TOCTPOEHUS] CUCTEMBI 3aIUThHI HHPOPMAIIUL.

Mero/b! 3aIUTh HHpOpMaLKH. MHTeIeKTyalIbHEIN HHTepdeiic.



4.2. Pacnipe/iesieHUe KOHTAKTHOI U CAMOCTOSITEJILHOM padoThI O MoApa3aeaam
Ounasi popma o0y4eHust

KonTakTHas pabora
Pasnensl, moapasnensl qUCHUIUIAHBL CP

JIEKIIUH 113

OcHoBbI HHPOPMAIMOHHOW 0€30MACHOCTH

WNudopmanmonHas 6€30MacHOCTs B CUCTEME HAIIMOHATBLHOM Oe3omacHocTr Poccun 33 3,0 10,1

Yrpo3bl HHPOPMAMOHHON 0€30MaCHOCTH 33 3,0 10,1

KOMl’[]:lOTepl—[]:le NpeCTyIJIEHUS U IPAaBOBbIC OCHOBbI 3alIIUTHI l/lH(l)OpMalIl/lPI

KomMmmbroTepHble npecTyrieHusl 1 UX 0COOCHHOCTH 33 3,0 10,2

3aKkoHOaTENbHbIC aCTIEKThl HH(OPMAIIMOHHOW Oe30macHoCTH B PO 33 3,0 10,2

CucremHoe o0ecneyenne 3auThl HHpOpMaAUU

Kpunrorpagpudeckue METOAbI 3alUThI HH)OpMAIN 33 3,0 10,2

CucremHOe obecredeHre 3auThl HHpopManun, 0opadaTsiBaeMoii B UH(OOPMAITHOHHBIX

33 3,0 10,2
CUCTEMAX




4.2. PacnipenesieHre KOHTAKTHON U CAMOCTOSITE/ILHOW padoThI 0 MoaApas3aeiamMm

3aounas ¢popma 006yueHus

KonTakrHas pabora

Pasnensl, moapasnensl JUCHUILUINHBL CP
JIEKIUH 113
OcHoBBI HHPOPMAIMOHHOW 0€30MaCHOCTH
WNudopmanmonHas 6€30MacHOCTs B CUCTEME HAIIMOHATBLHOM Oe3omacHocTr Poccun 1,0 1,0 14,4
Yrpo3s! HHPOPMAIMOHHON 0€30ITaCHOCTH 1,0 1,0 14,4
KomnbioTrepHble npecTyn/jieHusi 4 NPaBoBble 0CHOBBI 3aIIMTHI HHGOpMALH
KommbroTepHbIe MPECTYIUICHHUS U KX 0COOCHHOCTH 1,0 1,0 14,5
3akoHOaTeNbHbIE aCTIEKThl HH()OPMAIIMOHHOM Oe30nacHoCcTH B PO 1,0 1,0 14,5
CucremHoe odecneyeHne 3aUThI HHpOpMaNu
Kpunrorpadudeckue METOABI 3aUTHI HHGOPMAIH 1,0 1,0 14,5
CucremMHOE 00ecTedeHHe 3aluThl HHPopManun, 00padaTeiBaeMoii B HH()OPMAI[HOHHBIX 1.0 1.0 14.5
cucremMax ) > >




4.3. llepeyeHn TeM M y4eOHO-MeTOANYECKOT0 oOecnedeHUs! UIsl CAMOCTOATEIbHOI padoThl 00y4alomuXxcst

Pa3zpnensl, moapaznenbl TUCHUITIIMHBL

Y4eOHo-MeToIuuecKoe ooecreueHne

O6bem uyacoB CP

OYHas

| 3a04Hast

OCHOBBI HH

OpMaHHOHHOﬁ 0e30macHoCTH

Wndopmarrionnas 6€30mMacHOCTb B CUCTEME HAIlIMOHANBHON

6e3omacuoct Poccun

bapanosa E. K. ndopmanmonnas 6e301macHOCTb 1
3amuTa HHPOPMAILMHK [NIEKTPOHHBII pecypc]: YuebHoe
nocobue / E. K. bapanosa, A. B. ba6anr - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [OBC
3nanuym| URL:
https://znanium.com/catalog/document?id=393765
I'oproxuna E. 0. MapopManonHas 6e3011acHOCTB:
yuebHoe nocobue: I CTYAEHTOB, 00yJalouIuxcs Ho
cnenuanbHoctu 38.05.01 "DxoHoMuueckas
6e3onmacHocts" / E. 10. 'oproxuna, JI. . JIutBuHOBA,
H. B. Txauea; BopoHexckuii rocyiapCTBEHHBII
arpapHblil yHuBepcuTeT - Boponex: Boponexckuit
rOCYAapCTBEHHBIN arpapHblil yHuBepcuTerT, 2015 - 221
c. [T 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
I'pummaa H. B. UadopManonnas 6e30macHOCTb
HpEeIPUATHS [31eKTPOHHEIN pecype]: YueGHoe
nmocobue / H. B. I'pumuna - Mocksa: M3garenscTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3nannym]| URL:
https://znanium.com/catalog/document?id=399940
I'oproxuna E.10. MudopmarmonHas 6e30macHOCTS:
[paktuxym mis aynutopHsix 3ansataid / E. 1O.
l'oproxuna, . M. Cemenosa, E. I1. CyBoposa.-
Boponex: BI'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,1

14,4

VYrpo3sl HHPOPMALIOHHON 6€30IIaCHOCTH

bapanosa E. K. Undopmanmonnas 6e301macHOCTb 1
3amuTa HHGOPMALMHK [NIEKTPOHHBII pecypc]: YuebHoe
noco6ue / E. K. bapanosa, A. B. ba6anr - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [DBC
3nanuym| URL:
https://znanium.com/catalog/document?id=393765
I'oproxuna E. 0. MaopMannonHas 6e3011acHOCTB:
yuebHoe nocobue: I CTYAEHTOB, 00yJaronIuxcs Ho
cnenuanbHocTu 38.05.01 "DxoHOMUYECKas
6e3omacuocts" / E. 0. I'oproxuna, JI. U. JIuTBuHOBa,
H. B. Txauea; BopoHexxckuii rocyiapCTBEeHHBbII
arpapHblil yHuBepcuTeT - Boponex: Boponexckuit
rOCYAapCTBEHHBIN arpapHblil yHuBepcuTerT, 2015 - 221
c. [T 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
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KOMHI)IOTepHI;Ie TMPECTYIUICHUS U UX O0COOCHHOCTH

bapanosa E. K. Unpopmannonnas 6e30macHOCTb U
3amuTa HHGOPMALUH [IEKTPOHHEIH pecypc]: YueOHoe
nocobue / E. K. Bapanosa, A. B. babam - Mocksa:
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https://znanium.com/catalog/document?id=393765
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yaeOHOe TTOcoOHe: TS CTYICHTOB, 00yJarONIHXCs IO
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oe3onacuocts" / E. 0. Toproxuna, JI. . JIutBuHOBA,
H. B. TkaueBa; BopoHexckuil rocy1apcTBeHHbIN
arpapHblil yHuBepcuret - Boponex: Boponexckuii
TOCYAapCTBEHHBIN arpapHbIid yHUBEpcuTeT, 2015 - 221
c. [LIWT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
I'pummna H. B. MapopManronHas 6e30macHOCTb
MPEANPHATHS [JIEKTPOHHBIN pecypc]: YuebHoe
nocobue / H. B. I'pummuna - Mocksa: M3narenscTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3nanuym] URL:
https://znanium.com/catalog/document?id=399940
Toproxuna E.}O. MadopmanmonHas 6€30MacHOCTS:
Ipaxtukym st aynuropssix 3austuii / E. 1O.
loproxuna, . M. Cemenosa, E. I1. CyBoposa.-
Boponex: BI'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>
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bapanosa E. K. Unpopmannonnas 6e30macHOCTb U
3amuTa HHGOPMALUH [IEKTPOHHEIH pecypc]: YueOHoe
nocobue / E. K. Bapanosa, A. B. ba6am - Mocksa:
Wznarensckuit Lentp PUOP, 2022 - 336 c. [DU] [DBC
3uannym| URL:
https://znanium.com/catalog/document?id=393765
I'oproxuna E. 0. UndopmannonHas 6e300acHOCTb:
yaeOHOe TocoOHe: TS CTYICHTOB, 00yJarONIUXCs IO
cnermansHOCTH 38.05.01 "OKoHOMHIYECKAs
oe3onacuocts" / E. 0. Toproxuna, JI. . JIutBuHOBA,
H. B. TkaueBa; BopoHexckuil rocyiapcTBeHHbIN
arpapHblil yHuBepcuret - Boponex: Boponexckuii
TOCYAapCTBEHHBIN arpapHbIid yHUBEpcuTeT, 2015 - 221
c. [LIWT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

10,2

14,5

CucremHoe o0ecreyeHHue 3aluThI m{q)opmaulm

Kpunrorpadpuyeckie MeTOIbI 3alUThl HHPOPMALIH

bapanosa E. K. Undopmanmonnas 6e301macHOCTb 1
3amuTa HHPOPMALMHK [NEeKTPOHHBII pecypc]: YuebHoe
mocobue / E. K. Bapanosa, A. B. ba6amr - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [OBC
3nanuym| URL:
https://znanium.com/catalog/document?id=393765
I'oproxuna E. 0. Mapopmannonnas 6e301acHOCTb:
yuebHoe nocobue: I CTYAEHTOB, 00yJaloUIuxcs o
cnenuanbHoctu 38.05.01 "DxoHoMuYecKas
6e3omacHocts" / E. 10. I'oproxuna, JI. . JIutBuHOBA,
H. B. Txauea; BopoHexxckuii rocyiapCTBEHHBII
arpapHblil yHuBepcuTeT - Boponex: Boponexckuit
rOCYAapCTBEHHBIN arpapHblil yHuBepcuTerT, 2015 - 221
c. [T 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
Ioproxuna E.}O. UadopmanmonHas 0€30macHOCTb:
Ipaxtukym mist aynuropssix 3austuii / E. 1O.
loproxuna, . M. Cemenosa, E. I1. CyBoposa.-
Boponex: BI'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>
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CucremHoe obecrniedeHne 3auThl nHGopMaruy,
oOpabaTeiBaeMol B MH()OPMAIIMOHHBIX CHCTEMaxX

DdpdHOBd L. I\. I/IHLPUPMdLLMUHHd)l OC50IIdCHOUTD 1
3amuTa HHPOPMALMHK [NIEKTPOHHBII pecypc]: YuebHoe
nocobue / E. K. bapanosa, A. B. ba6anr - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [OBC
3nanuym| URL:
https://znanium.com/catalog/document?id=393765
I'pummaa H. B. Madopmanronnas 6e30macHOCTb
MPEANPHUATHUS [JIEKTPOHHBIN pecypc]: YuebHoe
nocobue / H. B. I'pummuna - Mocksa: M3narenscTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3uanuym] URL:
https://znanium.com/catalog/document?id=399940
loproxuna E. 0. UndopmannonHas 6e300acHOCTb:
yueOHOe ocoOue: Il CTYICHTOB, 00yJatONIUXCs IO
creransHOCTH 38.05.01 "OKoHOMIYECKAs
oe3onacHocts" / E. 0. Toproxuna, JI. . JIutBuHOBA,
H. B. TkaueBa; BopoHexckuii rocyiapcTBeHHBbIN
arpapHsblil yHuBepcHuTeT - Boponex: Boponexckuii
TOCyJapCTBEHHBIN arpapHblid yHuBepcuret, 2015 - 221
c. [LIWT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
T'oproxuna E.10. MudopmarmonHas 6e30macHOCTS:
[paktuxym mis aynutopHsix 3ansataid / E. 1O.
l'oproxuna, . M. Cemenosa, E. I1. CyBoposa.-
Boponex: BI'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>
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5. ®oH OLIEeHOYHBIX CPEACTB
5.1. dtanbl hopMuUpOBaAHUS KOMIIETEH NI

Komnerenuuu u U/

oOpabaTeIBaeMOi B HHPOPMAMOHHEIX CHCTEMax

Pasnensl, moapasaensl JUCHUILIMHBL
P OK-3 | ONK4 | HK-10
OcHoBBI HHPOPMAIMOHHOH 0€30MACHOCTH
N 31,36, V1,
WudopmarmorHas 6e301acHOCTb B CHCTEME HAMOHAIBHOU V7 HI. H7
6e3omacHocT Poccun ’ Hé ’
YTpo36l HHPOPMALMOHHOK 0€30MacHOCTH 31,36, V1,
P p V7,HI1, H7,
KoMnbTEpHBIE MPECTYILUIEHHS M MIPABOBBIE OCHOBBI 3AIUTHI HH(POPMALHH
KoMIIbI0TepHBIE IPECTYIUIEHUS U UX OCOOEHHOCTH 31,36, V1,
PHblo FpecIyn V7, Hl, H,
3aKOHOAATENBHBIE ACMIEKTHI HH(OPMAIMOHHOM 6E30IIaCHOCTH B
$op 35, V6, H5
PO
CucreMHoe obecnieyeHHe 3a1IUThI HHpoOpManuu
Kpumrrorpagpuueckre METOIb!I 3alUTH HHPOPMALTUH 35, V5, H6
CucreMHoOe o0ecreuenne 3amuThl HHPOpMALUU
Gop ’ 35, V5, H6




5.2. lllkanbl 1 KPUTEPUU OLIEHUBAHUS TOCTHKEHUSI KOMIIETEHIUIA

5.2.1. lIIkaJjbl akaJjeMHYEeCKHX OLEHOK OCBOCHHS JUCIUILINHDI

Bug onienku OneHkn

HEYIOBJICT- YAOBJIETBO-

AkaneMudeckas olieHKa 1o 4-x OaJIbHOH 1IKaje XOPpOILIIO OTJINYHO

BOPUTEIIBHO PUTEIBHO

Bug onienku OneHkn

AxanemMuyeckast oIleHKa 110 2-X OaJUILHOM IIKaje HE 3aY€THO 3a4TEHO

5.2.2. Kputepuu 10CTHKEHHS KOMIIETEHIIN B X0/1€ OCBOEHHS JUCIATLIMHBI

Kpurepun onienku Ha 3auere

OreHka, ypoBeHb

Omnncanme KpuTeprueB

3a4TeHo, BRICOKUN

CTyZ[eHT BBITIJIOHWJI BCE 3aZlaHusA, IIPEAYCMOTPEHHBIC HpOl"paMMOfI, oTYHUTAaIICA 00
HUX BBIIIOJIHCHUH, AEMOHCTPHUPYA OTIIMYHOC 3HAHHMEC OCBOCHHOI'O MaT€pHala Hu
YMEHHUE CAMOCTOATEIIbHO PEHIATH CIIOXKHBIC 3a1a49U JUCITUTIITUHBL

3auTeHo, IPOABUHYTHIN

CTyZ[eHT BBITIJIOHUWJT BCE 3aZlaHUsA, IIPEAYCMOTPECHHBIC HpOl"paMMOﬁ, oTYUTAaINCA 00
HX BBIIIOJHCHUH, ACMOHCTPHUPYSA XOpOIIEE 3HAHHMC OCBOCHHOI'O MaT€pHaia U
YMEHHUE CAMOCTOSATEIIbHO pEHIATh CTAHAAPTHBIC 3aJa4U NUCITUTITINHBI

3a4TeHO, TIOPOTOBBII

CTyzeHT BBIIUIOHHI BCE 3aIaHHUs, IPEAYCMOTPEHHBIE IPOTPAMMOM, OTIUTANCS 00
UX BBIIOJIHEHUH, IEMOHCTPUPYS 3HaHHE OCHOB OCBOCHHOI'O MaTepualla U yMEHUE
pelaTh CTaHAAPTHBIC 331241 JUCLUUILIMHBL C IIOMOILBIO IPEOAaBaTeIIs

He 3a4TCHO, KOMIICTCHIIUU HE
OCBOCHBbI

CryIeHT BBIIUIOHWI HE BCE 3aJaHus, NPEeJyCMOTPEHHbIE IIPOrpaMMOil MM HE
oT4nTazcsa 00 MX BBIIOIHEHUH, HE TIOATBEP)KIAeT 3HAaHNE OCBOCHHOTO MaTepHaia
1 HE YMEET pellaTh 3aJa4d JUCLUIUIMHBI JasKe C IIOMOLIBIO ITPEIOoIaBaTes




5.3. MarepuaJbl AJis1 OLEHKH JOCTHKEHUSI KOMIIeTeHIM
5.3.1. Bonipochl K 3K3aMeHy
He npeaycmorpeno

5.3.2. 3agaHus K 3K3aMeHy
He npeaycmoTpeno

5.3.3. Bonipocsl k 3a4eTy ¢ OLICHKOI
He npeaycmoTpeno



5.3.4. Boripochl k 3aueTty

Ne ConepxaHue Kowme- un
TEHLUs

1 |OCHOBHBIE MOHATHUS U ONIPEICICHHsS B 00JacTH HH(POPMAIIMOHHON 0€30MaCHOCTH OI1K-3 36
2 [OcHoBHBIE cocTaBmIsAOMIE HHYOPMAIIMOHHOH 6€300aCHOCTH OIIK-3 36
3 |3amaun nHGOPMAIIMOHHOW O€30MACHOCTH OI1K-3 36
4 |IoHsTHE U CYIIHOCTH 3aITUTH HHPOPMALIUH OIIK-3 36
5 |Uenu 3ammrel uadopmarmu. [Ipeamer 3amuThl HHGOPMAITUH OI1K-3 31
6 [3axonogarensctBo PD B 06macTu HHpOpMAHOHHON O6€30MaCHOCTH OIIK-4 35
7 |HopmatuBHO-TipaBoBas 0a3a 3aIuThl HHOPMAITUK: OCHOBHBIEC 3aK0HBI PD 1 ykasbl [Ipesunenta PO OIlK-4 35
8 |Mudopmanus kak 00bEKT IpaBa coOCTBEHHOCTH. OOBEKT 3aMUTHI HHYOPMAIHN OIIK-4 35
9 |Cny4aiinble yrpo3sl HHOOPMAIIMOHHOW 0€30MaCHOCTH OI1K-3 36
10 |IIpegHamepeHHbIE YTPO3bl HHPOPMAHOHHON O€30MaCHOCTH OIIK-3 36
11 |Mojens rUMOTETHYECKOTO HAPYIINTENs HHPOPMAIIMOHHON 0€30MaCHOCTH OI1K-3 36
12 [AHanu3 KOMIBIOTEPHBIX IPECTYILUICHUN OIIK-3 36
13 |HecaHKIIMOHUPOBAHHBIN TOCTYI K HHPOPMAITHH U €0 IIeH OI1K-3 31
14 [KommnbroTepHbIE BUPYCHI OIIK-3 31
15 |IInnoHcKkue nporpaMMHbIe 3aKJIaJIKH OI1K-3 31
16 |OCHOBHBIE IPUHIUIBI TOCTPOCHHS CUCTEMBI 3aIUTHI HH(OPMAIUN I1K-10 35
17 |Metoasl 3amuThl HHGopManuu. MHTeNIeKTya bHbIi HHTepdeiic ITIK-10 35
18 |OCHOBHBIC TOHATHS M ONPEACIICHNS] KPHUITOTpadhun I1K-10 35
19 |HcTopus pa3BuTHs KpUNTorpahuu ITIK-10 35
20 [Knaccudukarms xpunrorpaduaecKkux METO0B 3alIUThI HHpOpMaIH I1K-10 35
21 |CoBpeMeHHbIe CHMMETPUYHBIC KPUNTOTPaQUISCKHE CHCTEMBI: CHCTEMBI C CEKPETHBIM KITFOUOM ITIK-10 35
22 |[CoBpemeHHBIE CHMMETPHUYHBIC KPUOTOTpaduecKre CHCTEMBL: cTaHAapT mudposarus DES I1K-10 35
23 |CoBpeMeHHbIe CHMMETPUYHBIC KpUNTOrpaguIeckue CUCTEMBI: cTanaapt mmbposanus [OCT 28147 ITIK-10 35
24 |AcuMmmerpudHbIe KpUNTOrpadUUecKre CUCTEMbI: CHCTEMBI C OTKPBITHIM KIIFOUOM; I1K-10 35
25 | ACHUMMETpHUYHBIC KpUNITOrpaguIecKre CUCTEMBI: CTaHAapT nmdposanus RSA ITIK-10 35
26 |Snexrponnas mudpoBast HOAMUCH M MEXAHI3MEI €€ peasTi3aiiy I1K-10 35
27 |Kpurepun 3alMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM ITIK-10 35
28 |KonmentyansHas MOesb HHPOPMAMOHHON O€30MaCHOCTH I1K-10 35
29 |OCHOBHBIE IPUHITUITBI TOCTPOCHHUS CHCTEMBI 3aIlIUTHl HHYOPMAIIUU ITIK-10 35
30 |Metos! 3ammTs! HHGOPMAIIH I1K-10 35

5.3.5. TembI KypcoBOT0 NPOEKT (PA0OTHI) M BONMPOCHI K 3alUTE
He npeaycmorpeno




5.3. MarepuaJbl AJis1 OLEHKH JOCTHKEHUSI KOMIIeTeHIM
5.3.6. BonipochbI TecTOB

ConepxaHue

Kowmre-
TEHIIUS

g

Wudopmarus, HeCaHKIIMOHUPOBAaHHOE KOMTUPOBAHUE, XUIIIEHUE, pasriiallieHue (pacipocTpaHeHue,
omy0NuKoBaHue ), MOAU(DUKAIHS, YHHITOKEHHE I HCIOIb30BaHIE KOTOPOI MOYKET HAHECTH CYIIECTBEHHBII
MOpAJBHBII WITH MaTepUalbHBIN yiepO ee COOCTBCHHUKY WITH BIIaJENbILY, a TAKKE TPETheil CTOPOHE,
WHTEpECHl KOTOPOil JaHHas HPOPMAITUS 3aTParuBaeT, Ha3bIBACTCS

KPUTUYIHOM HHPOPMAIHEH;

nHpOpMaIen 00IIero JOCTYIIa;

[IEPCOHAIbHBIMU JITAHHBIMU.

OIIK-3

36

YOBITKH, KOTOpBIE MOTYT BO3HUKHYTH BCIEICTBHE BHECCHHUS N3MEHEHUH B HH(POPMALIUIO, €CITH (PaKT
Moau(UKauy He ObUT 0OHAPYXKEH, Ha3bIBAIOTCS

CTOMMOCTb CKPBITOI'O HapyIIEHHs! LEIOCTHOCTH

CTOMMOCTB yTPaThI

CTOMMOCTb HOTEPH KOH(HACHINAILHOCTH

OIIK-3

36

Kateropus ieHHOCTH HH()OPMALUH, OIPEIEIAIONas TapaHTHIO TOT0, YTO NICTOYHUKOM HH()OPMALIUH ABISCTCS
HMMEHHO TO JIMLO, KOTOPOE 3asBJIEHO KaK €€ aBTOP, Ha3bIBACTCS

ayTEHTUYHOCTh

anmneaupyeMocTb

JIOCTOBEPHOCTD

OIIK-3

31

Wnentudurkanus u ayreHTHGUKANNS TPUMEHSIIOTCS:

JUIs 0OecTIeueHHNS [EIOCTHOCTH JaHHBIX

JUIS 3aIIUTBI OT KOMIIBIOTEPHBIX BUPYCOB

JUISL OTPAaHIYCHUS JOCTYIA CIyJaifHBIX 1 HE3aKOHHBIX CYOBEKTOB K HH(POPMALIMOHHON CUCTEME
JUISL HOBBILICHUS (PH3MUECKON 3aIIUThl HHPOPMAIMOHHOH CHCTEMEI

OIIK-3

31

Kateropust ieHHOCTH HH(OpPMANUH, TapaHTHPYIOIIAs, YTO IIPU HEOOXOAUMOCTH MOXKHO JJOKA3aTh, YTO
ABTOPOM COOOIIECHHS SABIISECTCS UMEHHO 3asBICHHBII 9eTOBEK, H HE MOXKET ABJIATHCS HUKTO APYTOH,
Ha3bIBAETCS

ayTEeHTUYHOCTh

ANIeIMpPyeMOCThb

OIIK-3

31

Jliis orpaHAYeHus TOCTyMa CIIyYailHbIX U HE3aKOHHBIX CYOBEKTOB K HH(OPMALIMOHHON CHCTEME
MPUMEHSIOTCS HACHTUPHUKALUA | .........:
[IpaBUIIEHBIN OTBET:

OIIK-3

31

IMpomecc paco3HaBaHUS MOI30BATEIIS ABTOMATH3HPOBAHHON CUCTEMOM, [UISl YeTO MPEIbSBISCTCS
YHUKAJIbHOE UMSI, Ha3bIBACTCH ......... (B um.TIa1.)
[IpaBUIIEHBIN OTBET:

OIIK-3

31

IMoxGepute c10BO K JAHHOMY ONPEHENEHHIO: K. ........ - IPUCBOCHHUE CYOBEKTaM JINYHOTO UACHTH(PHUKATOPA U
CpaBHEHHE €T0 C 3a1aHHBIM»
[IpaBUIIBEHBII OTBET:

OIIK-3

31

IMpouenypa mpoBepKH MOJTHHHOCTH, IPeAHA3HAYCHHAS JUIS TOATBEPKICHNS HCTHHHOCTH TI0JIB30BaTEN,
HpEeIBbSIBUBILIETO UICHTH()UKATOP, HA3BIBACTCS «......... » (B MIM. maz.)
[IpaBUIIBEHBIN OTBET:

OIIK-3

31

10

Uro U3 mepeuncIeHHOTO SBISCTCS COCTABIAoEH nH(OopMaoHHON Oe30macHoCTH?
AaHTUBUPYCHAs 3alUTa

CaHKIIMOHMPOBAHHBIH TOCTYM K HHPOPMALUH

HECaHKIMOHUPOBAHHBIHN JOCTYH K HH(OPMAIHN

1IeJIOCTHOCTh MH(QOpMAIH

OIIK-3

31

11

Kon¢unenmarsHOCTs MHOOPMAIUN TApaHTHPYET

JOCTYITHOCTh HH(OPMAIUH TOIBKO TOMY KPYTY JIHIL, /ISl KOTO OHA MpeAHa3HaYeHa
3aIUIIEHHOCTh HH(OOPMALUH OT IIOTEpPH

JIOCTYITHOCTb HH(OPMAIINH TONBKO aBTOPY

OIIK-3

31

12

BeckoHTPONBHBIHA BEIXO KOH(UACHINATBHOW HH(POPMAIINH 3a IPEICIIbl OPraHU3aIly WX KPYTa JIHII,
KOTOPBIM OHA OBLIA JOBEpEHa — 3TO

pasriamieHue;

yTeuKa,;

HECAHKIIMOHUPOBAHHBIN TOCTYII.

OIIK-3

31




13

Ykaxute, 9TO HE SBISCTCS MPEAHAMEPEHHBIM BO3/ICHCTBIEM HAa HH(DOPMAIHOHHYIO CUCTEMY
noabop mapois

nepexBar HHPOpMaIuH

XUIIeHnEe HHPOPMALIUU

MOTU(PHKALUS HHPOPMAITUH

CTUXUHHBIC OCICTBHS

OIIK-3

v7

14

VYKaXuTe, 4TO HE SABISIETCS MPUYHHON CITyJaiHBIX BO3JACHCTBUY Ha UH()OPMAIIMOHHYIO CUCTEMY
moaoop napois

OTKa3bl ¥ cOOM ammapaTypsl

OIMOKHM TIepcoHalia

TIOMEXH B JIMHUSAX CBSI3M M3-3a BO3/ICHCTBUI BHEIIHEH CPEJIbIL.

OIIK-3

v7

15

VYiep0 OT MOJHOTO HIIM YaCTHYHOTO Pa3pyLICHUsI HH)OPMAaIU HAa3bIBACTCS
CTOMMOCTH CKPBITOTO HapYIICHHS LIEJIOCTHOCTH;

CTOUMOCTb yTPAaTHI;

CTOMMOCTh NOTEPH KOH(PHUICHIIHAIEHOCTH.

OIIK-3

v1

16

YkakuTe COCTaBIIONINE HHPOPMAIMOHHON 0€301acCHOCTH
JOCTYITHOCTb HH(OPMAIIUU

LIEJIOCTHOCTh MH(OPMAIH

KOHQHUICHINATBHOCTh HHPOPMAIIH

HpOBepKa IpaB J0CTyNa K HHGOpManuu

BBISIBJICHHE HapyMUTENeit

OIIK-3

v1

17

[MoTeHIMaNEHO BO3MOKHOE COOBITHE, IPOLIECC HIIH SBJICHUE, KOTOPHIE MOTYT IPUBECTH K YHHUTOXKEHHIO,
yTpaTe IeI0CTHOCTH, KOHMHICHIIHATEHOCTH WX TOCTYITHOCTHA HH(POPMAIIUH Ha3bIBACTCS

yrpo30i HHPOPMAITMOHHOH Oe30MacHOCTH

HECaHKIIMOHMPOBAHHBIM JIOCTYNOM K HH(OpMAIHN

(hanbcuduranuein nuHGopMan

OIIK-3

36

18

JoctynHocTh HHGOPMALMN FAPaHTHPYET

noJrydaeHue TpedyemMoi nHpopManuy 3a onpeieIeHHOE BpeMst
HEM3MEHHOCTH MH(OPMAIUH B TI000E BpeMs

noytydaeHue TpedyemMoi nHpopManuy 3a HeonpeIeIeHHOE BPeMst
3aIUIICHHOCTh MH(OPMAIIMU OT BOZMOXHBIX YIPO3

OIIK-3

36

19

LlenocTHOCTH MH(GOPMAIMN TAPAHTHPYET

CYIECTBOBaHNE HH(OPMALINH B HCXOIHOM BHIC

MIPUHAIIEKHOCTh UHPOPMAIIH aBTOPY

JIOCTYII HH(OPMAIIUH OTIPEACICHHOMY KPYT'y OIb30BaTeNIeH
3alIMIICHHOCTh HH(POPMAILIUK OT HECAHKIIMOHMPOBAHHOTO IOCTYIIA

OIIK-3

36

20

ITpucBoenue cyobekTaM HACHTH(HUKATOPOB U (WITH) CPABHEHHE MPEABABIIEMBIX HICHTH(HUKATOPOB C
nepeyHeM HACHTU(HKATOPOB, BIIAICNIBIIEI KOTOPBIX OIMYIICHBI K HH(POPMAIIMOHHOH CHCTEME, Ha3bIBACTCS
naeHTauKanuen

ayTeHTU(HUKALUEH

AYTEHTUYIHOCTHIO

KOH(HJICHINATEHOCTBIO

OIIK-3

36

21

IMoxbepute CIOBO K JAHHOMY OIIPEAENIEHHUIO | ..... - IPICBOCHHUE CyObEKTaM JIMIHOTO HACHTH(UKATOPA U
CpaBHEHHE €TO C 3aJaHHBIM

ayTCeHTU(PHUKALIUS

UAeHTH(QUKAIHS

AyTEeHTUYHOCTb

KOH(UACHIIUATBHOCTh

OIIK-3

36

22

[ToTeHIIMaIEHO BO3MOXKHOE CO6BITI/I€, IpouecC UM ABJICHUE, KOTOPBIC MOTYT IPHUBECTHU K YHHUUTOXKCHHUIO,

yTpaTte HCJI0CTHOCTH, KOH(I)I/IZleHI_II/IaJ'ILHOCTPI WA JOCTYITHOCTH PIH(I)OpMaI_II/II/I Ha3bIBaACTCA ............ (B HUM.

najexe) HHPOPMaNOHHOH 6€30MacCHOCTH
[IpaBUIIEHBII OTBET:

OIIK-3

36

23

YMBIIUICHHBIE W HEOCTOPOXKHBIC JEHCTBUS ¢ KOH(PUACHINATBHBIMY CBEJICHUSIMU, IPUBEIIHE K
03HAKOMJICHHIO C HIMHU JIMI], HE JOIMYIIEHHBIX K HUM — 3TO

pasrianieHue;

yTeuKa,

HECaHKIIMOHHPOBAHHBIIH JIOCTYII.

OIIK-3

36




24

IMpotuBompaBHOE IpeTHAMEPEHHOE OBIAICHNE KOH(DUICHITHANEHOH HH(pOpMAaIiel IHIOM, He UMEIOIIIM
IIpaBa J0CTYIa K OXPAHAEMBIM CEKPETaM — 3TO:

pasrialieHue;

yTeuKa;

HECAaHKLIMOHUPOBAHHBIN TOCTYIL.

OIIK-3

36

25

Yxaxure 3 Buzaa yrpo3 nHGpOpMaMoOHHON O€30MacHOCTH:
yrpo3a I0CTymHOCTH HH(pOpMaIu

yrpo3a IeI0CTHOCTH HHpOpMaLUH

yrpo3a KOHQUISHIUATEHOCTH HHPOPMAITIH

yrpo3a UACHTU(DUKAINH HHPOPMAITUH

IK-10

35

26

IMpu mombITKEe BHECCHHUS yMBIIUICHHBIX WIIH CIIydaifHBIX H3MEHEHUH B HH()OPMALIUIO, XPAHSIIIYIOCS B
WHPOPMAITMOHHOHN CHCTEME, BO3HUKAET YTpo3a HAPYIIECHHS €€ .............
[IpaBUIIEHBII OTBET:

IK-10

35

27

Cosznanue yciaoBHUil, IpU KOTOPBIX AOCTYI K HHYOpMAIMK Hid HHPOPMAIIOHHOH yciayre OyaeT HeBO3MOXKEH
WM OTPaHUYeH, BEET K yrpO3€ HAPYILICHHUS .............
[IpaBUIIEHBII OTBET:

IK-10

35

28

Cosznanue yciaoBHUil, IpU KOTOPBIX AOCTYI K HHYOpMAIMK Hid HHPOPMAIIHOHHOH yeiayre OyaeT HeBO3MOXKEH
WM OTPaHUYeH, BEJET K yrpO3€ HAPYILICHHUS .............
[IpaBUIIEHBII OTBET:

IK-10

35

29

CocrosiHHE 3aIUIIEHHOCTH NHOPMAIUH 1 ITOICPKHUBAIOIICH ee HHPPACTPYKTYPhI OT CIyJalHBIX HIIN
IIpeJHAMEPEHHBIX BO3JEICTBUI €CTECTBEHHOIO WM UCKYCCTBEHHOTO XapaKTepa, KOTOPbIE MOTYT HAHECTU
yiiep6 BlIaJenblaM WK 10JIb30BaTeNsIM HH(POPMALIUY HAa3bIBACTCS ............ 6€30MacHOCTBIO.
ITpaBunbHBIA OTBET:

I1K-10

35

30

KoMrureke cpeicTB ¥ METOIOB, HAIIPABJICHHBIX Ha MIPEAOTBPAIICHHE YTPo3 HHPOPMAIMOHHOW 0€30MacHOCTH
U YCTpaHEHHE UX MOCIEICTBUM, HA3bIBAETCS ............ (B uM. magexe) nHGOpMAaLUH.
[IpaBHIIbHBIN OTBET:

IK-10

35

31

Mepornpusitus 110 GOpMHPOBAHUIO OCO3HAHHOTO OTHOIICHUS COTPYJHUKOB K 00€CIICUEHHIO
HUH(POPMAIOHHOM O€30IIaCHOCTH OTHOCATCS K:

HpeAyIPEKACHUIO YTPO3;

BBISIBIIEHUIO YTPO3;

JIOKAJTU3aUH YTPO3;

JIMKBUIAIMU TIOCIIEACTBHI yIpo3.

OIIK-3

36

32

JlelicTBYs1, HAIIPABICHHBIEC Ha YCTPAaHEHUE JEHCTBYIOIIEH YIPO3bl U KOHKPETHBIX IPECTYIHBIX ACUCTBUN
OTHOCATCS K :

HpeAynpexaeHHUIO YTPO3;

BBIBIICHUIO YTPO3;

JIOKaJIM3aLUH YIPO3;

OIIK-3

36

33

YMBIIUICHHBIE W HEOCTOPOIXKHBIC JEHCTBUS ¢ KOH(PHUACHINATBHBIMY CBEJICHUSIMU, IPUBEIIHIE K
03HAKOMJICHHIO C HIMHU JIHI], HE TOIMYIIEHHBIX K HUM — 3TO:

pasriarieHue

yTeuka

HECaHKIIMOHHPOBAHHBIH JIOCTYIT

OIIK-3

36

34

IMpotuBompaBHOE IpeTHAMEPEHHOE OBIAICHNE KOH(DUICHITHANEHOH HH(pOpMaIuel IHIOM, He UMEIOIIIM
IIpaBa J0CTyIa K OXPAHAEMBIM CEKPETaM — 3TO:

pasriameHue

yTeuka

HECaHKLIMOHUPOBAHHBIN 10CTYI

OIIK-3

36

35

JlelicTBUS IO BOCCTAHOBIICHUIO COCTOSTHHS, PEAIIECTBOBABIIETO BOSHUKHOBEHHUIO YIPO3bI, OTHOCATCS K:
HpeAyIpEKACHIIO YTPO3;

BBISIBIEHUIO YTPO3;

JIOKAJTU3AUH YTPO3;

JIMKBUIAIMHU TIOCIEACTBHI yIpo3.

OIIK-3

36

36

3amuTa OT HECAHKIIMOHMPOBAHHOTO JOCTYIA K KOH(UICHIINATbHON HHPOpMaU 00eCIednBaeTCs
BBINOJIHEHUEM::

TOJIbKO OPIaHU3allMOHHBIX MEPOIIPUATHI;

TOJIKO TEXHUUECKHX MEPOIPUSTHH;

OIIK-3

36




37

OnpeneneHne COCTOSIHUS TEXHUIECKOM 0€30IMacHOCTH 00BEKTa OTHOCUTCS K:
OpTraHU3AIMOHHBIM MEPOTIPHUSTHSIM;

TEXHHYESCKUM MEPOIPHUITHIM;

OPTraHU3AIMOHHO-TEXHIUECKIM MEPOTIPHSITHSIM.

OIIK-3

36

38

YronoBHo HaKa3zyCMbIC O6H.I€CTB6HHO OITaCHBIC ,I[efICTBPIﬂ, B KOTOPBIX MalllMHHAA I/IH(I)OpMaI_II/Iﬂ SABJIACTCA
00BEKTOM nocArarejibCTBa, Ha3bIBAKOT:

KOMIIBIOTEPHBIM IMPECTYIIIICHUEM

HECAaHKIIMOHUPOBAHHBIM JIeUCTBUEM

KOMIBIOTCPHBIM MOIICHHUYCCTBOM

OIIK-3

36

39

JIroGast mporpamMma, HaIFCaHHAS C [IEJIBI0 HAHECCHUS yIepOa MM HCIOIB30BaHMS PECYPCOB aTaKyeMOTo
KOMIIbIOTEPA, HA3bIBAETCH ......... IIpOrpamMMoit
[IpaBHIIbHBIN OTBET:

OIIK-3

36

40

Kitacc mporpamM, cHOCOOHBIX K caMOPa3MHOXKEHHIO H CaMOMOIH(UKALINH B PaOOTAIONIEH BEIYUCIUTEIEHON
Cpelie U BBI3bIBAIOLINX HEXKEIaTeNIbHbIE IS I0JIb30BaTeNel AeHCTBYS, HA3bIBAETCSI KOMIIBIOTEPHBIE . ........
[IpaBHIIbHBIN OTBET:

OIIK-3

36

41

VYKaXHTe 3Tanbl )KU3HCHHOTO UKJIa KOMITBIOTEPHOTO BHpYCa!
BHe/IpeHne (MHQUITUPOBAHHUE)

MHKYOAIMOHHBIN TEPUOT

3apaxeHHe

caMOpa3MHOXKEHHUE (PEeTpoTyIIIPOBAHNUE)

BBITIOJIHCHUE CIICIHATBHBIX (pyHKIHMI

HpOSIBICHHE

BBISIBIICHHE

OIIK-3

36

42

ITo cpene obuTaHMs KOMITBIOTEPHBIC BUPYCHI MTOPA3IEIAIOT Ha:
(haiiToBBIC BUPYCHI

3arpy304HbIC BUPYCHI

(haiiIoBO-3arpy30UHbIE BUPYCHI

CETEBBIC BUPYCHI

noIuMopQHBIE BUPYCHI

CTEJIC-BHPYCHI

OIIK-3

36

43

JocTtatouHo TpyaHO OOHAPYKUMBIE BUPYCHI, HE UMEIOIIIE CUTHATYP, TO €CTh HE COJepIKaIie HA OJJTHOTO
[IOCTOSIHHOTO y4acTKa K0Jia, 3TO:

MOIUMOP(UK-BUPYCHI

CTEJIC-BUPYCHI

MaKpO-BUPYChI

KOHCTPYKTOPBI BUPYCOB

OIIK-3

36

44

Bu nHTEpHET-MOIIEHHHYIECTBA, IIEJIbI0 KOTOPOTO SBISIETCS MOMyYeHHE JOCTYIA K KOH(PUACHIHATbHBIM
JIAHHBIM TOJIb30BaTeNel (HapUMep, JJOTHHA U MapoJisl OT JIEKTPOHHOM OYTHI, HOMepa TeehoHa HiTn
JITAHHBIX OAHKOBCKOW KapThl) HA3bIBACTCS ......... (B MM. majiexe).

OIIK-3

36

45

27?7 — 3TO BUPYCHI, 3apaxkaroliue (aiibl HEKOTOPBIX cUcTeM 00padoTku nokymentoB (MS Word, MS Excel),
KOTOPBIC UMEIOT BCTPOCHHBIE MAaKPO-53bIKA

macro-BUpyChl

CTEJIC-BUPYCHI

MOJIMMOP QUK-BHPYCHI

OIIK-3

36

46

7?7 MacCKHpPYIOT CBOE IPUCYTCTBHUE ITyTeM nepexsara obpamennii OC k nopakeHHbIM (aiinam, cekTopam U
nepeanpecytorT OC K He3apa)KCHHBIM y9acTKaM

macro-BUPYCHI

CTEJIC-BUPYCHI

MOJIMMOP QUK-BHPYCHI

OIIK-3

36

47

JlocTaTo4HO TPYIHO 0OHAPY)KUMBIE BUPYCHI, HE HMEIOIIME CUTHATYD, TO €CTh HE COJCPIKAIIe HA OJTHOTO
MIOCTOSIHHOT'O Y4aCTKa KOAA, OTHOCATCA K ....ouvenennen. BHUpYCaM.
[IpaBHIIbHBIN OTBET:

IK-10

35

48

IIporpamma, CKpBITHO BHEAPEHHAS B 3aLUIIEHHYIO CUCTEMY U ITO3BOJISIOIIAS 3JI0YMBIIUIEHHUKY, IIyTEM
MOJ(UKAIH CBOMCTB CHCTEMBI 3aIlIUTHI, OCYIIECTBIATh HECAHKIIMOHHUPOBAHHBIH JIOCTYI K pecypcaM
CUCTEMBI, Ha3bIBAETCSI MPOTPAMMHOI ..........

[IpaBUIIBEHBII OTBET:

IK-10

35




VYkaxure 4 MeToa 00HAPYKEHUS KOMIIBIOTEPHBIX BUPYCOB:
CKaHHPOBaHUE
oOHapyXeHue U3MeHEeHU

49 N I1K-10 35
IBPUCTHYECKHUN aHAIN3
UCIIOJIb30BaHUE PE3UICHTHBIX CTOPOKEH
AHATUTHYIECKOE IpeoOpa3oBaHme
KoMrureke mporpaMMHBIX HIIM aIllIapaTHBIX CPEACTB, OCYIISCTRIIIOIINA KOHTPOIb U (DHIBTPAIHIO
[IPOXOSIINX YepPe3 HEr0 CETEBBIX NAKETOB B COOTBETCTBUHU C 3aJaHHBIMU ITPaBUIIAMU, [1O3BOJISIOILUIH
50 |O6mokupoBaTh HeXKENATENBbHBIN ceTeBOl Tpaduk 1 obecnieunBaronwii HeBUAUMOCTD 11K B ceT ¢ 1enbio IIK-10 35
MIPENOTBpALleHUs KUOep aTak, Ha3bIBAETCH .......... 9KPAHOM.
[IpaBHIIbHBIN OTBET:
Kakue neiictBust He00OX0AMMO BBITIOJIHUTH B Cilydae 0OHApYKEHUS 3apakeHHbIX BPEAOHOCHBIMU
nporpamMMamu (Ganiios:
3aBepIIUTH Pa0OTY MEPCOHATBHOTO KOMIBbIOTEpa (MH(OPMAMOHHON CHCTEMBI) M HEMEUIEHHO COOOIIUTh
51 |cnenmanucty o uH(GOPMAIIMOHHOH 6€30MaCHOCTH I1K-10 v5
MIPOUTHOPHPOBATH COOOICHHE AaHTUBUPYCHOM MPOTPaMMBI
[IPUHATH CAaMOCTOSITEIbHbBIE MEPHI IO PEIOTBPALLECHUIO PACIPOCTPAHEHHS 3aPAXKEHUS
nepe3arpy3uTh MEPCOHATBHBIA KOMITBIOTED
Kaxkoii 13 BUPYCOB ITpH HH(PHUIIMPOBAHUH KOMITBIOTEPA OCTABIIICT B OIIEPATHBHOM MaMSTH CBOIO YacTh,
KOTOpast 3aTeM IIepeXBaThIBACT OOpANICHHS ONICPAlMOHHOM CHCTEMBI K 00BbEeKTaM 3apakeHHUs U BHEIPSETCS B
5o [HHX? § OIIK-3 36
HEepe3UCHTHBIN BUpyC
(haifnoBsIil BUpYC
PE3UICHTHBIN BUPYC
CamomudgpoBaHne U MOIUMOP(GUIHOCTD UCIIOTB3YIOTCS TS
caMOpa3MHOKEHHS BUpyca
53 |MakCHMManbHOTO YCIOKHEHHS TPOLIEAYPhI OOHAPYKEHHSI BUpyca OIIK-3 36
pacmmdpoBKHU TeJl BUpyca
JUISL CKPBITUS IeHiCTBUI aHTUBUPYCHOM NPOrpaMMbl
OpanM u3 Hanbosnee 3¢ (HeKTUBHBIX cIOCOO0B OOPHOBI C BUPYCAMH SIBISIETCS:
UCTIONB30BaHNE AHTUBHPYCHOTO IIPOTPaMMHOT0 0OeCTIeueH s
54 |npodunakTHKa KOMITBIOTEPHBIX BUPYCOB OIIK-3 36
OTpaHUYEHHE JOCTYIA Noyb30BaTene kK OBM
mr(ppoBaHKe TaHHBIX
??? - 3TO MporpaMmMa, CKPHITHO BHEJIPEHHAS B 3AIIUIIEHHYIO CUCTEMY M TIO3BOJISIONIAS 37I0yMBIIIICHHUKY,
MyTeM MOJU(UKAIIH CBOWCTB CUCTEMBI 3aIUTHI, OCYIIECTBIATH HECAHKIIMOHUPOBAHHBIN JOCTYII K pecypcam
55 |cucremsl OIIK-3 36
MporpaMMHast 3aKJaIka
TpOsIHCKasl IporpaMma
K nectpyKTUBHBIM JEHCTBUSIM, OCYHIECTBISEMBIM MTPOTPAMMHBIMH 3aKJIaIKaMH OTHOCSTCSI:
KONMPOBaHIE KOHPHUICHIMAIBHOHN HH(OpMAIN
56 |M3MeHeHNE aTropUTMOB (hYHKIMOHMPOBAHUS CUCTEMHBIX, TPUKIIAIHBIX M CITY)KEOHBIX IIPOrPaMM OIK-3 36
HaBSI3bIBaHKE OTIPEIENICHHBIX PEXKUMOB PaOOTHI
YMEHBIIIAIOT 00beM CBOOOIHON NMaMATH Ha AUCKE B PE3yJIbTaTe CBOETO PACIIPOCTPAHCHUS
CHIDKAIOT 3 GEeKTUBHOCTh (PYHKIIMOHUPOBAHUSI KOMITBIOTEPHON CHCTEMBI
TIPOTPAMMA C M3BCCTHEIMI €€ TOJTE30BATEII0 (PYHKIIGIMI, B KOTOPYIO OBIIH BHECCHE! I3MCHTHITT, UTOOH],
MOMHMO 3TUX (YHKIHMH, OHA MOTJIa BTAHE OT HETO BBIIOIHATH HEKOTOPHIC APYTHE (pa3pyIIUTEIIbHEIC)
57 ,[[eI\/'ICTBI/ISI,VHa3I>IBaeTCHZv OIK-3 36
TPOSIHCKOH MpOorpaMMoit
IPOrpaMMHOM 3aKJIaJKON
77?7 — 5TO KOMIIBIOTEPHAS POTPaMMa, KOTOpasi BBISIBISIET, IPEAOTBPAIIACT U BBITIONHSAET OTPEIeICHHEIE
JeHCcTBUS, 9TOOBI OJIOKUPOBATH WM YAAIATH BPEIOHOCHBIE IPOTPAMMBI:
58 |anTHMBHpYyCHAas MporpamMMa OIIK-3 36

mporpamMMa oOHapy>KeHUS BTOPKEHUH
IIporpaMMHas 3aKJajika




59

77?7 - KOMITIEKC IPOTPAMMHBIX WITH allIapaTHBIX CPEJICTB, OCYIIECTBIIONNI KOHTPOIb U (DIIIBTPALIUIO
IIPOXOJAIIMX YePE3 HErO CETEBBIX IAKETOB B COOTBETCTBUU C 3aJaHHBIMU IIpaBuiaMu. [lo3Bomser
0II0KMpOBATH HEXeENMAaTeIbHBIA ceTeBoil Tpaduk, odecneunBaeT HeBUIUMOCTH [1K B cetu ¢ nemnbio
HpeOTBpPAIIeHNs KHOep aTak

ceTeBoit akpaH (firewall)

MapIIpyTH3aTOP

OIIK-3

36

60

Macku (CHTHaTypbl) BUPYCOB HUCIIONB3YIOTCS:
JUTS TIONCKA U3BECTHBIX BUPYCOB

JUTSL CO3JTAaHUSI M3BECTHBIX BUPYCOB

JUISL YHUYTO)KCHHS H3BECTHBIX BHPYCOB

JUTSL Pa3MHOYKEHHSI BUPYCOB

OIIK-3

36

61

VYKaxuTe JOKYMEHT, TapaHTHPYIOIIHH TaiiHy IIepenucKy, TeIe()OHHBIX IEPEeroBOPOB, TOYTOBHIX,
TenerpadHbIX ¥ UHBIX cooOIeHu# (cT. 23, 4. 2); mpaBo cBOOOTHO UCKATh, OJIYYaTh, IEpEIaBaTh,
HIPOU3BOIUTH U PACIIPOCTPAHATH HH(POPMANUIO JTFOOBIM 3aKOHHBIM CIIOCOO0M (CT. 29, 4. 4); cBoOOIY
MaccoBoi uHdpopmarmu (cT. 29, 4. 5):

Koncrurynus PO

Crparerust HaMOHAILHOM Oe3omacHocT PO

JoktpuHa uH(pOopManmoHHOH 6e3omacHocTH PO

Yronosuelii Konekc PO

OIIK-4

Y6

62

YkaxkuTe JOKyMEHT, OIPeACISIOIN BayKHEHIITHE 3a1auu obecrieueHus nH(popMarmorHHoi 6e3omacHocTr Pd:
Koncrurynus PO

Crparerus HallMOHAILHOM Oe3omacHocTH PO

Joktpuna uH(popMannoHHoH 6e3omacHocTH PO

Vromnosuelii Kogexke PO

3axon 00 nH(bopMauK, NHGOPMAIMOHHBIX TEXHOJOTHSIX M 3alIUTe HHPOPMAIIH

OIIK-4

Y6

63

YkaxkuTe CBeICHHs, UMEIOIIe KOH(UICHIINANBHBII XapakTep:
HEepCOHANBHBIC JaHHbIE

Tai{Ha CIeACTBUA U CyJONPOU3BOJICTBA

ciryxxeOHas TalHa

npogeccroHa bHas TaiHa

KOMMepuecKas TailHa

CBEJICHUS O CYIIHOCTU N300peTeHHs

IUTaH IIpHieMa CTYJICHTOB B BY3

YCTaBHBIC JJOKYMEHTBI OI0/DKETHON OpraHU3alin

OIIK-4

V6

64

B npeanaraemom nepeyHe yKa)XuTe MEPOIPHUATHS 3aIIUTH HHPOPMALIUH MPEANPHUSITHS, OTHOCIIIHECS K
IIPaBOBBIM?

OpraHu3alys PeXUMa U OXPaHbl;

pa3paboTKa BEJOMCTBEHHOW HOPMAaTHBHOM JOKYMEHTAIINH;

OIIK-4

HS5

65

OCHOBOIIOJIArafoIMMH JOKYMEHTaMH 110 HHPOpMaMOHHO Oe3omacHocTH B PO sBistoTcs:
Koncrurynus PO

Crparerust HalMOHATBHOH Oe3omacHocTH PO

JlokTpuHa uH(pOpMaMOHHON Oe30omacHoCTH PO

Yronosusiit Kogexc PO

3akoH 00 nHdopmary, HHGOPMAIMOHHBIX TEXHOJIOTUSX M 3aIUTe HHQOpMAIHH

OIIK-4

HS5

66

CKOJIBKO KaTeropHii rocyAapCTBEHHBIX HHPOPMALIMOHHEIX pecypcoB onpenenseT D3 «O6 napopmanum,
MH()OPMAIOHHBIX TEXHOJOTUSX 1 0 3ammre HHpopmarmm» oT 27.08.2006 r. Ne 149-D3? (zanmmure nudpoii)
[IpaBUIIBEHBII OTBET:

OIIK-4

HS5

67

JlokyMeHTHpOBaHHAs HH(POPMAIIHS, IPABOBOH PEKIM KOTOPOH YCTAaHOBIICH CIIEIMAIEHBIMUA HOPMaMH
JIEWCTBYIOMIETO 3aKOHOIATENILCTBA B 00JIACTH TOCYJaPCTBEHHOH, KOMMEPUECKOIl, IPOMBIIUICHHON U IpYyTroit
OOIECTBEHHOM JEATENbHOCTH, HA3bIBAETCS ............ uHpOpMaIHS.

[TpaBWIbHBINM OTBET: KOH(GHUACHIINATbHAS

OIIK-4

35

68

JIroGast mH(OpMAIHS, C IIOMOIIBIO KOTOPOH MOYKHO OJTHO3HAYHO WACHTU(QHIIMPOBATH (PU3NIECKOE JHIIO,
SIBIISIETCS ..evvenne.. JTaHHBIMU.
[IpaBHIIbHBIN OTBET:

OIIK-4

35




69

3amuiaeMpie TOCYIapCTBOM CBEJCHHUS B 00JIACTH €T0 BOSHHOH, BHEITHETIOMUTUIECKOH, IKOHOMUYECKOMH,
pasBelbIBaTEIbHON, KOHTPpPa3BeIbIBATEIbHON U ONIEPAaTUBHO-PO3BICKHOM e TENbHOCTH, pacCIpPOCTpaHEeHHE
KOTOPBIX MOXKET HaHEeCTH yiepd O6ezomacHoct PO, oTHOCATCS K:

rocynapCTBEHHOH TaliHe

JIOKyMEHTHPOBAaHHON MH(OPMALIUK OTPAaHUYECHHOTO JI0CTYIIa

CIy)KeOHOM TaiiHe

OIIK-4

35

70

HemnpaBoMepHBIi JOCTYN K KOMIBIOTEPHOI HHOOPMAIH HaKa3bIBaeTCS ITPahoM:
OT IISITU 10 JBaJLaTH MMHUMAJIBHBIX pa3MEpPOB OILIAThl Tpyaa

OT JABYXCOT JI0 MISITHCOT MHHUMAJILHBIX Pa3MEPOB OILIATHI TPy

OT CTa HNATUAECATH 10 ABYXCOT MUHUMAJIBHBIX Pa3MEPOB OILIATHI TPYAA

JI0 TPEXCOT MUHUMAJIBHBIX pa3MEpOB OILIATHI TPy

OIIK-4

35

71

Hapymenune npaswi axcmryaTanun 9BM, cucremer D9BM wim BX ceTH Haka3bIBaeTCS OrPaHUYCHACM
CBOOO/IBI Ha CPOK:

JI0 TO71a

JI0 IBYX JICT

JIO TISITH JIET

JIO TPEX MECSIICB

OIIK-4

35

72

Co3gaHue, UCIOJIb30BAHUE U PACIIPOCTPAHEHHE BPEJOHOCHBIX IIporpaMM 11 OBM HakasbIBaeTCs:
JIMIIEHHEM CBOOO/BI 10 Toza

mTpadoM 10 JBaAlaTH MUHAMAIIBHBIX pa3MEPOB OILIATHI TPYla

JIMIIEHHEM CBOOOMBI Ha CPOK 10 3 jeT co mTpadom B pazmepe oT 200 1o 500 MUHIMAITBHEIX Pa3MEpOB
oIIaThl TpyAa

HCTIPAaBUTENBHBIMU pabOTaMH [0 IISATH JICT

OIIK-4

35

73

Hapymenue npasun skcrutyaranuu 9BM, cuctembl 9BM min ux ceTr Haka3bIBaeTCs:

JIMILIEHUEM IIPaBa 3aHUMATh OIPEJeNICHHbIE JOJDKHOCTH HIIM 3aHUMAThLCS ONPE/ICIIEHHOMN IS TEIbHOCTBIO 10 5
neT

o0s3aTenpHBIME paboTamu oT 180 1o 240 yacos

OTpaHUYEHIEeM CBOOOMBI 10 2 JIeT

OIIK-4

35

74

Yro takoe JlokTpruHa HHGOPMAIOHHOH Oe3omacHocT PD?

COBOKYITHOCTH O()MIIMANIBHBIX B3IJIIOB Ha IIENH, 331491, IPUHIUITEI 1 OCHOBHBIC HAIIPABJICHUS 00SCIICUeHUS
nHpOpMaIMoHHO# 6e3omacHocTr Poccuiickoit @eneparim;

COBOKYITHOCTb HOPMATHBHBIX aKTOB, 0053aTEIBHBIX IS BBIOJHCHUS BCEMU XO3SHCTBYIOIINMH CyOBEKTAMH;
COBOKYITHOCTb JIOKYMEHTOB, PETJIAMEHTUPYIOIINX OPTaHU3allHOHHO-TEXHUYECKUE MEPOTIPUATHS 110
obecrieueHnI0 HHOOPMAIIMOHHOM 6e30nacHocTH Poccuiickoii deneparyy.

OIIK-4

35

75

[Nepeuens cBeneHni KOHPUISHINAIFHOTO XapaKTepa ONpeAeIeH:
Vkazom IIpe3ugenra PO or 6 mapra 1997 r. Ne 188;
®enepanbHbIM 3aK0HOM OT 27 uroiist 2006 T. N 149-03;

Ykazom [Ipesugenta PO ot 30 Host6ps 1995 r. N 1203.

OIIK-4

35

76

ITepeueHs cBeieHHI, JOCTYI K KOTOPBIM HE MOJKET OBITh OTPaHHYCH, ONIPEACIICH:
®enepanbHbIM 3aK0HOM OT 27 uroiist 2006 r. N 149-03;

Ykaszom [Ipesunenta PO ot 6 mapra 1997 r. Ne 188;

Ykazom IIpesuaenta P® ot 30 Hos6pst 1995 r. N 1203.

OIIK-4

35

77

Hayxa o MmeTomax npeoOpa3oBaHus HH(YOPMAIIH C IETBI0 €€ 3aIUTHl OT HECAHKIMOHIPOBAHHOTO JOCTYIA
Ha3bIBaETCS

Kpunronorueit

Kpunrorpagueit

Creranorpadueii

CreHorpadueit

Kpunroananzom

IK-10

35

78

Hayka (v mpakTHKa ee IPIMEHEHHI) O METOJaX U croco0ax pacmudpoBanus HHGopManun 6e3 3HAHUS
KIIFOUEd Ha3bIBACTCS

CreHorpadueit

Creranorpadueit

Kpunroananuzom

Kpunronoruei

Kpunrorpadueit

IK-10

35




79

HaGop cpencTB 1 MeTOI0B COKPHITHS (paKTa mepeaadn coOOIIeHHs Ha3bIBaeTCs
Crenorpadueit

Kpunroananuzom

Creranorpadueit

Kpunronorueii

Kpunrorpadueit

IK-10

35

80

IMpouecc npeodpazoBaHust UCXOAHOTO (OTKPHITOrO) COOOIIECHHUS B ITH(POBAaHHOE ITO ONPEACICHHBIM
MpaBHIaM, COJCPKAIMMCS B IIH(pe Ha3bIBACTCS

KOJMPOBaHHUEM

ndpoBaHrEM

Jemu(ppoBaHIEM

BCKpBITHEM Hidpa

IK-10

35

81

IMpouecc npeodpazoBanust MUPPOBAHHOTO COOOIIEHHS (IM(pPTEKCTa) B UCXOTHOE (OTKPHITOE) COOOIICHHE ¢
MOMOLIBIO ONPEIEICHHBIX MPABUII, COACPIKALIMKCS B LIN(pE Ha3bIBACTCS

KOJHMPOBaHUEM

mmpoBaHUEM

JeIu(ppoBaHueM

BCKPBITHEM mIHdpa

IK-10

35

82

Crioco6 npeoOpa3oBaHus HHPOPMALIUH C [EIBIO €€ 3aIUTHl OT HE3aKOHHBIX MOJIb30BaTENICH Ha3bIBACTCS
ndpoBaHrEM

mmdpomM

JIeIu(hpoBaHueM

IK-10

35

&3

[pornecc momy4yeHns 3aUIEHHOTO COOOMIEHHUS (OTKPBITOTO TEKCTa) U3 IHU(PPOBAHHOTO COOOIICHHS
(urmdpoTexcTa) 6e3 3HAHUS MPUMEHEHHOTO MHU(pa Ha3BIBACTCS:

ndpoBaHrEM

Jemm(ppoBaHIEM

BCKpBITHEM Hidpa

IK-10

35

84

CMeHHBIH d5eMeHT mudpa, IPUMEHIeMBIi I MH(POBAHIS KOHKPETHBIX COOOIICHNUI], Ha3bIBACTCS
mmdppomM

KITI0YOM

MHQPOTEKCTOM

IK-10

35

85

VYKaxuTe CrocoObl Ipeodpa3oBaHus NPH MH(PPOBAHHH:
MOJICTAHOBKA

KOJIMPOBaHME

MepecTaHOBKa

aHATUTHYECKoe Mpeodpa3oBaHme

CKaTHe/pacIIupPCHUE

TaMMUPOBaHHE

IK-10

35

86

Kpunrocucremoii siisercs

CPEACTBO aIapaTHON 3aIIUTHI JaHHBIX

cUCTeMa HECAHKIIMOHUPOBAHHOTO JOCTYIIA K TEKCTY

ceMeicTBO 00paTUMBIX PeoOpa30BaHMil OTKPHITOTO TEKCTa B MIM(POBaHHBIN
CEMENCTBO HEOOPATUMBIX TPEe0OPa30BaHUN OTKPHITOTO TEKCTA B IHU(POBAHHBIN

IK-10

35

87

YTO M3 NepeUnCIICHHOTO HE BXOJHUT B KPUIITOCUCTEMY:
HoJIMMOp(UK-reHepaTop

ITOPUTM IIH(POBAHUS

Habop KIFOYeH, UCIOIb3YEeMbIX I IH(POBAHUS
CHCTEMa YIIPaBJICHHS KIFOUaMH

IK-10

35

88

T'OCT 28147-89 SBASICTCSA CTAHIAPTOM ..e'veneaneaneannennnn. mudpoBaHus
[IpaBUIIBLHBII OTBET:

IK-10

35

89

Anropurm RSA siBisiercs cTannapTom:
CHMMETPHUYHOTO MH()POBAHUS
ACUMMETPUYHOTO MNP POBAHUS
TaMMHPOBaHUS

creranorpaduu

IK-10

35




90

IMpu acummeTpudHOM MH(POBAHNHN TS MIH(YPOBAHUS U AeITH(POBAHIUS UCIOTB3YIOTCS:
JIBa B3aMOCBSI3aHHBIX KIII0Ya

OJIH OTKPBITHIH K04

OJIMH 3aKPBITHIH KITFOY

JIBa OTKPBITBIX KJIIOYa

IK-10

35

91

PexBU3HT 31eKTPOHHOTO JOKYMEHTA, OTYyYCHHBIH B pe3ylIbTaTe KpUITOrpaguIecKoro npeodpa3oBaHus
MH(pOpPMAINH ¢ UCTIOTB30BAHUEM 3aKPBITOTO KITI0Ua, IPEeJHA3HAYCHHBIA A 3aIUThI JaHHOTO JJOKyMEHTa OT
TO/IICIIKH, Y TTO3BOJISIOIINH MACHTH(OUIMPOBATH BlIaJIelblia KJII04a, a TAK)KE YyCTAHOBUTH OTCYTCTBHE
MCKXEHHSI HHYOPMAIIUH B SIICKTPOHHOM JIOKYMEHTE, IIPEACTABIISECT COOON STMEKTPOHHYIO ..c.veverenrerinnerineneruenas

IK-10

35

92

3HeKT‘pOHHaH noAIINCh HE obecrieunBaerT:

KOHTPOJIb HCJIOCTHOCTH JOKYMCHTA
KOHCI)I/I,Z[GHI_[I/IEU'II)HOCTB JOKYMCHTa

BOCCTAHOBJICHHUE MMOBPEKACHHOTO JOKYMCHTA
JIOKa3aTCJIbHOC INOATBCPKIACHUC aBTOPCTBA JOKYMCHTA

IK-10

35

93

VKkaKuTe BUZBI 3JIEKTPOHHOM IOIIIHUCH:
IIpOCTasi NOAINHUCH

KBaIM(UITIPOBAHHAS JICKTPOHHAS MOJINCH
yCHJIEHHas HeKBaJIM(HUIMPOBAHHAS TTOJIINCh
HEKBATH(HIUPOBAHHAS YICKTPOHHAS MTOJINCH
yCHIICHHAsI KBAJIM(UIMPOBAHHAs IIOIIUCh

IK-10

V5

94

AnropuTt™ms! mudpoBaHus OBIBAIOT
MHOTOSIJICPHEIE

C UCIIONB30BAaHUEM X3II-(DYHKIHUI
HEePHOANICCKIE

PEKypCHBHbIE

CHMMETPUYHBIC

I1K-10

35

95

AJNTOpUTMBI MH(BPOBaHUS OBIBAIOT:
MEePHUOINIECKUE

ACHMMETPUYHBIC

PEKypCHBHbIE

CHMMETPUYHBIC

IK-10

35

96

DNeKTpOHHasl MOANKChH YCTaHaBIUBaeT ??? uHdopMaIuu
HEMPOTHBOPCYHBOCTh

OJTHO3HAYHOCTD

MPOTUBOPEYHUBOCTD

[[EJIOCTHOCTb

IK-10

35

97

DJeKTpOHHAas HOAIHUCH 00ECIICUNBAET:
YIIOCTOBEPEHUE UCTOYHUKA TIOKYMEHTa
OBICTPYIO TIEPECHUTKY JOKYMEHTA
yJIQJICHHBIH JOCTYII K IOKYMEHTY

I1K-10

35

98

DexTpoHHAs MOANNCEH OOecTIeunBaeT
HEBO3MO>KHOCTb OTKa3a OT aBTOPCTBA
yIlaJIEHHBIH AOCTYII K TOKYMEHTY
OBICTPYIO MEPECBUIKY JOKYMECHTA
HEBO3MO)KHOCTb YCTaHOBJIEHUsI aBTOpa

I1K-10

35

99

YkaxuTe MporpaMMHbIE MOAYJIH WX alllapaTHBIE yCTPOMCTBA, PETHCTPUPYIOIINE KaXI0€ HAKATHE KITaBUIIN
Ha KJIaBUAType KOMIIBIOTEpa

CKPUHIIOTHI

KEUIorrepsl

Opay3epbl

OpaHIMaydpbl

IK-10

35

100

J1ns TeHepanuy 3IEKTPOHHOM MOIINCH MOXKET OBITh HCIIOIb30BaH AJITOPUTM
DES
RSA
AES

I1K-10

35

101

Kakue 13 nepedncieHHbIX alrOpUTMOB OTHOCSTCS K CHUMMETPUYHBIM?
DES

RSA

I'OCT 28147-89

IK-10

35




102

J11st KOHTPOJIS [IEIOCTHOCTH TIEPEAaBACMBIX 0 CETSIM TAaHHBIX HCIOJIb3yETCS
ayTeHTU(HUKAIHS TAaHHBIX

ayJuT COOBITHIT

SIICKTPOHHAS MOIITUCH

MEXCETeBOE YKPaHUPOBAHHE

IK-10

35

103

B npeanaraemom nepeune Beiaenute 3anaun, HE spnsromuecs 3agagamMu KpunTorpapun
MEXCETEeBOE SKPaHUPOBAHUE

ndpoBka HHGOPMAIIMHU B IIENAX €€ 3alUThl OT HECAHKIIMOHUPOBAHHOTO TOCTYIA
o0ecreyeHne 1eJIOCTHOCTH JJAHHBIX

ayTEeHTU(HMKALUS TAHHBIX M UX HCTOYHHKOB

IK-10

vs5

104

Uto U3 NepeuncIeHHOro He ABIAeTCs (yHKIUEeH yIpaBIeHUs KPUITOTpadHIECKUMHI KITFOUaMH
re’epanus

U3y4YCHUE

XpaHEHUE

paclpeesIeHue

I1K-10

35

105

DNeKTpOoHHAs MOIIHCH TO3BOJISET:

YAOCTOBEPHUTHCA B ICTUHHOCTH OTIPABUTENS U [IEIOCTHOCTH COOOIICHUS
BOCCTaHaBIIMBATh OBPEK/ICHHBIE COOOIICHUS

HepechlIaTh COOOIICHNS M0 CEKPETHOMY KaHATy

00ecreunTh KOHPUIECHINATEHOCT JOKYMECHTA

IK-10

35

106

Pa3mep kmroua B 'OCT 28147-89 paseH:
64 6ura

56 out

128 our

256 our

IK-10

35

107

Pa3mep kmroua B crannapre DES pasen:
256 éut

128 out

64 duta

56 our

IK-10

35

108

CHUMBOJIBI ICXOJIHOTO TEKCTa CKIIAIBIBAIOTCS C CUMBOJIAMH HEKOH cllydaifHOH 1ociieJoBaTeIbHOCTH — 3TO
aJITOPUTM MEPECTAHOBKU

ANTOPUTM aHATUTHYECKHUX MTPeoOpa3oBaHMi

aNTOPUTM raMMHPOBAHUS

IK-10

35

109

CHMBOJIBI OPUTHHAIBHOTO TEKCTA MEHSIOTCSI MECTAMMU IO OINIPEIEIEHHOMY IIPUHIIUILY, SBJISIOIIEMYCS
CEKPETHBIM KJIFOUOM — 3TO

aJIrOPUTM MOACTaHOBKHU

AJITOPUTM MEPECTAHOBKH

aJITOPUTM raMMHUPOBaHU

IK-10

35

110

Cdeps npumenenns DES-anroputma

ndpoBaHKe CBEICHUH, SBIISFOIIUXCS TOCYIapCTBEHHON TaltHOM
3aKpBITHE KOMMEPUYECKON HH(POpMAIIUU

peanu3anys 3JeKTPOHHON MOAIUCH

IK-10

35

111

Anropurm 'OCT 28147-89 ucnonb3yeT K04, SBIIAIOMIMNACS
[0CIEJ0BATENILHOCTBIO YHCEL

MacCHBOM, COCTOSIINM U3 32-MEPHBIX BEKTOPOB

andaBuToM

IK-10

35

112

YkakuTe OCHOBHbIE oOnacT npuMenenus DES-anroputma:
peanu3anys IeKTPOHHON MOMUCH

XpaHeHHe TaHHBIX Ha KOMITBIOTEpe

9JIEKTPOHHAS CHCTEMa TIaTexen

ayTeHTH(HKAIMS COOOIICHUI

IK-10

35

113

COBOKYITHOCTh JJOKYMEHTHPOBAHHBIX YIIPAaBICHUCCKUX PEIICHUI, HaNIPaBJICHHBIX Ha 3alIUTY HHGOpMAaLiK 1
ACCOLMMPOBAHHBIX C HEH pecypcoB NPEANPUATHS WIN OpraHU3aluy, Ha3bIBACTC. . . .. .... (B uM. mazgexe)
6e30macHOCTH.

[IpaBUIIBEHBII OTBET:

IK-10

35




114

CrpaTternio opranus3anuy B 001acTu HHPOPMAIHOHHON 0€30MaCHOCTH, MEpy BHUMAHHS M KOJIHIECTBO
PECYPCOB, KOTOPBIE PYKOBOJCTBO CUMTAET IeNIeCOO0Pa3HBIM BBIICIHUTH AJIsI 0OecredeHns: HHYOPMAMOHHON
0€30IacHOCTH, ONPE/IeIISCT:

KOHIIETIIHS 0€30acHOCTH

cTparterust 6e30MacHOCTH

MOJIMTHKA 0€30MacCHOCTH

IK-10

35

115

OpraHu30oBaHHas COBOKYITHOCTh CIICIIHATIBHBIX OPTaHOB, CPEJCTB, METOJIOB U MEPONPHUATHH,
00eCTeYrBaIONIHMX 3aMUTY HH(GOPMAIMK OT BHYTPEHHUX M BHEITHHUX YTPO3, HA3bIBACTCA ....... (B uM. mazgexe)
3alUThl HH)OpMAIIHK.

IK-10

35

116

Kakum crtocobom B MS Word MOXHO YCTaHOBHTb 3aIlIUTy JTOKYMEHTOB OT MAaKPOBHPYCOB?
®aiin — [Napamerpst — LleHTp yripasiieHus: 6€30MacHOCTHIO;

®aiin — [Tapamerps! — CrienuanbHble BO3MOKHOCTH;

®aiin — YuerHas 3amuch — [TapamMeTpbl OOHOBIICHHS;

PeniensupoBanue — 3amTuTh;

IK-10

Heé

117

VYkauTe BepHBII BApUaHT MapoJIsd C TOYKH 3PESHHSI COBPEMEHHBIX TPEOOBaHHIA:
IR#gO*v$85

IvaNova2005

89089521318

NeKTpUUKAIHS

IK-10

Heé

118

Kakum crtocobom B MS Word MOXHO YCTaHOBHTb 3aIlIUTY Ha JTOKYMEHT?
®@aitn — CBeieHus — 3alIUTHTD JOKYMEHT

®aiin - CoxpaHUTh

Daiin — O6mMiA J0CTYI

®Paits1 — CoxpaHUTh Kak

IK-10

Heé

119

Kakxum crtocobom B MS Excel MOKHO yCTaHOBHUTB 3aIUTy HA TYCHKY OT PeAaKTHPOBAHUS?
®dopmar sueek — 3amuTa 3aTeM PerieH3upoBanue - 3alUTUTh JIUCT

Penen3upoBanue - 3amUTUTD JUCT

®dopmar siueek — 3amuTa

Penen3upoBanue — 3alUTUTh KHATY

IK-10

Heé

120

Bam 11o3BoHMI 4enoBeK, IPECTaBUIICS COTPYAHUKOM CITY>KObI 0€30I1aCHOCTH 1 ITONPOCHII NIPEAOCTaBUThL Bar
HapoJib Y4ETHO 3alIUCH WK KOPIIOPATUBHON MOYTHI ISt IPOBEACHHS PaOOT 110 HOBBILICHHIO 3aIUTHI
nHpopmarm. Bamu nelicTus:

OTKaXy

IIPEJOCTABIIO

MOUHTEPECYIOCH JUISl KAKUX IIeNel U MPeaoCTaBIIo

IK-10

V5




5.3. MaTepuaJibl AJil OLEHKH JOCTHKEHUST KOMIIeTeHIU
5.3.7. Bonpocs! AJsl yCTHOTO onpoca

Ne CopneprkaHue Kowe- nau
TEHIHS
1 |[Maiite onpenenenne KOHQUASHINAIEHOH HHPOPMAIHN. OIIK-3 31
Kaxkoe 3HaueHHe UMEIOT COCTaBIISIOIINE HH(POPMATMOHHON O€30IaCHOCTH IS CyOBEKTOB MH(POPMAITHOHHBIX OITK-3 31
2 |oTHOmEHMI?
Haiite onpenenenne noHaTHIo nHGOpMannoHHas Oe3omacHoCTh. [lepeuncnuTe OCHOBHBIE COCTABIISIONIHIE OITK-3 36
3 |undopmannoHHON 0€30MaCHOCTH.
4 [Onpenenute ncrounuku yrpo3 unpopmannoHHoi 6e3onacHocti PO 1 npoBeanTte nx kiaccH(UKALHMIO. OIIK-3 36
5 |IepeuncinTe OCHOBHBIE METO/IbI OOecnieueHnst nH(GopManoHHOI 6e3onacHocTr PO. OIIK-3 36
KaxkoBs! nutepecs! PO B nadopmannonHoit chepe? KakoBo, Ha Ba B3I, HOJIOKSHUE /1€ B 001aCTH OTIK-3 36
6 |MupoBoii MH(POPMAIIMOHHON OE30MaCHOCTH CeroHs?
7 |IIpoananu3upyiiTe pa3nu4Hble ONPEeTeHHs HOHITH «3aluTa HHGOpMaIm» U «HHGOpMaHOHHAS OIIK-3 36
8 [Haiite ompenenenne moHATHIO 3anuTa HHPOpMaui. YTo BKIIOYAET B cebs 3ammra nHpopManuu? OIIK-3 36
9 [Uro monmmaercst mox TepMUHOM 6E30MMACHOCTE HH(pOPMAIHU? OIIK-3 36
Kakue nenu npecnenyer 3amura nHpopmanuu? Kakoe Mecto 3aHMMaeT 3aniuTa HHGOpMaLuH B OITK-3 36
10 [undopmanmonHoii 6e3omacHocTr?
11 |Onpenenure npeaMeT 3aMUThl HHPOPMAIHN. OIIK-3 36
12 |Ilepeunciute ypoBHYU CEKPETHOCTH FOCYAAPCTBEHHOM TailHBI. OIIK-3 36
13 |PackpoiiTe cymHocTh HHGOPMAIMK KaK 00BEKTA IIpaBa COOCTBEHHOCTH. PackpoiiTe CyIHOCTh 00BbEKTa OIIK-3 36
14 |Onpenenute nousitue yrpo3sl nHpopmaruonHon 6e3onacnocty (UB). OIIK-3 36
15 |OxapakTepusyiite ciiyuaiiHble 1 IpepHaMepeHHsble yrpo3sl Ub. OIIK-3 36
16 |Onpenenure nousitust Hapymmtens Ub u 310ymblnuieHHAKA. OIIK-3 36
Kaxkue npennonoxeHus BBIIBUTAIOTCS MIPU pa3paboTKe MOJENN runoTeTndeckoro Hapymmrens Vb oobekra. OITK-3 36
17 |Ha ocHOBaHMHU 4ero CTpOUTCS MOAENIb TUNOTETHYeCKoro Hapymurens Ub?
Kakue kateropuu nepconana o0bekTa MOT'YT ObITh BHYTpeHHUMH HapymuTeniMu UMb oowvexra? Kakue nmumna OITK-3 36
18 |moryT ObITh HapymmTensiMu b 00bexTa 13 yrciaa nocTopoHHUX Jun? Ha30BHTe OCHOBHBIE MOTHBBI
19 |/laiiTe onpeneneHue KOMIBIOTEPHOIO NPECTYILUICHUS U OXapaKTePU3yHTe UX BUJIb OIIK-3 36
OrmpenienuTe MOHATHS BPEIOHOCHOTO IPOrPAMMHOT0 00ecTiedeH s 1 KOMITBIOTEpHOTo Bupyca. [lepeuncnure
20 |0CHOBHBIE KJIaCChl KOMIIBIOTEPHBIX BUPYCOB OI1K-3 36
21 |B 4em 3akirouaroTcs pa3inuus MEKAY MOHATUAMU KOMIBIOTEPHOTO BUpYCa U MINMHOHCKOW MPOrpaMMHOMN OI1K-3 36
HazoBuTe OCHOBHBIE METO/IBI BHEIPEHUS IPOrpaMMHBIX 3aKIaioK. JlaiiTe XapaKTepHCTHKY OCHOBHBIX
22 [moneneii Bo3geHCTBUS IPOrpaMMHBIX 3aKJIaJJ0K Ha KOMIIBIOTEP U KOMIBIOTEPHYIO CETh OIIK-3 36
23 |B uem pa3nuuus TPOSHCKHUX MPOrpaMM U NPOrPaMMHBIX 3aKJIaJ0K? OIIK-3 36
24 |JaiiTe XapaKTepUCTUKY JEHCTBUI OCHOBHBIX Pa3HOBUAHOCTEH TPOSHCKUX NIPOrpaMM OIIK-3 36
25 |Ha3zoBute 1 oxapakTepu3yiTe METO/Ibl OOHAPY>KEHHSI BUPYCOB OIIK-3 36
26 |Ilepeuncnure BuAbl U HA3HAUCHUS AaHTUBUPYCHBIX IIPOrPaMM OIIK-3 36
27 |Kaxumu nedcTBUSAMH MOXKHO IPEJOTBPATUTh BUPYCHYIO aTaKy? OIIK-3 36
HazoBure ocHoBomnonaratomue 1okymMenTsl no b B P®. Yro sBisieTcs npeaMeToM npaBoBOro
28 |perymuposanus B obmactu UB? OI1K-4 35
29 [HazoBute 3amaun obecnieuenus b, chopmymmuposanusie B Konnenmun HarponansHo#H 6e3omacHocti PO OI1K-4 35
30 |Kakoii 3axoH sABysIeTCsl 6230BEIM B 00J1aCTH 3alUTHl HH()OPMAINHK, U KaKHe OTHOLICHUS OH pernamenTtupyer? | OITK-4 35
31 |Ha3oBute KaTeropuu rocy1apCTBEHHBIX HH(POPMAIMOHHBIX PECYPCOB OI1K-4 35
Kaxkast nuH(pOpMarys MOXKeT OBITh OTHECEHA K KaTeropuu KoHduaeHuansHoi? Onpenenure JaHHbIe, KOTOPhIe
32 |MoryT OBITh OTHECEHBI K IEPCOHATIBHBIM JaHHBIM OIIK-4 35
33 |Hasosure crateu YK P®, npenycmarpuBarolyie OTBETCTBEHHOCTD 33 COBEPIIEHUE KOMIIBIOTEPHBIX OIIK-4 35




Yro nonnmaercst oy cucremMoit 3amurs! nHGopmanun? ChopMynupyiite OCHOBHBIE IIPUHIUIIEL TOCTPOCHUS
CHCTEMBI 3aIuThl HHpopManuu. Kakyio posib HTpaeT MoAroTOBISHHOCTh NEPCOHANa B IOCTPOSHUH CHCTEMBI

34 |3aummTel nHGOpMarn? I1K-10 35

35 |Kaxue ypoBHU 3a/1eliCTBOBaHBI B 00ecrieyeHHnn HH(POPMaMOHHOMH 6e3onacHocTH? I1K-10 35

36 |Yro npexncraBisier coO0H MonuTHKa 6€30MaCHOCTH OpraHu3anuu? I1K-10 35

37 |Yrto BXOAUT B aHAIMU3 PUCKOB? I1K-10 35

38 |Ilepeunciute OCHOBHBIE MOJEIN 3AIIUTHI HHPOPMAIMU U UX OCOOCHHOCTH. I1K-10 35

39 |B yem 3akirouaercs CyIHOCTb METOJOB 3aIlUThI OT CIy4aiHBIX yrpo3? I1K-10 35

40 |daiiTe onpeneneHue MOHATUSIM HICHTU(GUKAIUK U ayTeHTH()UKALH. I1K-10 35

41 |B uem 3akiII04aeTCs MOBBIMICHUE HAIEKHOCTH M OTKAa30yCTOWYUBOCTH HH(POPMAIIMOHHEIX CHCTEM? I1K-10 35
Kaxkme MeTozp! 1 CpeficTBa HCHOMB3YIOTCS TSl OPTaHU3ALNH IIPOTHBOICHCTBHSA TPAAUIIMOHHBIM METOAAM

42 |mmmonaka u AUBEpCHii? TIK-10 35

43 [PackpoiiTe 0cOOEHHOCTB IIOCTPOCHHMS 3AIUTHI OT HECAHKIIMOHUPOBAHHOTO TOCTYIIA TIK-10 35

44 |Kaxue MeTons! 3amuThl HHOOPMAIMK OTHOCATCS K KpUITOrpaguaecKium? TIK-10 35

45 |[aiiTe ompeneneHne KPUNTOIOIHU. Kaknue Tpu OCHOBHBIX MEPHO/Ia KPUIITOIOTHH BBl 3HAaeTE? TIK-10 35

46 [OOBsACHNTE TOHATHE «KPUOTOJOTHIECKUN aJITOPUTM». TIK-10 35

47 [Uro Takoe xpunrorpadus? Uto coboii mpeacTaBasioT IHGPOBAHNE U ACIIHPPOBaHKE? TIK-10 35

48 [KaxoBa cyTb npeoOpa3oBaHHi NEPECTAHOBKU M 3aMEHBI? TIK-10 35

49 |[aiiTe ompeneneHne aHATUTHIECKOMY TPE0OPa30BaHUI0, TAMMHUPOBAHUIO I KOMOMHHPOBAHHOMY TIK-10 35
YT0 Takoe CUCTEMBI C OTKPBITHIMU Kirodamu? [IpuBeanTe CTPyKTypHYIO CXeMy Iporecca udpoBaHus ¢

50 |oTkpbIThIM KiIt0UOM. [JlaiiTe ompesiesieHue CTOMKOCTU KPUIITOCHCTEMBIL. I1K-10 35

51 |IIpuBenuTe OCHOBHBIE IPOrPaMMHO-AMIAPATHBIE Pealn3anuy H(POB. I1K-10 35
B gem 3akmrouaercs cyts DES-anroputma? KakoBer ero ocodeHHOCTH? B KakuX pexkxumMax MOXeT padoTaTh

52 |DES-anroputm? TIK-10 35
Jaiite onucanue OTEUECTBEHHOrO ajropuTMa Kpunrorpaduieckoro npeodopaszosanus nqanueix (FOCT 28147 -
89) 1 ero oTIMUYMTENBHBIX 0COOeHHOCTEH. KakiuMu XapaKTeprCTHKaMU OLICHUBASTCS CTOMKOCTh

53 |kpunrorpaduueckux cucrem? I1K-10 35

54 |B yem 3akirouaercs CyTh 3JIEKTPOHHOU noanucu? I1K-10 35
Haiite onpesenenne MexceTeBOro 3kpaHa. HaszoBure Tumer MexceTeBbIX 3KpaHOB. OOBSICHUTE pa3IHIHs

55 [mexny MexceTeBbIMM S9KpaHaMU Pa3HbIX TUIIOB. TIK-10 35
Yro npencrasiser coboii monutuka Ge3omnacHocty opranuzanuu? Ha kakoMm n3 ypoBHei obecriedeHus

56 |urpopmaronHOl Ge30macHOCTH pa3padaThiBaeTCs MOJIUTHKA 6e30MacHOCTH? I1K-10 35

57 |Ha3oBUTE KOMIIOHEHTHI KOHIICNITYaJIbHON MOJIENH Oe30MacHOCTH HHpOpManuu? TIK-10 35
Uro sBIISeTCS coAepKaHWEeM aIMHHUCTPATHBHOIO YPOBH: obecniedeHust nHpopMannoHHOH O6e3omacHoctn? Ha

58 |kakux ypoBHSX 3aIIUTHI HHPOPMALIUH PEATU3YIOTCS OpPraHU3alHOHHbBIC MEPOIIPHATH? TIK-10 35
Kaxoii ypoBeHs obecrieueHust ”HGOPMALMOHHOH 6€30I1aCHOCTH BKIIF0YAeT KOMILIEKC MEPOIPHSATHIA,

59 |peann3yronmx npakTHYECKHe MEXaHH3MBI 3aIIUTHI HHpOpMAu? TIK-10 35

60 |Kaxue meponpusitis 3amuThl HHYOPMAIMH OTHOCSATCS K KJIACCy MHKEHEPHO-TEXHUYECKUM ? I1K-10 35
UTo MOXXHO CUMTATh JOCTOMHTCBAMH M HEJOCTATKAMH alIapaTHBIX CPEICTB HHKEHEPHO-TEXHUUECKOI

61 |3ammTs! nHGOpPMAIHN? TIK-10 35
Yto npeaumecTByeT Hadamy paboT 10 CO3JaHUIO MIIH COBEPIICHCTBOBAHUIO CHCTEMBI 3allUThl HH(OPMAIIK

62 |(C3U1)? C uero ciexyer HAUMHATH MEPOIPUATHUS 10 CO3AHUIO CUCTEMBI 3aIIUTHI HHpOpMAIMU? I1K-10 35




5.3.8. 3aganns nis npoBepkH (h)OPMUPOBAHNS HABBIKOB

Komme-

No CopnepxaHue na
TCHIIMS
| Omnpenennte MUHUMAJIbHYIO JIHHY Hapoiis, alndaBUT KOTOPOro cocTouT 13 10 cuMBONOB, BpeMs nepedopa OITK-3 vl
KOTOpOro ObUIO0 He MeHbIe 10 et
) Ompenenyte MUHUMAIBHYIO JIMHY Iapoiis, an(aBUT KOTOPOro COCTOMT M3 N CUMBOJIOB, BpeMs iepedopa OITK-3 vl
KOTOpPOro ObLIO He MeHbIIe t JieT. CKOpoCTh nepebopa s maposeil B CeKyHIy
BrmmonauTe apxuBanuio ¢aiina ¢ maponem, cocTosmuM u3 3-X mudp. BeimonHuTe MOMBITKY moadopa naposis
3 |c HCHoNB30BaHUEM ITPOTPAMMHOT0 obOecnedeHus. B oTyere 0Tpa3uTh: KOHTPOIBHYIO CyMMY HCXOJHOTO OIlIK-3 Al
(aiina, cxxaroro (aiiia, BelaBaeMble COOOIIECHHsI, BpeMs oa0opa
4 Ormpenenute Bpemst epedopa Beex mapoiiel, cocrosumx u3 6 mudp. Onpenenurre Bpemst nepedopa Beex OITK-3 V7
napoJiell ¢ mapamMeTpamu
Onpenenure KOMMYECTBO CUMBOJIOB alihaBUTA, TTAPOJIb COCTOUT U3 k CHMBOJIOB, BpeMsi riepebopa KOTOpOoro
5 |ObUTO HE MEHbIIE t JIeT. OIIK-3 y7
CKOpOoCTh mepedopa s mapoJiei B CEKyHAY.
BemonnuTe apxuBanuio ¢aiina ¢ naponeM. Buecure nckaxenus, nomsitaiirecs pazapxuBupoBats. B oTyere
6 [oTpa3uTh: KOHTPOIBHYIO CyMMY HCXOIHOTO (haiina, cxkaroro Qaiina, BbljaBaeMble COOOIIEHNS 00 OIHOKax OIIK-3 y7
IIPY pa3apXUBHPOBAHUY NCKAKEHHOTO (aiina.
7 Vkaxure nocinenoBaresbHOCTh eiicTBuil B cucteme KpuntoAPM npu BBINONHEHUH MOJIUCAHUS TOKYMEHTa OIIK-3 Hi
. YKa)xuTe 1ocIe10BaTelIbHOCTh JeiicTBuil B cucteMe KpuntoAPM [u1sl BBINOJIHEHUS OTKPBITHSI JOKYMEHTA
3 Boccranosure ¢aiin (.doc, .docx, .xls, .x1sx) , 3apakeHHBI MaKpOBUPYCOM (HE UCHOJIL3YSI AaHTHBUPYCHYIO OIK-3 Hi
IIporpamMmy). 3aTeM BKJIIOUHMTE 3alUTY OT 3aIyCKa MaKPOCOB.
9 |IIpoBepbTe MOTEHIMATIBHBIC MECTA 3aIMCEH «TPOSHCKUX MPOrpaMm» B ciucteMHOM peectpe OC OI1K-3 Hl
10 |Onpenenute 9To TaKOE HACHTH(UKATOP, APOIb MOJIB30BATENS M YUETHAS 3aIHCh IT0JIH30BATEIS OI1K-4 Y6
11 |OxapaxTepusylTe CTpyKTypy IPABOBBIX AKTOB, OPHEHTHPOBAHHBIX HAa MPABOBYIO 3aIIUTY HH(OPMAIHH OI1K-4 Y6
12 |VkaxuTe Kak noapasaesnsercs HHGOopMaIsi OrpaHHIEHHOTO JIOCTyNa B cOOTBETCTBHHU ¢ D3-149? OI1K-4 Y6
13 [Ilepeuncnure 6 BUm0B MH(MOpMAMK KOHOUICHIIMAILHOTO XapaKkTepa OI1K-4 Y6
14 |VkaxxuTe B HOATOTOBICHHOM MEPEYHE CBEACHHMS, TOCTYI K KOTOPBIM HE MOJKET OBITh OrpaHHYCH OI1K-4 HS5
15 |Bergennre nagopmaiiio KoHQUASHINAILHOTO XapakTepa. Boienure nHpopmanuio orpanderHoro gocryna | OIIK-4 HS5
16 |Bblaenute OCHOBHBIC OPraHU3allMOHHBIC MEPOIIPHUSTH T10 3alIUTe HH)OpMAIHK OI1K-4 H5
17 |Cozpaiite B Outlook Express cucteMy npasui 1o o6paboTKe BXOSIINX COOOIICHUH 3IEKTPOHHON MOYTHI I1K-10 H6
18 s ornpasienus cooduienus B Outlook Express , moanucanHoro nudpoBoil moaAnuchio v 3audpoBaHHOTo, K-10 H6
MOJTy4uTe NH(POBOH HICHTH(GUKATOP
19 [Hactpoiite napameTps! JiokanbHOU noautuku 6e3onacHoctd OC I1K-10 H6
20 Cospaiite y4eTHyI0 3alUCh U JIOKAIBHYIO TPYIITy, H3MEHUTE IPHHAJUISKHOCTD I10JIb30BaTeNs K JIOKAIbHON K-10 H6
rpymie ¥ 3a0JI0KUPYHTE yIETHYIO 3aIHCh HOJIb30BATEs
21 3arpysute penaktop lllabmona 6e30macHOCTH, OTpeaakTupyiTe (MoagudUIMpPyiiTe HACTPOHKY OE30IIACHOCTH) K-10 H6
11a6J10H 6€30IIaCHOCTH M COXPAaHHUTE €ro C HOBBIM HMEHEM
22 [Cozpaiite VPN-nonkitoueHue 1 BBIIOIHUTE €r0 HACTPOHKY I1K-10 H6
23 |Hcnone3yst Metox mudpoBanus - "nepecTaHoBKa", 3aM(ppPOBATH CBOM JaHHBIE: (JAMHIIMIO, UMsI, OTYECTBO I1K-10 Y5
24 |Hcnone3ys Metox mdposanus - "3aMeHa", 3amudpoBaTh CBOM JaHHbIE: GaMIIINIO, UMsI, OTYECTBO I1K-10 Y5
25 |Onpenenute npuMepHBbI IepeUeHb CBEACHHM, COCTABIIONINX KOMMEPUECKYIO (CIIyKeOHYI0) TaliHy I1K-10 Y5
26 |IloxroroButs pedepar no teme Ub ¢ yuerom tpedosanuii 11b OIIK-3 H7
27 |HonroroButs nokian no reme Ub ¢ yuerom tpebosanuii b OIIK-3 H7
28 [IloxroroBuTh HayuHyto my6aukanuto 1o reme Wb ¢ yuerom tpeboBanuii b OIIK-3 H8
29 |Pazpaborats [lonuTrKy 0e30macHOCTH 00beKTa OIIK-3 H8
30 |Pa3paborars KonnenTyansHyro Mojenb HHGOPMAMOHHOW 6e30acHOCTH 00BEKTa OIIK-3 H8

5.3.9. Bonpocs! Jist KOHTPOJIBbHOM (pac4yeTHO-TpadguUecKoii) padoThl
He npexycmorpeno




5.4. CucremMa olleHUBaHUA JOCTHKEHUS KOMIIETCHIINI

5.4.1. OueHka J0CTHKEeHHsI KOMIIETEHIIMI B X0/1€e HpOMe)l(yTO‘lHOﬁ aTTeCcTalnum

MHauKkaTOps! AOTHXKEHUST KOMIIETEHIMI Howmepa
BOIIPOCHI K
Kon Coneprxanue p
3a4eTy

OIIK-3 CniocoGeH pemars cTaHAapTHBIE 3aJa41 PO ECCHOHAIBHOM AESTENFHOCTH Ha OCHOBE
nHpopManoHHON 1 OUGIHOrpadUUEcKoi KYJIbTYphI ¢ IPUMEHEHUEM HH(POPMAIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C YUETOM OCHOBHBIX TpeOOBaHMI HHPOPMALIOHHON 6E301IaCHOCTH

31 OCHOBBI INYHOH HH(OPMAMOHHON 0€30MMacHOCTH 5,13-15
36 OCHOBHBIE HH(POPMAIIMOHHOH 6€30MaCHOCTH 1-4,9-12
V1 MIPAMEHSATh METOJIbl 00ecIeueH s INYHON HH(OPMAaMOHHOH 0€301MacHOCTH
Y7  |ucnonb3oBaTh HHCTPYMEHTHI M METOIbI 0OecTieueHusI HHPOPMAIMOHHOH 6€3011aCHOCTH
H1 oOecriedeHus! TUIHOI HHPOPMAIOHHOM Oe30MacHOCTH

MOATOTOBKH 0030pOB, aHHOTALMH, COCTaBIIEHUS pe)epaToB, HAYUHBIX JIOKIAIO0B,

MyONMKanuii, 1 OnOIMorpady N0 HayIHO-NCCIIeI0BATENLCKON paboTe ¢ ydeToM
H7  [rpeGoranuii nHbOpMaIMOHHOM 6€30MACHOCTH
H8  |onmcanus cuctemsl obecrieuennss ”HGOPMAIMOHHON 6E30MaCHOCTH

OIIK-4 CniocoGeH yyacTBOBaTh B pa3pabOTKe CTAaHAAPTOB, HOPM M NIPABUJI, 4 TAK)KE TEXHUIECKON
JIOKyMEHTALIH, CBA3aHHOH ¢ MpodecCHOHATIBHOMN e TeIbHOCTHIO
35 HOpPMaTHBHOE oOecredeHne HHGpOpMaMoOHHON 6€30IaCHOCTH 6-8
Y6  [ucnonp3oBaTh HOpMATHBHO-NIPABOBBIE AKTHI 10 BOIIPOCaM WH(OPMALOHHON
H5 [o6ocHoBanust MeponpusiTuii 1o odecneyeHu0 HHHOPMAIIMOHHOI 6€30MaCHOCTH
ITK-10 CriocoGHOCTh NPUHUMATH y4acTue B opranuzanuu M T-uHGpacTpyKTyphl ¥ ynpaBiIcHUN
nH(OPMAIMOHHOH 6E30MaCHOCTHIO

35 NPUHLMIIB 00ecreueHns] HHGOPMAIOHHON 0€30I1aCHOCTH OpPraHNu3aluy 16-30
V5  |ynpaBnsaTs unpopmaioHHoOi 6€301MaCHOCTHIO
H6  [ucnonbp3oBanus cpeacTs obecneueHus HHGOPMAMOHHON 6€301aCHOCTH




5.4. Cucrema oleHUBaHUA JOCTHKEHUA KOMIIETEeHIM I
5.4.2. OneHka 10CTHKEHUS] KOMIIETEHIMI B X0/1¢ TEKYILEero KOHTPOJIs

WnaukaTopsl JOTHKEHUS KOMITETEHIIUM Howmepa Bonpocos u 3anau

BOIIPOCHI | 3a/1a9H IS
BOIIPOCHI
Kon Conepxanne YCTHOTO | TPOBEPKH
TECTOB
ompoca HaBBIKOB

OIIK-3 CriocoOeH pemaTh CTaHIapTHBIC 3a1a49H MPO(PECCHOHANBHOMN NEITeIPHOCTH Ha OCHOBE MH()OPMAIIOHHON 1
OoubmrorpadIecKoi KyIbTYpHI ¢ IPHMEHEHHEM HH()OPMAITHOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHHI U C YI€TOM OCHOBHBIX
TpeboBaHMii MHGOPMAIIMOHHOHW O€30MacHOCTH

31 |ocHOBBI TMYHON HH(OPMAIIMOHHOW 0€30IaCHOCTH 3-12 1-2
1-2,17-24
36 |ocHOBBI HHpOPMAIIMOHHON GE30MACHOCTH ’ ’ 3-27
dop 31-46, 53-60
V1 |mpumersTh MeTOABI O0eceueHUs TNIHOH HHPOPMANMOHHOH 6€3011aCHOCTH 15-16 1-3
Y7 |ucnosib30BaTh HHCTPYMEHTHI H METOJIBI OOecieueH st HHPOPMAITMOHHOHN 0€30MacHOCTH 13-14 4-6
H1 |obecneuenus mimaHOM MHGOPMAIIMOHHOH 6€30II1aCHOCTH 7-9
MIOJrOTOBKU 0030pOB, aHHOTAIHH, COCTABJICHHS pedepaToB, HAYIHBIX JOKIAI0B,
H7 |nyonukanuii, u 6ubnuorpaduu mo Hay4qHO-UCCISIOBATENLCKONW paboTe ¢ yIeTOM 26-27
TpeOoBaHMI MH(GOPMAITMOHHOM 0€30MaCHOCTH
H8 |omucanus cuctembl obecniedeHnss HHYOPMAIIMOHHONW 0€30aCHOCTH 29-30

OIIK-4 Criocoben yaacTBOBaTh B pa3paboTKe CTaHAAPTOB, HOPM U IIPABHUII, a TAKKe TEXHUIECKON JOKyMEHTAIUH, CBSI3aHHOH C
npodeccroHaTbHON AESTENEHOCTEIO

35 HOpPMaTHBHOE obecrieueHre HH(POPMAMOHHON 0€30MacHOCTH 67-76 28-33
Y6  |ucmomp3oBaTh HOPMATHBHO-TIPABOBBIE AKTHI IO BOITPOCaM HHPOPMAITHOHHOM 61-63 10-13
H5  |o6ocHOBaHUS MEpONPHUSTHIA IO 0OecTIeYeHHI0 HH(OPMAIIMOHHOH 6e30IMacHOCTH 64-66 14-16

ITK-10 CriocoGHOCT IPUHUMATH yuacTHe B opraHmsanun U T-uadpacTpyKTyps! 1 yIpaBiIeHHN HHPOPMAIMOHHOH 0€3011aCHOCTHIO

25-30, 47-
. 51,77-92,
35 |npuHIHMIE 0OecTieueH st HHPOPMAIHOHHON 6€30MacCHOCTH OpraHU3auu 34-62
94-102, 104-
115
VY5 |ympaBuats nH(GOpPMAIOHHON 06€30MaCHOCTHIO 103,120 23-25
H6 |ucnonb3oBanus cpencTB obecneueHuns HHGOPMAIIMOHHON 6€30MacHOCTH 116-119 17-22




6. YueOHO-MeTOANYECKOE 00ecIeueHre JUCIUIIIHHBI
6.1. Pexomenagyemas iureparypa

Bubnuorpadmyeckoe omrcanue

Bun u3nanus

Bapanosa E. K. UndopmarmoHHast 6e301MacHOCTb | 3aluTa HHGOpMAIUH [3JIeKTpOHHBIH pecypc]: YueGHoe
nocobue / E. K. bapanosa, A. B. ba6ami - Mocksa: U3narensckuii Lientp PUOP, 2022 - 336 c. [DU] [OBC
3nannym] URL: https://znanium.com/catalog/document?id=393765

YuebHoE

I'oproxuna E. 10. Madopmannonnas 6e30macHOCTE: yueOHOe mocodue: Il CTYACHTOB, 00yJIalomuXcs Mo
creransHoCcTH 38.05.01 "OKroHOMIUecKkas 6e3omacHocTs" / E. FO. IN'oproxuna, JI. . JIutunosa, H. B.
TxaueBa; BopoHexxckuii rocy1apCTBEHHBIN arpapHbIil yHUBEpCUTET - BopoHex: BopoHexkckuii
roCyIapCTBEHHBIN arpapHslil yHuBepeutet, 2015 - 221 c. [LIAT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

VYuebHoe

I'pummaa H. B. MaopManmonHas 6e30MacHOCTh MPEANPUTHS [3IEKTPOHHBIHN pecypc]: YueOHoe mocobue /
H. B. I'pumnna - Mocksa: UznatensctBo "OOPYM", 2022 - 239 c. [OU] [OBC 3nanuym] URL:
https://znanium.com/catalog/document?id=399940

VYuebHoe

T'oproxuna E.}O. Mupopmannonnas 6e30macHoCThb: [IpakTHKYM 11 ayTuTopHBIX 3ausaTuii / E. 0.
T'oproxuna, . M. Cemenoga, E. I1. CyBopoga.- Boponex: B'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312 . pdf>

MeTtoauueckoe

Vinespko A.B. [Topsinok oneHUBaHUA Pe3yIbTaTOB JOCTHKEHHSI KOMIIETCHIIMNA: METOJUUECKUE MaTepHalIbl
JUISL OCHOBHOH 00pa3oBaTenbHOM mporpaMmsl o HanpasneHuto: 09.03.03 IIpuknagaas nadopmarika,
npo¢us: MHbpOpMaIMOHHBIE CHCTEMBI U TeXHOJIOoTHH B MeHekMenTe ATTK / A.B. Yiessko, C.A. Kynes,
A.A. Toncteix. — Boponex: BI'AY, 2019. - 24 c.

MeTtoauueckoe

VYie3pko A. B. Iopsaiok hopMHUpOBaHUsS KOMICTCHIMA: METOANYECKHE MaTePHAIIBI JUII OCHOBHOM
o0pa3zoBaTenbHO# MporpamMMbl 6akanaBpuara 1o Hampasienuto: 09.03.03 TIpuknaanas nHpOpMATHKA,
npoduns: MupopMannoHHbIe CHCTEMBI U TexHonornu B MeHemxMeHTe AITK / A.B. Vnessko, C.A. Kynes,
A.A. Toncteix. — Boponex: B'AY, 2019. -39 ¢

MeTtoauueckoe

Busnec - mHbOpPMaTHKA: peleH3UPYEMBIi MK TUCIUIIIMHAPHBIA HAYIHBIH XKypHaI / YapeauTens
HanmonanbHblit vccnenoBaTenbCKuil yHUBepcuTeT ""Bpicias mkona skoHoMUKH" - MockBa: HanmonanbHbIi
HCCIeIoBaTenbCKuil yHuBepcuTeT "Bricias mkona axkonomukun', 2020 [OU] URL:
https://www.elibrary.ru/contents.asp?titleid=27958

Iepuonuueckoe

Hudopmarus u 6€30MacHOCTh: [HAYUHBIN )KypHaI| / YupenauTens : BopoHexckuii rocyiapCTBEHHBIN
TEXHUYECKUI YHUBEpPCUTET - BopoHex: BopoHexckuii rocyiapcTBEHHBIN TeXHHUECKU yHUBepcuTeT, 2020
[OU] URL: https://www.elibrary.ru/contents.asp?titleid=8748

[Iepuoanueckoe

6.2. Pecypcnl cetu UnTEpHET
6.2.1. DyiekTpoHHBIE OUOJINOTEYHBIE CUCTEMbI

Hassanue

Jlanp

ZNANIUM.COM

IOPAUT

IPRbooks

E-library

alu|alw|v|—=|=Z

OnexTpoHHas 6ubnmorexka BI'AY




6.2.2. IIpodeccuonanbubie 6a3bl JAHHBIX U HH(POPMAIMOHHBIE CHCTEMbI

No HasBanue Pa3menienue

1 |ba3a maHHBIX OKa3aTenel MyHHIIMIATIBHBIX 00pa30BaHUI http://www.gks.ru/free_doc/new_site/bd munst/munst.htm
2 |CnpaBouHas nipaBoBas cucrema ['apaHar http://www.consultant.ru/

3 |CnpaBounas npasosas cucrema Koncymsrant [lmoc http://ivo.garant.ru

6.2.3. CaiiTbl M1 ”HGOPMALMOHHBIE OPTAJIbI

HasBanue

Pasmenienue

Information Security/MapopmarmonHas 6€30macHOCTb

http://www. egovernment.ru

SecurityLab: 3anmra nHbopManuu U vHGOPMAIMOHHAS 6€30MTaCHOCTD

http://www.securitylab.ru/

Threatpost - caiit 06 naopmarmonHoi 6e3onacHocTu oT Kaspersky

https://threatpos

#WN»—%

Anti-Malware - caiit lH)OpManmoHHO-aHATUTHYECKOTO IICHTPa

https://www.anti-malware.ru/




7. MaTepuaJIbHO-TeXHUYECKOE ¥ IPOrPaMMHoe obecrnedyeHne I CUMIIMHbI

7.1. Ilomenenns AJs BeeHUsi 00Pa30BaTeILHOIO MMpouecca u 000pya0BaHue

HanMmeHOBaHME ITOMEIICHUI Ul TPOBEICHHUS BCEX BHUJIOB
y4eOHOH NEeATeTPHOCTH, PEIyCMOTPEHHON YYeOHBIM ILIaHOM,
B TOM YHCJE MOMEIMICHUS JUIS CaMOCTOSTENBHON paboThI, ¢

Anpec  (MeCTOMOJIOXKEHHE)  MOMEIIEHUH s
NPOBEICHUS BCEX BHIOB YYCOHOH JESATEIBFHOCTH,
MPEeIyCMOTPEHHOW Y4eOHbIM IUTaHOM (B Cily4ae

Ne yKa3aHHEM IIepeYHs OCHOBHOTO 00OpymOBaHHs, Yyd4eOHO-|peamm3anuu 0Opa30BaTesIbHON MPOrpaMMBI B CETCBOM
HAMLIIHBIX  TOCOOMH ¥ WCIOJB3YEMOTrOo IMPOrpaMMHOrO  |popMme IOMOJHUTENBHO YKA3bIBACTCS HAMMCHOBAHUE
obecrieueHust OpTaHM3alMH, C KOTOPOH 3aKIIFOUCH JOTOBOP)
VYueOHast ayJUTOPHS LIS IPOBEICHUS YICOHBIX 3aHATHH
KOMILICKT y4eGHOi MEOEIIH, IeMOHCTPaIHOHHOE 394087, BopoHesxkckas 001acTh, I. BopoHex, yi.

1 |oGopynoBanue, yaeOHO-HATIISAHBIE TIOCOOHS B BHIIE
N . MuuypuHa, 1.1
Mpe3eHTanuii, mporpaMMHoe obecrieueHne: MS Windows
/Linux /Pex OC
VYueOHast ayqUTOPHs LIS IPOBEICHUS YICOHBIX 3aHATHIA:
KOMIUICKT Yy4eOHO# MeOenn, yueOHO-HArISAIHbIe TOCOOUS B
:IJ:)ZI;?}S!}II::I/DI;BI? HI/IZTI:;))I\I/I{I;?ETZTCIT;E?);M; ?E(géilﬁporpaMMHoe 394087, Boponexckas 061acts, r. Bopoues, ya1.

2 obecreuenne: MS Windows /Linux /Pex OC, MS Office / I;/iI;‘I};;I/(I)Ha, Al a 113, 115, 116, 119, 120, 122, 122a,

OpenOffice/ LibreOffice, DrWeb ES, 7-Zip, MediaPlayer ’

Classic, SIanexc opaysep / Mozilla Firefox / Internet Explorer,

AST Test

VYueOHast ayTUTOPHS ISl TIPOBEICHUS YUCOHBIX 3aHSITHIL:

KOMIUTEKT y4eOHOH MeOenn, KOMBTIOTEPHI C BO3MOXKHOCTBIO

nokoueHus K "MuTepHeT" 1 0becneueHreM T0CTyma B 394087, BopoHesxckas obmacts, T. Boponex, yi.

3 |9UOC; nporpammHoe obecrieuenne: MS Windows /Linux /Pen |Mwuuypuna, 1.1, a. a. 113, 115, 116, 119, 120, 122,
OC, MS Office / OpenOffice/LibreOffice, DrWeb ES, 7-Zip, 122a,219, 220
MediaPlayer Classic, SIunexc 6paysep / Mozilla Firefox /

Internet Explorer, AST Test
ITomenieHue s CAMOCTOSTENBEHOM PadOTHI: KOMIUIEKT y4eOHOU
MeOeIH, KOMBTIOTEPHI C BO3MOKHOCTBIO ITOIKITIOYCHHS K
"Hnreprer” u obecrieuenuem nocryna B OVIOC; nporpammuoe  |394087, Boponeskckas obnacts, r. BopoHex, yi1.
4 |obecneuenue: MS Windows /Linux /Pex OC, MS Office / MuuypuHa, 1.1, a.: 113, 115, 116, 119, 120, 122, 122a,

OpenOffice/LibreOffice, DrWeb ES, 7-Zip, MediaPlayer
Classic, SIuaekc opaysep / Mozilla Firefox / Internet Explorer,
AST Test

126,219 (c 16.00 go 20.00)




7.2. IlporpaMMHOe o0ecrnieueHne

7.2.1. IlporpaMmmHoe odecrnieuyeHue 00IEro HA3HAYEHUS

Ne HazBanue Pasmemenue
1 |Onepammonnsie cucremsl MS Windows /Linux /Pex OC IIK B nokanpHo# cetn BIAY
2 |ITakets! oucHbIx mproxeruit MS Office / OpenOffice/LibreOffice I1K B slokanbHOl cet BIAY
3 |IIporpammsl aust npocMoTpa (aiinos Adobe Reader / DjVu Reader I1K B s1okanbHOH cet BIAY
4 |Bpayseps! Argexc bpaysep / Mozilla Firefox / Microsoft Edge 11K B slokanbHOl cet BIAY
5 |AutuBupycHas nporpamma Drweb ES IIK B nokansHoO# cetnt BTAY
6 |IIporpamma-apxuBatop 7-Zip I1K B okanbHOl cet BIAY
7 [MynsTumenuna npourpsiatenab MediaPlayer Classic T1K B mokanbHo# cetrt BITAY
8 |Ilnardopma onnaiiH-oOyuenus eLearning server IIK B nokanpHol cetn BTAY
9 [|Cucrema xommnerorepHoro tecrupoanus AST Test TIK B nokanbHo# cetn BTAY

7.2.2. CnenuaJu3upoBaHHOE MPOrpaMMHOe odecrievyeHne

He npexycMmoTpeHo




8. MexnucuMnjinHapHbie CBA3H

Bzaumocssa3annbie JUCHUILIAHBI

Kadenpa, Ha K0TOpOIi perogaeTcst

[Noamnucek 3aBenyromniero

HMCIUILINHA kaenpoi
Kon Hassanue et benp
51.0.05 IIpaBoBeneHne M MpaBOBBIE OCHOBBI Hcropuu, ¢punocodun u connansHo-
e MIPOTHBOJEHCTBHS KOPPYIILIUU TIOJIUTHYECKUX AUCIUILINH
E1.B.06 OO0ydueHne moabp30BaTeNei HudopmarmoHHOro ob6ecnedeHus 1 =
o HH(OPMALMOHHBIX CHCTEM MOJICJIUPOBAHHS ArPOIKOHOMHUYECKHX CHCTEM
HHpopMamoHHOTo obecreueHus U -
b1.B.12 VYnpasnenue [T-npoekramu =7

MOACIUPOBAHUA arpOOKOHOMHUYECKUX CUCTEM




[punoxenne 1

Jluer nepuoanyecKux NPoBEpPOK padoyeii mporpaMmMbl H HHPOPMALHS 0 BHECEHHBIX H3MEHEHHSIX

JloIDKHOCTHOE JTUTIO,
MIPOBOAMBILIEE IPOBEPKY

Jlata

[MotpebHOCTD
B KOPPEKTUPOBKE YKa3aHHUCM
COOTBETCTBYIOIINX Pa3/enoB paboueit

Wudopmarys 0 BHECEHHBIX H3MCHEHHAX

®.1.0., 101KHOCTH
MIPOTpaMMBbI
3a. Kagepoii [IpoTokon Ne7 ot Her
P.B. [loakonsun 15.05.2025 ¢ Pabouas nporpamma akTyaJM3upoBaHa Her
e ) Ha 2025-2026 yaeOHBIH 1o
Her
Her

3aB. kadenpoit
P.B. Iloakon3ux

ITpoTtokoin Ne9 ot
25.05.2026 .

Pabouas mporpamMMa akTyaJIH3HpOBaHA
Ha 2026-2027 yueOHBIN 1o
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