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1. Ilepeuenb KoMIeTeHIMI ¢ yKa3aHMeM 3TanoB UX GopMHpoOBaHus B IpoLecce
0CBOeHMS 00pa30BaTe/IbHOI NPOrpaMMbl

Pazgensl nuciuIninHbl

K C
of oZiep>KaHue 1 5 3 4 c 5

CnocoOHOCTh paboTaTh ¢ Pa3IMYHBIMU HHPOPMAITU-
OHHBIMH PECypCaMi M TEXHOJIOTUSIMU, IPUMEHSTH OC-
OK-12  |HOBHBIE METO/IBI, CIIOCOOBI U CPEICTBA MONYUYCHHS, + + + + + +
XpaHEHUs, TTIOKCKa, CUCTEeMAaTU3aI[uH, 00pabOTKH U
nepenavu uHGopMaIuu

CrocoOHOCTh TPOBOIUTH CIICITUATBHEIE UCCIICIOBAHUS
[1K-48 B LICJIIX OIpeAeICHU S MOTCHIIMAJIbHBIX U peaJIbHBIX + + + + +
YIPO3 SJKOHOMHUYECKOMN 0e30I1acHOCTH OpraHu3anu

2. Onucanne nokasareJeii 1 KpUTepHeB OLEHUBAHNS KOMIIETEHIMI HA Pa3THYHbIX
Tanax ux ()OpMUPOBAHMS, ONIMCAHHE IKAJ OlleHMBAHUS

2.1. lllkana akaieMHUYECKUX OLIEHOK OCBOEHUS JUCIIUILINHEI

By orierkn Or1ieHKHn
He 3aureno 3adTeHo
o 3a4TeHo 3aureHo
AxazieMuyecKas OLleHKa 10 4-X OaJIbHOM IIKaJie (neymosne- | (ymoBieTBO-
(xoportio) (ormmuHO)
TBOPHTENBHO) | PHUTEIBHO)




2.2. Texyuiuii KOHTPOJIb

Kon

[Inanupyemsble pe3yiabTaThl

Paznemnnt
JIACLIUIUIAHBI

Coneprxanve
TpeOOBaHMI1 B
paspese pasziesnoB
JIMCHUTITAHBI

Texunomnorust
(hopMupoBaHUs

dopma
OLICHOYHOT O
cpencTa
(KOHTpOIIST)

YpoBHUI

[IOPOTr OBBIN
(ymoBit.)

HOBBIIIEHHBIA
(xoporo)

BBICOKHIA
(oTym4HO)

OK-12

3HaTh:

- OCHOBHBIE METOJbI, CIOCOOBI |
Cpe/ICTBA MOJyYCHHSI, XPaHEHHUsI, TIOUC-
Ka, cHcTeMaru3aluu, oOpaboTKH U
nepenadyu “HPOpMALUH ¢ HCIOIb30Ba-
HUEM MpaBui HH(OpMaLMOHHON Oe3-
OIACHOCTH
YMmerTs:

- NPUMEHATH B IPOQECcCHOHATBHOMI
cdepe HeATENTHHOCTH OCHOBHBIE METO-
IIbI, CIIOCOOBI M CPEICTBA TIONYyYCHUS,
XpaHEHMs], TepeJjayd W 3allUThl WH-
dopManmu ¢ y4eToM TpaBui HHOOP-
MAaIMOHHOH 06€30MacHOCTH
HmeTs HaBBIKK:

- paboThI C pasmM4HBIMH HH(OpMa-
IIMOHHBIMH PECypcaMH M TEXHOJIOTHSI-
MH C YYETOM TIpaBHI HH(OPMAIMOH-
HOM 0€30macHOCTH

11 2! 31 41 51

CdopmupoBaHHbIe
3HaHMsI, YMECHUS U
HaBbIKU

AynuTopHbie
3aHATHS,
CaMOCTOSITENbHAS
pabora

VYerHslii onpoc,
TECTUPOBAHHE

Tectbl u3
paznena 3.5.

Tectrl U3
pasnena 3.5.

Tectbl u3
paznena 3.5.

[1K-48

3HaTk:

- OCHOBHBIE BHJIBI yIrpo3 MHQOpMAIH-
OHHOIl M DKOHOMHYECKOH Oe30I1acHo-
CTH OpraHu3anuit

YMers:

- TIPOBOJINTH CHENHAIIbHBIE HCCIICIOBA-
HUS B IENSX ONPEJEICHUS MOTCHIU-
aJbHBIX U PEATBHBIX yTrpo3 3KOHOMU-
YECKOU 0€30IMacHOCTH OpTraHn3alud
HNmerns HaBLIKU:

- OCYIIECTBIIEHUS  MEPONPHUSATHH,
HalpaBJIEHHBIX HAa OIpeJeieHrne To-
TEHUIUATBHBIX W PEaNbHBIX YIPO3 3KO-
HOMHYECKOH 0e30MacHOCTH OpraHu3a-
AR

1,2,3,5,6

CdopmupoBaHHbIe
3HaHMsI, YMCHUS U
HaBbIKU

AynuTopHbIe
3aHSATHS,
CaMOCTOSITENbHAS
pabora

VYerHsblii onpoc,
TECTUPOBAHNE

Tectrl U3
paznena 3.5.

Tectrl u3
paznena 3.5.

Tecrbl u3
paznena 3.5.




2.3. IIpomexxyTOoUHasT aTTeCTaIUs

dopma YpoBHU
Texnomnorus OLIEHOYHOT' O . . o
Kon [Tnanupyemble pe3yabTaThl TIOPOTOBBII | TOBBIIICHHBIN |  BBICOKHI
(hopMupoBaHUs cpencTea
(ymoBiL.) (xoporto) (oTM4HO)
(koHTpOIIS)
3HAaTh: AynuTopHbIe 3auer Bompoce n3 | Bonpocsl u3 | Borpocs! u3
- OCHOBHBIE METOJbI, CLIOCOOBI U CPEIICTBA IOJYUYSHHs, XPaHCHHUS, 3aHATHS, OLICHKON pasnena 3.2. | pa3gena 3.2. | pa3gena 3.2.
MOKMCKa, CUCTEMaTH3ali, OO0padOTKM M Tepeladyd HH(POPMAIMU C| camMocTOSTeIbHAS ecu oBa ' . TecThl U3 TecThl U3 TecTh U3
i TECTUPOBAHU
UCIIOJIb30BaHUEM TPaBUIT MH(OPMAITMOHHON O€30MacHOCTH pabora P pasnena 3.5. | pasnena 3.5. | pasnena 3.5.
YMeTb: . AyUTOpHBIC Sauer Bompocsr u3 | Borpocst u3 | Bompocsr u3
IIPUMEHATH B MPOGECCUOHATIBHON cepe esSTeIIbHOCTH OCHOBHBIC — C pasziena 3.2. | pasnena 3.2. | pasnena 3.2.
OK-12 |Merojpl, crmocoObl W CpeICTBAa IMOMYYSHHS, XPaHCHHsS, Tepenayn u OLICHKOH, T T T
3aIUTBl MHPOPMAIMK ¢ yIeToM MpaBui HpopManmonHoi Gesomac-| CAMOCTOATCIBHA |y opa e CCTRI 13 CCThI 3 CCTBI 3
HOCTH pabora pasnena 3.5. | pasgena 3.5. | pa3zgena 3.5.
AynuTopHble Bompocer u3 | Borpocs! u3 | Borpocs! u3
CTb HABBIKH. };aHHTII/)I}I 3aser ¢ as)lléna 3.2 a3ILI;JIa 3.2 asnléﬂa 3.2
- paboTHI C pa3MYHBIMU HH()OPMAIMOHHBIMU PECYPCaMH U TEXHO- ’ OLICHKOMH, pT o pT o pT o
JIOTHSIMHE C YYETOM MPABUI HH(POPMAIMOHHOM Ge3011aCHOCTH CAMOCTOATEILHAT | o o ripoBarme CCTBI M3 CCTBI 13 CCTBI 13
pabora pasnena 3.5. | pa3aena 3.5. | pazzaena 3.5.
AynuropHbie Bonpocei u3 | Bonpocsl u3 | Bonpoce! u3
3HaTh: 3auer ¢
. . 3aHSTUS, o pasnena 3.2. | paznena 3.2. | pa3uena 3.2.
- OCHOBHBIE BUJIBI YIP0O3 HH(POPMAIIMOHHON M SKOHOMHYECKOH 0e3- OILIEHKOH,
v CaMOCTOATEIIbHAS TecTsl 3 Tectsl 3 Tectbl u3
OIaCHOCTH OpTraHu3aIui TECTHUPOBaHNE
pabora pasnena 3.5. | pa3aena 3.5. | pa3zaena 3.5.
3auer ¢
YMers: AynuTopHbie OLICHKOM Bonpocsl u3 | Borpocel u3 | Bonpocs! u3
- MPOBOJIUTH CHEUUAJTbHBIE HCCICAOBAHMUS B LEISIX OIpPEAeNICHUs 3aHATHS, TeCTIIfI OBaH,I/Ie paznmena 3.2. | pa3nmena 3.2. | paznena 3.2.
[1K-48 |nmoTeHNHANbHBIX W PEaNbHBIX YIPO3 SKOHOMHUYECKOH OE€30MacHOCTH| CaMOCTOSTEIbHAS aKTI:/I‘IeCKI/Ie, Tectrl U3 Tecrbl u3 Tecrbl u3
OpraHu3aiuu pabora P pasnena 3.5. | paznena 3.5. | pasgena 3.5.
3aJIaHMs.
3ager ¢
VIMeTh HABBIKH: AynuTopHBIE oLEHKoi Bonpocsr u3 | Borpocst u3 | Bonpocs! u3
- OCYLIECTBJIEHUS MEPOIPHUATHHA, HAIpPaBIEHHBIX Ha ONpPENEICHUE 3aHATHA, CTHBIH OI ’ oc pasmena 3.2. | pasnena 3.2. | pasuena 3.2.
OTEHIMATBHBIX W PEallbHBIX YIPO3 IKOHOMHHYECKOH GE30MaCHOCTH| CAMOCTOSTENBHAS | ° POC, | Tecrrr w3 TecTsl U3 Tectol U3
MPaKTUYECKUE
OpraHusanuu pabora pza;[a}n/m pasnena 3.5. | pa3aena 3.5. | pa3zgena 3.5.




2.4. Kputepun OIICHKH Ha SK3aMEHE
He npexycmoTpen

2.5. KpuTtepuu OIeHKH Ha 3a9€Te C OLICHKOM

OrneHka, ypoBEeHb Kpureprun

BI;ICT&BJI?I@TC?I, €CJIM CTYJACHT IIOKa3aJl IOJIHBIE U FJ'Iy6OKI/IC 3HaHUA IpPo-
3auTeHo (OTJ'IH‘IHO) rpaMMHOIr0o Mar€puaia, JOTMYHO W apryMCEHTUPOBAHO OTBCTUJI HA BCC
ITOCTaBJICHHBIC BOITPOCHI

BricTaBnsiercs, ecnd CTyOEHT TBEpAO 3HAET MPOrpaMMHBIN Marepual,
3auteno (Xoporo) IPaMOTHO €ro M3Jaraer, He JOIMYyCKAaeT CYIIECTBEHHbIX HETOYHOCTEH B
OTBETE, TOCTATOYHO MOJHO OTBETHII HA 33/IaHHBIE BOITPOCHI

BeicTaBisiercs, eciy CTYAEHT II0Ka3ajl 3HAHUE TOJIbKO OCHOB ITPOrpaMM-
HOT'0 MaTepuasa, yCBOMJI €ro MOBEPXHOCTHO, HO HE JIOMYyCKall IrpyObIX
OomMOOK WJIM HETOYHOCTEH, TpeOyeT HaBOISIMX BOMPOCOB IS IIpa-
BHJIBHOTO OTBETA

3autero (Y 10BJIETBOPUTEIIBHO)

He 3aureno (HeynoBnerBopu- | BricTaBisercs, ecim CTYAEHT HE 3HAET OCHOB NPOrPaMMHOI0 MaTepHa-
TEJIBHO) Ja, JOMyCKaeT rpyOble OIMOKN B OTBETE

2.6. Kpurepun onienku Ha quddepeHIIupoBaHHOM 3a4eTe
(3amuTa KypcoBOro mpoeKTa)

He npenycmotpen
2.7. Kputepuu OLIEHKH KOHTPOJILHON paboThI

He npenycmotpen

2.8. Kpurepun orieHK# yCTHOTO Ompoca

Onenka Kputepun
OTmmaHo CTyIeHT 4eTKo BhIpa)kaeT CBOIO TOUY 3pPEHHUS 110 paccMaTpUBAEMBIM BO-
pocam, IIPUBOASA COOTBETCTBYIOIIHUE ITPUMEPEI
XOPOLIO CTyzeHT XOpOIIO BJaJIeeT MAaTEePUaIOM, HO JIOIYCKAeT OT/ENbHBIE TO-
P TPEITHOCTH B OTBETE
CTyIEeHT IEMOHCTPUPYET CYIIECTBEHHBIE IPOOEIELI B 3HAHUIX OCHOBHO-
Y 10BIETBOPUTENBHO ya a PHpY ym p

ro y4yeOHOro Marepuaia

CTyZ#eHT AEMOHCTPHUPYET HEyMEHHE Aa)ke C MOMOLIBIO MPEroaBaTelis
HeynosnerBopurebsHO MOJYYUTh TMPABHIIBHOE PEIICHHE 3aJayd W3 YKCIa MPETyCMOTPEHHBIX
paboueii mporpamMmmoii yaeOHOH TUCIUTUIIAHBI

2.9. Kpurepun O1IeHKH TECTOB

YPpOBHU OCBOCHHUS
N Onenka Kpurepun
KOMIETEHIINH
Bricokwmii OTIIMYHO ConeprxaHre TpaBUIIBHBIX OTBETOB B TecTe He MeHee 90%
IIponBuHYTHIN XOpOLLIO CopneprkaHre IpaBIIIbHBIX OTBETOB B TeCTe HE MeHee 75%
[Toporossrit ynosierBoputensHo | Comep:kaHue MpaBUIIbHBIX OTBETOB B TecTe He MeHee 50%
He copmupoBansl | HeynoBierBoputenbHo | CopepikaHue MPaBUIIBHBIX OTBETOB B TecTe MeHee 50%




2.10. Kpurepuu o1ieHKH 337129

Ornenka Kpurepun

CTyaeHT BBITOTHIUI pabOTy COTIIACHO BCeM TPEeOOBAaHUSAM, MPOSBUI TBOP-|
OT1imaHO YeCKUe CIIOCOOHOCTH MpH 0hopMIIeHHH paboT, CYLIECTBEHHO pa3o0pacs B
BOIIPOCAX PEICHHS 337149

CTyZIeHT BBHIMOIHII PadOTy COTJIaCHO BCEM TPeOOBaHUSIM, OJJHAKO UMEIOT-
Xoporio Csl HE3HAYNTEIIbHbIE HeJJOPAOOTKH; TPOSIBUI TBOPYECKHE CIOCOOHOCTH TIPH
oopmiiennu padot, pazodpaics B BOIPOcax peleHus 3a1ad

CTyIeHT AEeMOHCTPUPYET CYIIECTBEHHBIE MPOOEIbl B 3HAHUSX, HE COBCEM

Y 10BIIETBOPUTENTBHO

pa3o0pasics B BOIIPOCAx pEeLLCHUs 33/1a4.

CTyZIeHT JEMOHCTPUPYET HEYMEHHE JaKe C TOMOIIBIO TPEroiaBaTes
HeynoBnerBopurensHo [PaBUJIGHO BBINOJIHUTH IIOCTABJICHHYIO 3a7ady U3 YHCIa TPEeqyCMOTpPEH-

HbIX paboueil mporpaMmoin y4eOHOH TUCIUTUIMHBI

2.11. Kputepuu 1omycka K 3K3aMeHy

BeinonHenue miaHa 1a00paTopHbIX 3aHATHUH, c/ladya UTOIOBOI'O TECTA.

3.

Tunosblie KOHTPOJIbHBIE 3aJaHUA 151 OICHKU 3HaHl/II7[, yMeHI/lﬁ 1 HABBIKOB

3.1. Bonpock! k 3K3aMeHy

He nmpenycMmoTpeHsl

Nook~wdpE

©

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

3.2 Bompocsl K 3a4€Ty ¢ OIEHKOM

OCHOBHBIE ITOHATHSI U ONIPENICJICHUS B 001aCTH WH(POPMAITMOHHON 0€301macHOCTH

OCHOBHBIE COCTaBIAIOIINE HHGOPMAITMOHHOM 0€30MMacHOCTH

[ToHATHE U CYLTHOCTH 3aLUTHI UHPOPMAIIH

Llenu 3amuThl MHQOPMAITUH

KonuenTyanbHas Mogens HH(OPMAIIMOHHOM 0€301MacHOCTH

3akoHoaarenscTBO PD B obmacTi nHGOPMALIMOHHOM 0€30MacHOCTH

HopmaTuBHO-TIpaBoBasi 60a3a 3a1muThl HH(GOpMAIMU: OCHOBHBIE 3aKOHBI P B obnacTH 3amiu-
Tl HH(GOpManuu u ykassl [Ipesunenta PO

[Tpeamer 3amuThl HHGOPMALIUU

WNupopmanus kak 00bEKT IpaBa COOCTBEHHOCTU

OObeKT 3a1uThl HH(OpMaLIUU

CayuvaiiHble yrpo3sl

[TpennamepeHHbIe yrpo3sl

Mopenb rUnOTeTHYeCKOro HapyumuTesst HHPOPMALIMOHHOM 0e30acHOCTH

AHanu3 KOMIbIOTEPHBIX IPECTYIICHUI

HecanknuonnpoBaHHbIN 10CTYN K MH(GOpPMAaLUU U €ro LEeIn

KomnberoTepHsle BUPYCBI

[IInuoHcKkMe MporpaMMHbIE 3aKJIa KU

OCHOBHBIE IPUHIUIIBI IOCTPOEHUS CUCTEMBI 3AILUTHI

Mertozbl 3aMTH HHPOPMALUU

OCHOBHBIE ITOHATHUSA U ONPENEICHUS

Hctopus pa3BUTHs Kpuntorpapuu

OcHOBHbIE 337]a4l KPUNTOJIOTMH - KpUNTOrpadusi 1 KpUITOAH A3

Knaccudukanus kpunrorpadpuueckux METo/10B

AHanmM3 OCHOBHBIX KPUNITOIpahUIeCKUX METOIOB 3aIIUTH HHPOPMAIMH. METO/bI OACTa-

HOBKU




25.

26.
27.

28.
29.
30.

31.
32.

AHanu3 OCHOBHBIX KPUNTOrpahuuecKuX METOI0B 3aIlUThl MH()OPMAIIMK: METO/bI Iepe-
CTaHOBKUY;

AHanu3 OCHOBHBIX KpUIITOrpaMuecKUX METOAO0B 3aIlUThl HH(OPMAIIMK, TaMMUPOBAaHUE
CoBpeMeHHbIE CHMMETPUYHBIE KPUNITOrpapuyecKre CUCTEMbI: CUCTEMBI C CEKPETHBIM KITIO-
qoM;

CoBpeMeHHbIE CUMMETPUYHBIE KPUIITOIpadHUEeCKUe CUCTEMBI: CTaHapT MHU(POBaHUS
DES;

CoBpeMeHHbIe CHMMETPUYHBIE KpUNITOrpauueckue CUCTEMBl: CTaHAapT MHU(pPOBaHUS
I'OCT 28147

AcuMMeTpruYHbIe KpUNTOrpauIeCKUue CUCTEMbI: CUCTEMBI C OTKPBITHIM KIIIOUOM;
AcHMMeTpUYHBIE KpUNTOrpaduuecKue CuCTEeMbI: CTaHaapT muppoBanus RSA;
OnexTpoHHas LU poBas MOJIUCH

3.3 Bompocsl k nuddepeHIupOBAaHHOMY 3a4eTy
(3amuTa KypcoBOIro MPOEKTa)

He npenycmoTpenst

3.4. Bompochl K YCTHOMY OIPOCY

1. JlaiiTe onpeneneHue NOHATHIO HHOOPMALIMOHHAsT O€30ITaCHOCTb.

2. TlepeuncnuTe OCHOBHBIE COCTABIISIONINE HHPOPMAIIMOHHOHN O€30MacCHOCTH.

3. Kakoe 3HaueHHE UMEIOT COCTABIIAIONINE HHYOPMAIIMOHHOH 6e30IIacHOCTH ISl CyOBEKTOB HH(POPMAIIHOHHBIX
OTHOUIEHUH?

4. Kaxossl uarepecsl PO B nHpOopManmoHHoi chepe?

5. Ompenenure NCTOYHUKH yrpo3 HH(POpMAITHOHHOM Oe3omacHocTd PO 1 mocTpoiite MX KiIacCH(PUKAIHIO.

6. TlepeuncinTe OCHOBHBIE METO/IbI OOecHedeHus1 HHHOpMALMOHHOH Oe3omacHocTu PD.

7. Kakue ocHOBHBIE TPOOIEMBI MEXTYHAPOAHOTO COTPYAHUYECTBA CTOST Ha IIOBECTKE JTHS CETOHS?

8. KaxoBo, Ha Balll B3IJI]l, OJIOKEHHE JIe1 B 001aCTH MUPOBOI MH(OPMAIIMOHHOH O€30I1aCHOCTH CeroHs?

9. [Tlpoananusupyiite pazavyHble ONpEAEICHHs TOHATHUS <«3allnuTa MHpOpPMAUU» U «HMH(QOpMalMOHHas Oe3-

OITaCHOCTb», 3aIIOJIHHUTC Ta6m/1uy.
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Yro 0b1iero MoxxHO 0OHAPYKUTh BO Bcex ornpezeneHusx? O yeM 3TO CBHIETENbCTBYET?

[aiiTe onpesenenne MOHATHIO 3alIUTa HHPOPMAIHH.

Yrto moHMMAETCS TOJT TePMHHOM 0€30MMacHOCTh HH(opMaIun?

Yro BKIIIOUYACT B ceOs 3amuTa HHGpopManun?

Kakue nenu npecnenyer 3amura uadopmanuu?

Kakoe mecto 3anumMaer 3amuta nHGOpMaIMy B HHPOPMAITHOHHON 0e301acHOCTH?
Onpenenure MpeaMET 3alIUTHl HHOOPMAIIUH.

CdopmynupyiiTe OCHOBHBIE CBOHCTBA HH(POPMAIIHH.

[aiite onpenenenne KoOHGUISHINATBEHON HHPOPMAIHH.

Ilepeuncnure ypoBHU CEKPETHOCTH FOCY1APCTBEHHOM TalHBI.

Packpoiite cymHOCTb OCHOBHBIX ITOJXOA0B K M3MEPEHHIO KOIHYECTBA HH(OPMALIUHL.
Packpoiire cymnocts nH(GOpMau Kak 00beKTa IpaBa COOCTBEHHOCTH.

Packpoiite cynHOCTh 0OBEKTa 3aIIUTHI.

Omnpenenure MOHATHE YIpo3bl HHPOpMaroHHoi 6e3onacHocTH (UB).

OxapakTtepusyiite ciyuaiinsie yrpo3st Ub.

OxapaxTepusyiite npeaHamepenHsie yrpo3s! Ub.

Omnpenenure nmousTHst HapymnTest Vb 1 3moymblieHHUKA.

Kakwue npenrmonoxeHus BBIABUTAIOTCS MIPH Pa3padOTKe MOJIENN THITOTeTHIecKoro HapymmmuTens b oobekTa.
Ha ocHoBaHuy vero crpouTcst MojieNb THIIOTeTHYecKoro HapymmmTesns b?

Kakwue xareropun nepconaia o0bekTa MOTyT OBITh BHYTpeHHUMH HapymuTensmu Mb oobekra?
Kakwue nmuia moryt Ob1Th HapymuTensiMu b o0bekTa u3 uncia NoCTOPOHHUX JIUIT?

HasoBute ocHOBHBIE MOTUBEI Hapymenuid Ub.

[aiiTe onpezenenre KOMIBIOTEPHOTO TPECTYIUIEHUS] U 0XapaKTEepU3yHTe UX BUIIBI
Omnpenenure MOHATHS BPEAOHOCHOTO POIPAaMMHOTO 00ecIieueHHs 1 KOMIIBIOTEPHOTO BUpYyca
[Nepeunciante OCHOBHBIE KJIACChl KOMITBIOTEPHBIX BUPYCOB

B yem 3akimrouaroTcst paziauyms MEXIy HOHATHSMH KOMIBIOTEPHOTO BUpYCa M IIMHOHCKOW MPOrpaMMHOM 3a-

. HazoBuTe 0CHOBHBIE METO/IbI BHEPEHUSI IPOTPAMMHBIX 3aKJIAZ0K
. JaiiTe XxapakTepUCTHKY OCHOBHBIX MO/JIeNIel BO3/IEHCTBUS MPOTpaMMHBIX 3aKJIaJI0K Ha KOMIBIOTEP ¥ KOMITBIO-
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B 4eMm paznuuus TPOSTHCKUX MPOrpaMM U IIPOTPaMMHBIX 3aKIaI0K?

[aiiTe XxapakTepUCTUKY AEICTBUI OCHOBHBIX PA3HOBUIHOCTEMN TPOSIHCKUX MPOTrpaMm

HasoBute n oxapaktepusyiiTe MeToIpl OOHAPYKEHUS BUPYCOB

[lepeuncanrte BUAbI 1 Ha3HAUCHUS aHTHBUPYCHBIX IPOTPAMM

Kakumu neicTBUSAMHU MOXKHO ITPEAOTBPATUTh BUPYCHYIO aTaKy?

Ha3zoBute ocHoBononaratouiue 1okymeHnTsl 1o b B PO.

Yro sBIAETCSA MPEIMETOM IIPAaBOBOTO PETYIUpOBaHKs B oonactu Nb?

Hazosure 3amaun obecnieuenns Ub, chopmynupoannbie B KoHnennn HannoHaIpHOM Oe3omacHocTH PO
Kakotit 3ak0H siBsieTcst 6a30BBIM B 00JIACTH 3aIIUTHI HHPOPMAIINH, U KAKWE OTHOIICHHS OH PEeTJIaMeHTHPYET?
HazoBute Kareropun rocy1apcTBEHHBIX HH(OPMALMOHHBIX PECYPCOB
Kakast na(opManust MokeT OBITh OTHECEHA K KaTerOpruu KOH(PUACHIINATEHON?

Omnpenenure qaHHBIE, KOTOPHIE MOTYT OBITH OTHECEHBI K NTEPCOHATLHBIM JJAHHBIM

Hazosure craten YK P®, npenycmarprBaroniye OTBETCTBEHHOCTh 32 COBEPIICHNE KOMITBIOTEPHBIX MPECTYTI-

CdopmynupyiiTe OCHOBHBIC TIPUHITUIIBI TIOCTPOCHUS CHCTEMEBI 3aIIUTH HH()OpMAaIIHH.

Kaxkue ypoBHU 3a/1eHiCTBOBaHEI B 00ecieueHNH nH(HOPMAIIMOHHON 0e30T1acHOCTH?

Uro npencTaBnsget co0oi MOTUTHKA OS30ITACHOCTH OpTaHU3aIH?

YT0 BXOIUT B aHAJIU3 PUCKOB?

UYro npencrasisier co00i mporpamma 6e30MacHOCTH OpraHu3aum?

[Nepeunciante OCHOBHBIC MOJICIHN 3aLIUTHI MHPOPMAIIMK U KX OCOOCHHOCTH.

B uem 3akmrouaeTcs CyIIHOCTh METOJIOB 3aLIUTHI OT CIy4aiHBIX yrpo3?

MaiiTe onpezeneHne MOHATUSAM UACHTU(UKAIIMY U ayTeHTU(DUKAINH.

[epeuncrite OCHOBHBIC BU/IbI AYTEHTU(UKAIINH.

B yem 3axiroyaeTcs MOBBILICHHE HAIEKHOCTH M OTKa30yCTOWYMBOCTH HH(POPMAIIMOHHBIX CUCTEM?
Kakyro posb urpaer noAroToBJIEHHOCTh MEPCOHANA B TIOCTPOSHUH CUCTEMBI 3alIUTHI HHpOpMAUu?
Kakue meronmsl M cpeacTBa UCHONB3YIOTCS U OPTraHU3alUU MPOTHBOACHCTBHS TPAJAWLMOHHBIM METOIaM

IITTHOHAKA U AUBEPCUI?

HHIO.
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. Packpoiite 0cOOEHHOCTh IOCTPOCHNUS 3aLIUTHl OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA

. Kakue mMetop! 3amnTel HHGOPMAIIMK OTHOCATCS K KpUnTorpaduaeckum?

. Haiite onpeneneHue KpUNTOIOTHH.

Kakne Tpy OCHOBHBIX IIEpHO/1a KPUITTOIOTHH BBl 3HaeTe?

OOBsICHUTE TTIOHATHE «KPHUITTOIOTHYECKHIA aJITOPUTM.

Uro takoe kpunrorpadus?

IIpuBenuTe OCHOBHYIO KIaCCH(MKAIMIO KPUNTOrpahUIecKuX METOIOB.

KakoBa cyts mpeoOpa3oBaHmii IEPECTAHOBKY U 3aMEHBI?

Yro coboii mpeacTaBIsAtoT mudpoBaHue U aerudpoBanue?

JlaiiTe ompezeneHne aHAIMTHYECKOMY NPe0Opa30BaHUI0, FTAMMHPOBAaHHIO U KOMOWHUPOBaHHOMY HIM(poBa-

YTo Tako€ CUCTEMBI C OTKPBLITBIMH KIro9amMu?

[IpuBeanTE CTPYKTYPHYIO CXEMY Tpoliecca MU(POBAHUS C OTKPBITHIM KITFOUOM.

Jaiite onpeneneHne CTOMKOCTH KPUIITOCUCTEMBI.

[IpuBenuTe OCHOBHBIE IPOrPAMMHO-AMIIapaTHBIE Pealn3aluy MHPPOB.

B uewm 3axumouaercs cyte DES-anroputma? Kakossl ero ocodennoctu?

B kakux pexxumax mMoxet padorars DES-anropurm?

JlaiiTe onucaHue OTEYECTBEHHOTO alropuTMa Kpunrorpaduyeckoro npeodpazosanust nanubix (I'OCT 28147

- 89)  ero OTIMYHUTEILHBIX OCOOCHHOCTEH.
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Kakxumu xapakTepucTHKaMH OLIEHUBACTCS CTOMKOCTh KPHIITOrpahuieckux cucteM?
B 4em 3akitogaercs cyTh 3JI€KTPOHHOM 11(poBoii moanucu?

Kak npoBepsieTcst 1e10CTHOCTh cooOIIeHus?

. [aiiTe onpeneneHue MeXCeTeBOT0 SKpaHa.

HazoBuTe THIIBI MEXKCETEBBIX IKPAHOB.

OOBsicHUTE pa3TUuus MEXIY MEKCETEBBIMU 3KPaHaMH Pa3HBIX THIIOB.
OOBsiCHUTE IPEUMYILECTBA BUPTYaJIbHBIX CETEH.

HasoBuTe KOMIOHEHTHI BUPTYaJIbHON CETH.

OObsicHUTE HA3HAYEHUE TUMUIATAPU3UPOBaHHOW 30HEI (DMZ).
HazoBwure 1111 MCMOIB30BAHNSI CUCTEMBI OOHAPYKEHHsI BTOPIKEHUH.
HazoBuTe OCHOBHBIE THITBI CHCTEM OOHAPYKEHHUSI BTOPIKEHHH.
Vkaxurte npeumyinectsa u Hegoctarku NIDS.

3.5 TecroBbIe 3amanus

3.5.1 KonruecTBo TECTOBBIX BOIIPOCOB:
156



o pazzaeny 1 30

o pasueny 2 22
o paszueny 3 25
o pazzaeny 4 17
o paszeny S5 41
o pazjeny 6 21

3.5.2 CtpyKTypa TECTOB U BpeMs Ha BBIOJIHEHHE:
TecTbl O OTAETBHBIM pa3jiesiaM J0JKHBI BKIIOUYATh CJIEIYIOIIEe KOJTMYECTBO BOIIPOCOB:

Bpemsi Ha BBITIOJTHEHHE TECTA,
Howmep paznena Kommnuectso Bonpocos ML
Paznen Nel 30 30
Paznmen No2 22 20
Paszmen Ne3 25 25
Pasznmen Ned 17 15
Paznmen Neb 41 40
Paznen Ne6 21 20
WTOroBslii TECT TOJKEH COAEPKATh 45 BOIIPOCOB:
KosmuectBo Bonmpocos
B Bpewms na
un us3 nus3 nus3 us3 us3 us3 BBIIIOJIHEHHE
Tecta paszerna | pasnena | pasjena | pasnena | pasaena | pasumena | Bceero TecTa
Nel No2 Ne3 Ned Nob Nob
HToronii 9 7 8 5 10 6 45 45

3.5.3 Coneprxanue TeCTOBBIX 3aIaHUN
Paszneant Nel-Undgopmanuonnasi 6e30macHOCTD

1. WHpopmanus, HeCAaHKIIMOHUPOBAHHOE KOMMPOBaHUE, XUILEHHE, pa3rialieHue (pacipocTpad eHue,
OIy0JIMKOBaHUE), MOAU(DUKAIMS, YHUUTOKEHUE WU UCIIOIb30BAHUE KOTOPOU MOXKET HAHECTH
CYILIECTBEHHBI MOPAJIbHBIN MM MaTepUajbHbIN yiiepd ee COOCTBEHHUKY MJIH BJIAJIETbILYy, a TaK-
e TPETbEeW CTOPOHE, HHTEPECHl KOTOPOM JaHHAs UH(POpMAIUs 3aTparuBaeT, Ha3bIBaeTCs:

KPUTUYHOW MHPOpMAIIHEH
uHpopmarmeii obmero qocryna
MEePCOHATBHBIMH JaHHBIMU

2. YKaxuTe KaTeropuu IeHHOCTU MH(POPMALUHU C TOUKH 3peHHs] HHPOPMAIIMOHHON 0€30acHOCTH:

KOH(HICHIINATBHOCTh
L[EJIOCTHOCTh
CTaTUYHOCTh
JOCTYITHOCTh
ayTeHTUYHOCTh
a/IeKBaTHOCTh
anmneIupyeMocTb

3. Karteropus nienHocty HHGOpMaIK, ONpeeiomas rapaHTHIO TOro, YTO HICTOUHUKOM HHpoOpMa-
LU SBJIIETCS UMEHHO TO JIMI0, KOTOPOE 3asBJIEHO KaK €€ aBTOp, Ha3bIBAETCS:

ayTEeHTUYHOCTh
amImeNIupyeMocThb
JIOCTOBEPHOCTh

10




4. AyYTEHTMUYHOCTb CBSI3aHa!
C IIPOBEPKOM IIpaB JOCTyIa
C JI0Ka3aTeJIbCTBOM aBTOPCTBA JOKYMEHTA
C U3MEHEHHEM aBTOPCTBA JOKYMEHTa
C KOHTPOJIEM LIEIOCTHOCTH JTaHHBIX
5. Kareropus neHHOCTH HH(pOpMAIMK, TApaHTHPYIOIIAs, YTO IPU HEOOXOAMMOCTH MOXKHO J0Ka3aTh,
YTO aBTOPOM COOOIIEHUS SABJISAETCSI MMEHHO 3asiBJICHHBII YEJIOBEK, U HE MOXKET SIBJISITHCSI HUKTO
JpyT O, Ha3bIBAETCA:
ayTeHTHUYHOCTb
anmneiIupyeMocTb
JIOCTOBEPHOCTh
YOBITKH, KOTOPBIE MOT'YT BO3HUKHYTH BCIIE/ICTBUE BHECEHHUS N3MEHEHUH B MH(POPMAIIHIO, €CIIN
¢baxT Mo dukanuu He ObUT OOHAPYKEH, HA3BIBAIOTCS:
CTOMMOCTb CKPBITOI'0 HapyUIEHUs LET0CTHOCTU
CTOMMOCTb YTPAaThI
CTOMMOCTB I1OTEPH KOH (U AEHIIUAIBHOCTH
[TorenuumanbHble YOBITKH, KOTOpPBIE IOHECET Biaesel] HHQOpPMaLUY, €CJIU K HeH IonyJar HeaB-
TOPU30BAHHBIN JOCTYI CTOPOHHHUE JIMIIA, HA3bIBAIOTCS:
CTOMMOCTb CKPBITOI'0 HapyLIEHUSI LIEJI0CTHOCTU
CTOMMOCTb YTPaThI
CTOMMOCTb ITOTEPH KOH(HUAESHIIUAIBHOCTH
VYiiep6 OT MOJIHOr0 WM YaCTUYHOTO pa3pylleHust HHOpMaluK Ha3bIBACTCA:
CTOMMOCTb CKPBITOI'0 HapyUICHUSI LIEJT0CTHOCTU
CTOUMOCTb YTpPaThl
CTOUMOCTb ITOTEPU KOH(UIECHIINAILHOCTH
9. Uro He sBIs€TCS TIPEIHAMEPEHHBIM BO3/IeH CTBUEM HAa NH()OPMAIIMOHHYIO CHCTEMY:
noa00p mapons
nepexBat HHPopMaIuu
XHUIIeHUE UH(OPMAITHH
Mo U pukanus nHGopmMauu
CTUXUWHbIE OeICTBUS
10. Yro He ABise€TCSA MPUUNHOMN CIIy4aiHbIX BO3€HCTBHH Ha NH(OPMAIMOHH Y10 CUCTEMY:
noa0op napoius
OTKa3bl ¥ cOOM anmnapaTypsl
OLIMOKU IepcoHaa
IIOMEXU B JINHUAX CBSI3U U3-3a BO3JEHCTBUI BHEIIHEH CPEbI
11. VkaxuTe MyTH HECAaHKIIMOHMPOBAHHOM Tepenadyn uH(OopMaIuu:
XMIIIeHHEe HocuTesel nHpopManuu
HerJIaCHBIM IPOCMOTP UHPOpPMALH, 0TOOpaxkeHHOW Ha MoHUTOpe OBM
MNOJKJIFOYEHHE K YCTPOICTBaM nepeaayun, 00paboTKH U XpaHEHUs: HHPOpMaLlUu Clieluain-
3MPOBAaHHBIX AlllIapaTHBIX CPEICTB
BHEPEHUE PE3UIEHTHBIX IPOrpaMM
perucTpanys ¥ aHajau3 MoOOYHBIX 3JIEKTPOMATHUTHBIX U3JTyUYEHUN CPEACTB AIIEKTPOHHO -
BBIUUCIUTEIbHOW TEXHUKH, CBSI3U U TEJIEKOMMYHUKALIUN
YCTaHOBKA MOACTYIINBAIOLIMX U TIEPEIa0IX yCTPOUCTB
pacrnpocTpaHeHne nH(popMaluy ee BiIaJeNbLeM
12. VKa)xuTe COCTaBIIIONIME HHPOPMAIIMOHHON 0€30MacHOCTH
JOCTYITHOCTH UH(OpMAITUU
[[EJIOCTHOCTH HH(OpMAITUU
KOH(UACHIINAILHOCTh HHPOPMAIIUU
MIpPOBEpKa MpaB JOCTyNa K UHPOpMAIHH
BBISIBJICHHE HApYLIUTENCH

o

~

©
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KonduaenunanbHocts uHpOpMaLuy rapaHTUPYET:

JIOCTYITHOCTh MH(OPMAIIUU TOJILKO TOMY KPYTY JIUIL, JJIsl KOTO OHA IpeHa3HayeHa

3alMIICHHOCTh HH()OPMAIUU OT MTOTEPH

JIOCTYITHOCTh HH(OpPMAIIUHU TOJIEKO aBTOPY
[ToTeHmanbHO BO3MOXKHOE COOBITHE, MTPOLIECC UM SIBIIEHHE, KOTOPHIE MOTYT MIPUBECTH K YHH-
YTOXKEHHIO, YTPATE LEIOCTHOCTH, KOHPUACHIIMATLHOCTH MIJIH JOCTYITHOCTH HH(POPMAIIMH HA3bI-
BaeTCs:

yrpo30it nH(GOPMAIIMOHHON O€30MaCHOCTH

HECAHKIMOHUPOBAHHBIM JIOCTYIIOM K HH(pOpMAIUU

danbcuduxanuein nHGopmanuu
3amuneHHoCcTh HH(POPMALIUY U TTOICP)KUBAIOIICH €€ MHPPACTPYKTYPHI OT CITYIANHBIX UITH
MpeIHaMEPEHHBIX BO3CHCTBHI €CTECTBEHHOT'O UJIH HCKYCCTBEHHOT'O XapaKTepa, KOTOPhIE MOTYT
HAHECTH yIiepO BIaIeNbIaM WK MTOJIb30BaTEISIM HH(DOpMAIIUY Ha3bIBACTCS:

nH(OpMAITMOHHOM 0€30MMacCHOCTHIO

KOMIBIOTEPHOI 0€3011aCHOCTHIO

3alMTON HH(pOpMAIUU

3aIIUTON TOCYy1apCTBEHHON TallHbI
Komrutekc cpeicTB u METO0B, HAITPABJICHHBIX Ha MPEIOTBPAICHUE YTIPO3 HH(POPMAIIMOHHON
0€30I1aCHOCTU U YCTPAHEHUE UX MTOCIIEACTBHH, HA3bIBAETCS:

3alMTON HH(pOpPMAIUU

KOMIBIOTEPHOI 0€3011aCHOCTHIO

uH(OpPMaIMOHHOM 0€30MMaCHOCThIO

3aIIUTON TOCYy1apCTBEHHON TaliHbI
UTo U3 nepeyrciIeHHOro SBISETCs 3a1a4eil ”HPOpMaIlMOHHON 0€30MacHOCTH:

3alMTa TEXHUYECKUX M MPOrPAMMHBIX CPEIICTB MH()OPMATH3AIUU OT OIIUOOYHBIX JICH CTBUI

nepcoHana

yCTpaHEHUE HEeHCIIPaBHOCTEH amnmapaTHBIX CPE/ICTB

yCTpaHEHUE MOCIECTBUN CTUXUIHBIX O€ICTBHIA

BOCCTaHOBJICHUE JINHUM CBS3H
JloCTYITHOCTh MH(OPMAIIMH TapaHTHPYET:

noJyryyeHue Tpedyemoil nHpopMalnuu 3a onpeaeeHHOE BpeMs

HEU3MEHHOCTb UH(opMaluu B 1000e BpeMs

noJrydeHue TpedyeMoit nHopMammu 3a HeOoIpeIeICHHOE BpeMs

3alMIIEHHOCTh HH()OPMAIUU OT BO3MOXKHBIX YTPO3
LlenocTHOCTH MH(pOPMAIIUU TAPAHTUPYET:

CyIlleCTBOBaHHE MH(OpPMALIMU B UCXOAHOM BUJIE

MIPUHAJISKHOCTh UH(OopMaLuu aBTOpy

JIOCTYTI HH(QOPMALIUU ONIPEAECIIEHHOMY KPYTY I10JIb30BaTeNleil

3alMIICHHOCTh HH()OPMAaNUK OT HECAaHKIIMOHHUPOBAHHOTO JJOCTYIIA
[Iporecc pacno3HaBaHus NOIb30BATEINSI aBTOMATU3UPOBAHHON CUCTEMOM, JIJIsl YEro NPEabsIBIISIET-
Csl YHUKaJIbHOE UM, Ha3bIBACTCSA:

UIeHTU(UKAITUCH

ayTeHTU(PHUKAIICH

cepruduKammen
[porexypa npoBepKH MOATUHHOCTH, IIPESIHA3HAYCHHAS JTSI TTOJITBEP)KICHUSI UCTHHHOCTH TTOJTh-
30BaTeIIsl, TPEIBIBUBIICTO HICH TU(DUKATOD, HA3BIBACTCSL:

UIeHTU(UKAITUCH

ayTeHTUUKAIY el

KOHTPOJIEM JOCTYyIIa
Wnentudukarus u ayTeHTH QUKL TPUMEH SIFOTCS:

JUTSL OPPAaHUYEHUS JTIOCTYIA CITYYaiHBIX U HE3aKOHHBIX CYOBEKTOB K HH(POPMAIIMOHHOM CH-

cTeMe
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JUIA 3allMTBI OT KOMIIBIOTECPHBIX BUPYCOB
JUISA obOecreueHus OECJIOCTHOCTH JaHHBIX

. IlpucBoenune cydbekTam uASHTU(PUKATOPOB U (UJIN) CpaBHEHHE NPEAbSBIIIEMbIX HIEHTU(DUKAT O-
POB € EpeYHEM UEHTH(HUKATOPOB, BJIAJENbIIBI KOTOPBIX JOMYIIEHbI K HHPOpPMaLMOHHON CUCTe-
M€, Ha3bIBAETCH:

UIeHTU(UKAITUCH
ayTeHTUUKAIY el
ayTCHTUIHOCTBIO
KOH(UIEHIINAIbHOCTbIO

. PesynpTaToM peanuzaiuu yrpo3 nH(GOpPMalHOHHON 0€30MaCHOCTH MOXKET OBbITh:

YHUUTOXEHHE YCTPONCTB BBOAA-BBIBO/IA MH(OPMALIUU
HECAaHKIIMOHWPOBAHHBIN JTOCTYI K HH(POpMAIUK
U3MEHEeHNE KOH puryparuu nepuepuitHpIX yCTpOUCTB

. ero3a Iepexnara JaHHBIX MOXKET IIPUBECTH .

K HapyLIEHUIO JOCTYITHOCTH JaHHBIX
K OTKa3y B 00CIIy>)KHBaHUU
K HapyLIEHHUIO KOH(DUIEHIIMAIbHOCTH JaHHBIX

. Unentudukanus u ayreHTHGUKALUSI TPUMEHSIOTCS:

JUTS TOBBILLICHUS] (PU3NUECKON 3aIUThl UHOPMALIMOHHON CHCTEMBI

JUTS OTPaHUYEHUS JOCTYIA CITy4aiiHbIX U HE3aKOHHBIX CYObEKTOB K MH(OPMAIIHOHHON CH-
creme

JUIS 321U ThI OT KOMIIBIOTEPHBIX BUPYCOB

It o0ecredeHtst ETO0CTHOCTH IaHHbIX

. [lonGepute cnoBo kK JaHHOMY ofpeneneHuto: ??? - mpoBepKa MPUHAIKHOCTH CyOBEKTY MpPeab-
SIBIICHHOT'O UM UACHTU(UKATOPA U TTOATBEPKICHIE €T0 MOAIMHHOCTH

ayTeHTUHUKAIIHS
UICHTH(UKALIHS
LIEJIOCTHOCTh
KOH(UIEHIUATBEHOCTh

. IlonGepure c10BO K JaHHOMY OIpeaeneHuto : 7?77 - mpucBoeHne cyObeKTaM JIMYHOTO UAECHTU U -
KaTopa ¥ CpaBHEHHE €ro C 3a/1aHHbIM

ayTeHTU QUKALIHS
UICHTH(DUKALIIS
ayTEHTHYHOCTH
KOH(UIEHIINATEHOCTh

. Uto u3 MNEPCUUCIICHHOI'O ABJIACTCA COCTaBIISIONICH PIH(i)OpMaHHOHHOI;’I 6e3omacHocTu?

LIEIOCTHOCTh MH(OPMAITUH
HECaHKIIMOHUPOBAHHBIN TOCTYI K HH(POpMAIIUH;
CaHKIIMOHUPOBAHHBIN TOCTYI K HH(POPMAIIUH;
AHTHUBUPYCHAS 3aIIATa

. OnHoit U3 3a1a4 MHPOPMAIIMOHHOM 0€30MacHOCTH ABJIIETCS ??7? — 3TO COBOKYITHOCTh METO/IOB H
CpEeICTB, MPEeIHA3HAYEHHBIX JJII OIPaHUY €HUSI JOCTYIIA K pecypcam

KOHTpPOJIb AOCTyNa
cepruduranus
CEKPETHOCTb

Paznesnnt Ne2- Yrpo3sl HHPpOpMannOHHOM 6€301aCHOCTH
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10.

Pe3ynbpTaTom peanusanuu yrpo3 HHGOPMAIIMOHHON 0€30MaCHOCTH MOXKET OBITh:
VHHUYTOXKECHUE YCTPOUCTB BBO/IA-BBIBOIA HH(OpPMALIHH
HECAHKI[MOHUPOBAHHBIN JIOCTYI K MH(OpMAITUU
M3MEHEHU e KOHPUrypauuu nepudepuitHpIx yCTpOicTB
VYrpo3a nepexBara JaHHBIX MOXKET IPUBECTHU:
K HApYIIEHHUIO TOCTYITHOCTU JaHHBIX
K OTKa3y B 00CIIyKHBaHUU
K HApPYIICHUIO KOH(HUICHITHAITBHOCTH JTAHHBIX
Wnentudukarus u ayTeHTH PUKAIIS IPUMEHSIFOTCS:
JUTSI TTOBBIMIEHUST (PU3NICSCKOM 3aIMUTHI HH()OPMAIIMOHHON CHCTEMBI
JUTSL OTPAaHUYEHUS JIOCTYTIA CITYYaiHBIX U HE3aKOHHBIX CYOBEKTOB K HH()OPMAIIMOHHON CH-
cTeMe
JUTSI 3aTIUTHI OT KOMITBIOTEPHBIX BUPYCOB
IUTst 0OecTiedeHH sl LIeTOCTHOCTH JaHHbBIX
[TonGepuTe ClIOBO K JaHHOMY OIpeneneHuIo: 7?7 - MpoBepKa MPUHAICKHOCTU CYOBEKTY Mpelb-
SBJICHHOT'O UM HIEHTU(UKATOPA U TTOATBEPKACHHE €0 MOITUHHOCTH.
ayTeHTU(UKaLUs
uaeHTU(UKAIUS
L[EJIOCTHOCTh
KOH(UASHIINATLHOCTD
[TonGepuTe CIOBO K TaHHOMY ONpeAeNeHHIO : 7?77 - IpUCBOEHUE CYObEKTaM JIMYHOTO UIEHTH (-
KaTopa ¥ CpaBHEHUE €ro C 3aJaHHBIM.
ayTeHTU(PHUKALIUS
uaeHTU(UKAIUS
ayTEHTHYIHOCTh
KOH(HICHIINATBHOCTD
UTo 13 MepevrcIeHHOTO SBISETCS COCTABIIIONIeH HHPOPMAITMOHHON Oe30macHoCTH?
[[EJIOCTHOCTH HH(OPMAITUU
HECAHKIMOHUPOBAHHBIHN JIOCTYI K MH()OPMAIUH;
CaHKI[MOHUPOBAHHBIN JOCTYI K HH()OpMAIINK;
aHTHBUPYCHAS 3aIlUTa
Onnoii 13 3a1a4 HHPOPMALIMOHHOM 0€30MacHOCTH ABIIsieTCs 77?7 — 3TO COBOKYIHOCTh METOJIOB U
CpPEICTB, MIPEIHA3HAUYCHHBIX ISl OTPAaHUYEHHS TOCTYIA K pecypcam
KOHTPOJIb JOCTyTa
cepruduKamus
CEKPETHOCTh
[Tox napOopMaMOHHOI 6€30MacHOCThIO (0€30MaCHOCTHI0 HH(POPMAIIUK ) TOHUMACTCS:
KOMIUICKC OPraHU3alHOHHO-TEXHUIECKUX MEPOIIPHSITHIA, 00€CIeUHBAIOIINX COXPAHHOCTD
MH(OPMAILIMOHHBIX PECYPCOB;
COCTOSIHHIE, IIPH KOTOPOM OTCYTCTBYIOT SIBHBIC U CKPBITHIC YTPO3bI HH(OPMAIIMOHHBIM P e-
cypcawm;
COCTOSIHHE 3aIIUIIEHHOCTH HHPOPMAITHOHHOW Cpe/bl 00IIecTBa
Uro takoe yrposza?
MOTCHIIMATIBHO WJIA PEAbHO CYIISCTBYIONIME BO3ICHCTBUS HAa HH(POPMAIIMOHHYIO CHCTEMY,
MPUBOAIINE K MATEPUATLHOMY HJIA MOPAJIbHOMY YIIEpOy;
BO3JICHCTBHE, HaHECIIEe yIepO nHPOPMAIITMOHHON CUCTEME;
JIOCTOBEPHBIE CBENICHUS O 3JIOYMBIIIIIEHHBIX JIEHCTBUSAX B OTHOLICHUH WH(OpMAaIIOHHON
CHCTEMBI.
BeckoHTpOIbHEIN BRIXO/ KOH(UACHIINATHHOW HHPOPMAIIUH 32 TIPEeNIbl OpTaHnu3 alluy WK KpyTa
JIMII, KOTOPBIM OHA ObliIa IOBEpEeHa — 3TO:
pasriamnieHue;
yTeuKa,
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11.

12.

13.

14.

15.

16.

17.

18.

19.

HECAaHKIIMOHUPOBAHHBII 10CTYII.
VY MBILLUIEHHBIE UM HEOCTOPOXKHBIE AEHCTBUSI ¢ KOH(DUICHIIMATBLHBIMU CBEACHUSMU, IPUBEIILINE K
O3HAKOMJICHUIO ¢ HUMH JIMII, HE JOMYIIEHHBIX K HUM — 3TO:
pasriamnieHue;
YTEUKa;
HECAaHKIIMOHUPOBAHHBII 10CTYII.
[IpoTuBOMpaBHOE NMpeIHAMEPEHHOE OBJIAJIeHHE KOH(UISHIINAIbHONU HH(OpManuel IMIom, He
UMEIOIIUM TIpaBa JI0CTyIa K OXPaHsIEMbIM CEKpeTaM —3ToO:
pasriamnieHue;
yTeuKa;
HECaHKIIMOHUPOBAHHBIN 1OCTYII.
B 4em BbIpakaroTcs yrpo3sl HH(OPMaMOHHON 0€3011aCHOCTH
B HapyILIEHUH KOH(QHUACHINAIBHOCTH, LIEJIOCTHOCTU U AOCTYIIHOCTH;
B HECAHKIIMOHUPOBAHHOM pa3rialleHny HHPOpMaIiy;
B YHUUYTOXXEHUU HH(POPMAIIHH;
B HE3aKOHHOM M3MEHEeHUHU (Moau (UKaIuu) HHPOPMAIIUH.
Meponpusitus 1o GOpMUPOBAHUIO OCO3HAHHOI'O OTHOLIEHMS COTPYIHUKOB K 00€CIIeUEHUIO NH-
(hopManOHHOI 6€30MacCHOCTH OTHOCSITCS K:
IPENYNPEXIECHUIO YTPO3;
BBISIBJIEHUIO YI'PO3;
JIOKaJM3alluK yIpo3;
JMKBUAALMY MOCIEACTBUN yTpo3.
Hakomuienue cBenenuii 06 yrpozax MH(GopMaMoHHOW 0€30acHOCTH U UX aHaJUTHYecKas oOpa-
00TKa OTHOCHUTCS K:
NPEeIYNPEXICHUIO YTPO3;
BBISIBJICHUIO YIPO3;
JIOKaJIM3aluK yTpos;
JMKBUJALUY TTOCIENCTBUI YIpoO3.
JleiicTBUsA, HANIPABJICHHBIEC HA YCTPAHEHME JEH CTBYIOIIEN YTPO3bl 1 KOHKPETHBIX IPECTYITHBIX
JIEUCTBUM OTHOCSTCA K:
MPeayNpPexICHUIO YTPO3;
BBISIBJICHUIO YIPO3;
JIOKaJIM3allu1 yrpo3;
JMKBUJALUY TTOCIIEICTBUI YIpo3.
JleificTBUS IO BOCCTAHOBJIEHUIO COCTOSIHU S, IPE/ILIECTBOBABLIETO BOSBHUKHOBEHHUIO YTPO3bl, OTHO-
CATCS K:
MPEAYNPEXIECHUIO YT PO3;
BBISIBJICHUIO YIPO3;
JIOKaJIM3aluH yTrpos;
JIMKBUJIALIMU TTOCIEICTBUM YIpo3.
OCHOBHBIMHM MEPOIPUATUSAMU I10 3aILUTE OT pas3ralleHUs SBIAETCA:
pa3paboTKa mepevHst CBeIeHUH, COCTABIIAIOMINX KOMMEPUYECKYIO TallHy MPEATPUSATHS.
JIOBEJICHUE MEPEYHs CBEIEHU, COCTaBISAIOIINX KOMMEPUECKYIO TallHy 10 KaXKJI0r0 COTPY 1I-
HUKA, IOMYLIEHHOI'0 K HUM, C 0053aT€JIbCTBOM 3TOT'0 COTPYAHHUKA COXPAHATH KOMMEPUYECKYIO
TaiiHy.
KOHTPOJIb 32 COXPAaHHOCTHIO KOMMEPUECKHUX CEKPETOB.
BCE, [IEPEUYMCIICHHBIE BBIIIE MEPONPUSITHUSA.
3ammra OT yTeuku KOH(pUICHINATbHON HH(POpMAIIMK CBOJUTCSA K:
BBISIBJICHUIO, YUETY U KOHTPOJIIO BO3MOXHBIX KaHAJIOB YTEUKH B KOHKPETHBIX YCIIOBHSIX;
MIPOBEICHUIO OPraHU3aIIMOHHBIX, OPraHU3alMOHHO-TEXHUYECKUX U TEXHUYECKUX MEPOIPHU-
ATUH 110 JIMKBUIALUN KaHAJIOB YTEUKH;
KOMIUIEKCHOE BBITMIOJIHEHU € MEPOI PUITUH.

15



20. 3ammTa OT HeCaHKIIMOHUPOBAHHOT'O 10CTYMAa K KOH (puaeHIHaIbHOM nHOpMaIi obecrednBaeT-
Cs1 BBITIOJIHEHU €M
TOJIBKO OPTaHU3AIMOHHBIX MEPONPUSITHIA;
TOJIBKO TEXHUUYECKUX MEPONPUITHUI;
OpraHU3alMOHHBIX U TEXHUYECKUX MEPOIPUATUH.
21. OmpeneneHue COCTOSHUS TEXHUIECKOW 0€30MacHOCTH 00bEKTa OTHOCUTCS K:
OpraHU3alMOHHBIM MEPOIPUSATHU SIM;
TEXHUYECKUM MEPOTIPUSTHSIM;
OpraHU3aIMOHHO-TEXHUYECKUM MEPOTPUITHSIM.
22. Kakoii U3 MpUHIIMIIOB HElleJIeco00pa3HO UCIOIb30BATh MIPH OPraHU3aIlMU 3aIIUTH HHPOPMAIUH:
MPUHIUI KOJUIEKTUBHOM OTBETCTBEHHOCTH;
MPUHIUI IEPCOHAILHOM OTBETCTBEHHOCTH;
MIPUHIIATT MAaKCUMaJIbHOT'O OTPAHHYEHUS JIOMyCKa K HH(POPMAIIHH.

Pa3znen Ne3. KomnbloTepHble MpecTyMIeHUs] M HX 0CO0EHHOCTH

1. VYronoBHO Haka3zyeMmble OOLIECTBEHHO ONACHBIE AEWCTBHS, B KOTOPBIX MaIllMHHAS HH(OpMaLus
ABJISIETCSL OOBEKTOM IOCATaTeNbCTBA, HA3bIBAIOT:
KOMIIBIOTEPHBIM IIPECTYILIEHUEM
HECaHKLMOHUPOBAHHBIM 1€ CTBUEM
KOMIIBIOTEPHBIM MOILIEHHUYECTBOM
2. Jlrobas nporpamma, HalMcaHHas C L[€1bI0 HAHECEHHUs yIlepOa WiIK UCIOJIb30BAHMSI PECYPCOB aTa-
KyeMOr'o KOMIIbIOTEpa, Ha3bIBAETCH:
BPEAOHOCHOM MPOrpaMmon
KOMIIBIOTEPHBIM BUPYCOM
pOrpaMMHOM 3aKJIaIKOU
3. Kiacc nporpamm, criocoOHBIX K CaMOPa3MHOKEHUIO U CaMOMOAU(PHUKAIINK B paOOTAOIICH BbI-
YUCIUTENILHOM Cpeie U BhI3BIBAIOIINX HEXeIaTeNbHbIE 1JIs M0JIb30BaTeNel 1eiCTBHSI, Ha3bIBaeT-
csl:
KOMIIBIOTEPHBIM BUPYCOM
MPOrPaMMHOM 3aKJIaIKON
TPOSIHCKOM IIPOrpaMMOu
4. VYKaXuTe Mocie0BaTeIbHOCTh 3TANOB )KU3HEHHOI'O IIMKJIa KOMITBIOTEPHOT'0 BUpYCa:
BHeApeHue (MHpUIupoBaHue)
MHKYOallMOHHBIN Iepuosn
camMoOpa3MHO)KeHU € (penpoayLHPOBAHHE)
BBITNOJIHEHHE CIIEIMAIBHBIX (YHKIUI
IIPOSIBJICHUE
5. Tlo cpene oOuTaHMs KOMIIBIOTEPHBIE BUPYCHI MOAPA3EIAIOT Ha!
(aiiioBbIC BUPYCHI
3arpy304HbI€ BUPYCHI
(hait1oBO-3arpy304HbIE BUPYCHI
CETEBBIE BUPYCHI
noJIMMOp(HBIE BUPYChI
CTeJIC-BUPYCBI
6. JlocTaTouHO TPyZAHO OOHAPYKUMBbIE BUPYCHI, HE UMEIOINE CUTHATYP, TO €CTh HE CO/IeprKallye HU
OJJHOT'0 MTOCTOSIHHOI'O Y4acTKa Koja, 3TO:
noJIMMOP(PUK-BUPYCHI
CTeJIC-BUPYCHI
MaKpO-BUPYChI
KOHCTPYKTOPHI BUPYCOB
7. Bua uHTEpHET-MOIIEHHUYECTBA, IIEIBI0 KOTOPOT O SBIISETCS MOJyYSHHE TOCTYNA K KOH(pHIEHIU-
aJIbHBIM JJAaHHBIM I10JIb30BATEIEH — JIOTMHAM U MapOJIsM:
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https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%BB%D0%B8%D0%BC%D0%BE%D1%80%D1%84%D0%BD%D1%8B%D0%B9_%D0%B2%D0%B8%D1%80%D1%83%D1%81
https://ru.wikipedia.org/wiki/%D0%A1%D1%82%D0%B5%D0%BB%D1%81-%D0%B2%D0%B8%D1%80%D1%83%D1%81
http://ru.wikipedia.org/wiki/Мошенничество#.D0.98.D0.BD.D1.82.D0.B5.D1.80.D0.BD.D0.B5.D1.82-.D0.BC.D0.BE.D1.88.D0.B5.D0.BD.D0.BD.D0.B8.D1.87.D0.B5.D1.81.D1.82.D0.B2.D0.BE
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10.

11.

12.

13.

14.

15.

16.

bumuHT
bapMuHT
KapJIUHT
CKMUMMMHT
7?7 — 3T0 BUPYCHI, 3apakaronue (haiibl HEKOTOPBIX cucTeM 00paboTku nokymeHToB (MS Word,
MS Excel), koTopble UMEIOT BCTPOESHHBIE MaKPO -SI3bIKU
Macro-BUpyCh
CTeJIC-BUPYCHI
noJIMMOP(PUK-BUPYCHI
7?7 MackMpyIOT CBO€ IPUCYTCTBHUE IyTeM nepexsara oOpamenuit OC k mopakeHHbIM (aitinam,
cekropam u nepeagpecytor OC Kk He3apa)KeHHBIM ydyacTKam
Macro-BUPyCh
CTeJIC-BUPYCBI
noJIMMOP(PUK-BUPYCHI
7?7 - 3TO KOMIIBIOTEPHBIE BUPYCHI, KOTOPbIE PACIIPOCTPAHSIOTCS B KOMITBIOTEPHBIX CETAX U HE U3-
MEHSIIOT (ailsibl UM CEKTOPHI Ha IMCKaX
Macro-BUPyCHI
BUPYCHI-UEPBU
OJIMMOP(PUK-BUPYCHI
Kakoii n3 BupycoB npu HHGUIIUPOBAHUN KOMITBIOTEPA OCTABIISET B OMEPATUBHON MAaMSTH CBOIO
4acTh, KOTOpas 3aTeM MepeXBaThIBACT OOpalICHHs ONIEPALIMOHHON CUCTEMBI K 00bEKTaM 3apaxe-
HUS ¥ BHEJPSIETCA B HUX?
HEPE3UACHTHBINA BUPYC
¢aiinoBslii BUpYC
PE3UIEHTHBIN BUPYC
3arpy304HbII BUPYC
CamormdpoBanue ¥ MOTUMOPPUIHOCTH UCIOIB3YIOTCS JJIS:
caMOpa3MHO)KEHUs BUpYcCa
MaKCHMaJIbHOT'O YCIIOKHEHHUS IPOIeAypbl OOHApYKEHUs BUpyca
pacmmdpoBKH Ten BUpyca
JUTSL CKPBITHSI IEHCTBUI aHTUBUPYCHOM MPOrpaMMBbl
Onnum u3 Haubonee 3(hPeKTUBHBIX CITOCOO0B OOPHOBI C BUPYCAMH SIBIISICTCSL:
UCIOJIb30BaHUE aHTUBUPYCHOI'O IIPOIPaMMHOT0 0OecredeHms
po(uIaKTUKA KOMIIBIOTEPHBIX BUPYCOB
OrpaHuYeHue A0CTyIa moJyib3oBarenet k 9BM
1 poBaHuE JTaHHBIX
7?7 - 3T0 mporpamMma, CKpbITHO BHEIPEHHAS B 3aIIUIICHHYIO CUCTEMY U TIO3BOJISIOINAS 37T0YMBI III-
JIEHHUKY, TyTeM MOAN(UKALUN CBOMCTB CUCTEMBI 3aIIUThI, OCYIIECTBIIATh HECAHKIIMOHUPOBAH-
HBIN JIOCTYII K pecypcam CHCTEMbI
IporpaMMHasi 3aKkjajKa
TPOSIHCKasl IporpamMma
CTeJIC-BUPYC
K necTpyKTHBHBIM AEHCTBHAM, OCYIIECTBIIEMbIM MPOrPAMMHBIMU 3aKJIAJIKAMU OTH OCSITCSL:
KOIMPOBaHKE KOH(pHIEHLINAIbHON HHPOpMAIIN
M3MEHEHHUE aJITOPUTMOB (DYHKLIMOHUPOBAHUS CUCTEMHBIX, IPUKJIATHBIX U CITYKEOHbIX IpO-
rpaMm
HaBSA3BIBAHUE OIPENIEIICHHBIX PEXKUMOB PaOOThI
YMEHBIIAI0T 00beM CBOOOTHOW MaMsITH Ha JUCKE B Pe3yJIbTaTe CBOETO pacpOCTpaH EHUS
CHIDKAIOT 3(pPeKTHBHOCTH (YHKITMOHUPOBAHUS KOMITBIOTEPHOU CHCTEMBI
ComnocraBbTe BU IPOrPaMMHOM 3aKJIa/IKH C €€ 1eHCTBUEM:
L1: mporpaMMHBI€ 3aKJIa KA -UMUTATOPBI
L2: 3amackupoBaHHBIE TPOrpaMMHBIE 3aKJIa K1
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L3:
R1: unrepoeiic coBnagaer ¢ uHTEphEicoM HEKOTOPBIX CIIYKEOHBIX IPOrpaMM, TPEOYIOIINX
BBECTH KOH(PHUACHIIUATbHYIO0 HHGOPMAILIHIO (TapoJib, KpUITOT padUueCcKuil K04, HOMEp Kpe-
JTUTHOU KapTOUYKH)
R2: uMuTHPYIOT IpOrpaMMHBIE cpeacTBa ontuMu3anuu padbotel [TK (daiinoBeie apXxuBaTophl,
JUCKOBBIE Ie)parMEHTATOPHI) WM MPOTPaMMbI HTPOBOTO U Pa3BIIEKaTEIbHOI'0 HAa3HAYCHHUS
R3: npoHMKaIOT B KOMIBIOTEPHYIO CUCTEMY Y€pE3 TaKHE MOJICUCTEMBI KaK 3JIEKTPOIUTAHUE,
cTaOuan3anus 1 T.1.
17. ConocTaBbTe BUJ MOJENN IPOrPAMMHBIX 3aKJIaJIOK C €€ BO3/1eMCTBUS Ha KOMIIBIOTEPHYIO CUCTe-
My:
L1: monens «epexBaT»
L2: Mmonenb «ucKakeHue»
L3: monens «yOopka Mycopa»
L4: monens «HabmO1eHIE
LS:
R1: nporpammuas 3aknaaka saeapsercs B [13Y, cucremuoe 110 unu npuknagnoe [10 u co-
XpaHseT BCIO WK BEIOpaHHYIO MH(OpMalKio, BBOAUMYIO C BHELIIHUX YCTPOWCTB MM BbIBO-
JUMYIO Ha HUX
R2: nporpammHuast 3axiajika u3MeHseT HH(pOpMalnio, KoTopas 3anuchiBaercs B namsTh [IK B
pe3yibTaTe paboThl MPOrpaMM, JTUOO0 MOAABIAECT/ MHUIIUUPYET BOSHUKHOBEHHE OIIUOOYHBIX
cutyanuii B [1K
R3: mporpammHas 3akjajika HalpaBJIeHa Ha COXPaHEHHWE BPEMEHHBIX KON (halIoB WIIn
¢bparmeHTOB (hailyIoB MOCIIE UX YAAJIECHUS
R4: nporpammHuast 3axiazika BcrpauBaercs B cereBoe [10 u MoxkeT cieuTh 3a BCEMH MpoLiec-
camu 00paboTKH MHGOPMAIIHN B KOMIIBIOTEPHOH CHCTEME
RS5: mporpammuast 3aKiaika Mo3BOJISIET MOJIYYaTh JOCTYI K HHPOPMAIIUHU, TIEPEeXBAYCHHOM
JPYTMMU IPOrPAMMHBIMH 3aKJIaJKaAMH
18. IIporpaMMa ¢ U3BECTHBIMH €€ MOIb30BATEN0 (PYHKIIMSAMHU, B KOTOPYIO OBIJIM BHEC €HBI H3MEHEHHUS,
YTOOBI, TOMUMO 3THX (PYHKIMH, OHA MOTIJIa BTalfHE OT HEro BBIMOJIHATH HEKOTOpBIE Apyrue (pas-
PYLIUTENbHBIC) e CTBUS, HA3bIBACTCS:
TPOSIHCKOM ITpOrpaMMoOit
IIPOrpaMMHOM 3aKJIaIKON
KOMIIBIOTEPHBIM BUPYCOM
19. ??? — 3TO KOMIIBIOTEPHAS TIPOTrPaMMa, KOTOPAasi BBISBJISAET, IPEIOTBPAILAET U BBHIOJIHSET Opee-
JICHHbIE 1efCTBUA, YTOOBI OJIOKMPOBATh WM YIAJISITh BPEAOHOCHBIE TP OrPaMMBbI:
AHTUBHpYCHAs IPOrpaMmMa
[Tporpamma oOHaApYKEHHS BTOPKEHUN
IIporpammuas 3aknanka
20. CormocTaBbTe BUJl aHTUBUPYCHOM IIPOrpaMMBbI C €€ Ha3HAUEHUEM:
L1: lerexTopsl (CKaHEpbI)
L2:Jloxtopa (dparu, nonmdarn)
L3: PeBuzopsl
L4:®unbtpel (CTopoxka)
LS5: CneunanbHble BAKIIMHBI
L6: biiokupoBuku
L7:
R1: ObHapyxeHre BUPYCOB
R2: O6HapyxeHHe 1 YHHUTOKEHIE BUPYCOB
R3: KonTtposs nyTei pacnpocTpaHeHust BUPYCOB
R4: KoHTpoJIb TOI03pUTETHHBIX Ha BUPYC ONepanuit
RS5: O6pabotka (aiinoB 1 3arpy304HBIX CEKTOPOB Ha Yy CTOMYHBOCTh K BUpPYCaM
R6: Orpannuenue pacnpocTpaHeHus: BUPYCOB
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R7: ITepemenienune noao3puTeabHbIX (HaiijioB B KapaHTUH
21. YKaxxuTe MeToAbl 00HAPYKEHUSI KOMITbIOTEPHBIX BUPYCOB:
CkaHupoBaHue
OGHapykeHue u3MeHeHu !
OBpUCTUYECKUI aHaIN3
Hcnonb3oBaHue pe3uIEHTHBIX CTOPOXKEN
Bakiunanus
AnnapaTHO-IIpOrpaMMHbIE aHTUBUPYCHBIE CPE/ICTBA
AHaTMTHYECKOE MPeoOpa3oBaHue
I"'ammupoBanue
22. ConocTaBbTE METO/IBI OOHAPYKEHUSI KOMITBIOTEPHBIX BUPYCOB C UX JEHCTBUEM:
L1: meTon ckaHupOBaHUs
L2: meTon oOHapyXeHUs U3MEHEHUN
L3: sBpuctuueckuii anaims
L4: meTon MCIOIB30BaHUS PE3UJEHTHBIX CTOPOXKEN
LS:
R1: nouck curnarypsl (IIOCTOSHHOM OIO3HABATEJILHON YacTH) BUpYca
R2: nporpammsl - peBU30pBI ONPEAEIIAIOT U 3aI0OMUHAIOT XapaKTepUCTUKHN o0acTel Ha U c-
Kax, 3aTEM CPaBHUBAIOTCS C XPaHIILMMUCSA XapaKTepUCTUKAMU
R3: mpoBepka BO3MOKHBIX cpell OOMTaHUs BUPYCOB U BBIABJIEHHE KOMAH]], XapaKTEePHBIX JUIs
BHUPYCOB
R4: nOCTOAHHO OTCIEKUBAIOT BCE AEUCTBUSI OCTAJIBHBIX IIPOrPaMM U IIPU BBINOJIHEHUH 0] 0-
3pUTENIbHBIX 1EWCTBUN BbIIa€TCs COOOILEHUE
RS5: coznanue criennanbHOro MOAYJIS JIs1 KOHTPOJIS LIEJIOCTHOCTH MPOrpaMMbl (KOHTPOJIbHAS CyMMa)
23. 7?7 - KOMILJIEKC IPOrPaMMHBIX MJIM allapaTHBIX CPEACTB, OCYLIECTBIISAIOMINNA KOHTPOJIb U (QUIIb-
TPaLUIO IPOXOAAIINX YEPE3 HETO CETEBBIX TAKETOB B COOTBETCTBUU C 33JaHHBIMU ITPaBUJIAMHU.
[To3BousieT OJIOKMPOBATH HEXKeENaTeNbHBIN ceTeBOM Tpaduk, o0ecneunBaeT HeBUAUMOCTh 11K B
CETHU C LIEJIBIO IPEOTBPALLEHUS KHOEp aTak:
CereBoii skpaH (firewall)
Mapupytusatop
WNHurepHeT-nuno3
24. «Macku» (CUTHaTypbl) BUPYCOB HCIIONb3YIOTCS:
JUTsI TIOMCKA U3BECTHBIX BUPYCOB
JUISl CO3JJaHUSI U3BECTHBIX BUPYCOB
JUIsl YHUYTOKEHUS U3BECTHBIX BUPYCOB
JUIsl pa3MHOKEHUSI BUPYCOB
25. YKaxxuTe OCHOBHBIE (DYHKLIMU aHTUBUPYCHBIX IIPOTrPAMM:
CKaHUPOBAHHE MTAMSITH U COAECPKUMOI0 JUCKOB 10 PACIIMCAHUIO U B PEKUME PEAILHOTO
BpEMEHU
BBIOOPOYHOE CKaHUPOBaHUE (PAMIIOB ¢ U3MEHEHHBIMU aTpuOyTaMu
CKaHUPOBAHUE apXUBHBIX (ailjIoB
pacrno3HaBaHUE MTOBEIECHUS, XapaKTEPHOI'O 111 KOMIIBIOTEPHBIX BUPYCOB
aBTOMaTU4YeCKoe OOHOBJICHUE aHTUBUPYCHBIX 0a3 mocpenctsoM Internet
¢unbTpanus Tpaduka Internet 1 BHISBIEHUS BUPYCOB B IpOrpaMMax U JOKYMEHTax, Ie-
penaBaembIx nocpeactsom npotokosioB FTP, HTTP
cOOp aapecoB AIEKTPOHHON MOYTHI HA KOMITBIOTEPE € TIOCIIEMYIOIEH Iepeaadei ux aapeca-
Ty uepes anekTponnyto nouty, HTTP, FTP unu npyrumu cnocobamu
HECaHKIMOHUPOBAHHAsI [T0JIb30BATEIIEM 3arpy3Ka U yCTaHOBKA HA KOMIIBIOTEPE IIPOI PaMM
PACCBUIKH CllaMa UJIH PEKIAMHBIX CHCTEM

Paznen Ned. 3akoHoaaresibHbIEe acleKThl HH(pOpMaMOHHOM Oe3onacHocTH B P

1. OcHoBOMONATAIOMMMH JJOKYMEHTaMH 110 HH(popMaIoHHol 06e3omacHoctu B PO sBisroTCst:
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https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82-%D1%88%D0%BB%D1%8E%D0%B7

Koncturymus PO

Konnenuus HalinoHalbHOM 0e30MmacHOCTU

VYronosusiii Kogekc

3akoH 00 nH(MOPMAITMOHHON 0€3011aCHOCTH
VYKaxuTe JOKyMEHT, TApaHTUPYIOIIUN TaiHy IEPENuCcKH, TeeOHHBIX TEPEroBOPOB, MOYT OBBIX,
TenerpadHbIX U UHBIX cooOImeHui (cT. 23, 4. 2); mpaBo CBOOOAHO UCKaTh, MOJIy4aTh, I1€peIaBaTh,
MIPOU3BOJNTH U PACIPOCTPAHATH HH(POPMAIIHIO TIOOBIM 3aKOHHBIM CIIOCO00M (CT. 29, 1. 4); cBo-
0601y MaccoBoi uHdopmaruu (cT. 29, 9. 5):

Koncturynus PO

Konnenuus HallnoHanbHOM 6€30MacHOCTH

Yronosuseiit Kogeke

3akoH 00 nH(OPMAIIMOHHOHN 0€30MacHOCTH
Kaxoli 1okyMeHT onpenenser BayKH ellme 3a1a4u ooecrnedyeHnss UH(POpMallnoOHHOM 6e3011acHOCTH
P®:

Koncturymus PO

KoHnenmus HanoHanbHOM 0€30MacHOCTH

VYronosusiii Kogekc

3akoH 00 nH(MOPMAITMOHHON 0€3011aCHOCTH
VYkaxxute cBeIeHUs, UMEIOIINE KOH(PUICHIIMATBHBINA XapaKkTep:

MEpPCOHAIbHBIE TAHHBIC

TaliHa CIEACTBHS U CyJIONPON3BOICTBA

ciayxeOHas TaitHa

npodeccruoHaibHas TaiiHa

KOMMepYecKas TaiiHa

CBEJICHUS O CYIIIHOCTH H300pETECHUS

IIJIaH MMpUEMa CTYAEHTOB B BY3

yCTaBHbIE JIOKYMEHTHI OI0)KETHON OpraHu3aIiu
CKOJIBKO KaTeropuii rocy1apcTBEHHBIX HH(OPMAIMOHHBIX pecypcoB omnpenaenser 3akoH PO «O6
uHpopMaIuu, HHGOPMALMOHHBIX TEXHOJOTUAX U 0 3a1uTe nHpopmanum» ot 27.08.2006 r. Ne
149-03?

Tpu

Yetsipe

JIBa

IIs1
JlokyMeHTHpoBaHHas: HHPOPMAIIHs, TPAaBOBON PEXUM KOTOPOH yCTAaHOBJIEH CHEIHAIbHBIMU HOP-
MaMHU JIefCTBYIOIIEr0 3aKOHO/1aTeNILCTBA B 00JIaCTH TOCYJaPCTBEHHOI, KOMMEPYECKOH, TPOMBII1I-
JICHHOM U Jpyroi oOLIECTBEHHO 1eATeIbHOCTH, HA3bIBACTCS:

KoH(puaeHnanpHoN nHopmaruei

MEePCOHAILHBIMU TAHHBIMH

roCyJapCTBEHHON TalHOU
JIro6ast un(opmMalus, ¢ MOMOIIBI0 KOTOPOH MOKHO OJJHO3HAYHO UJIEHTH (UIIUPOBATH (PU3UY €CKOE
JIIIO, SIBJISICTCS:

KOH(pHICHIIMAIBHON HH(OpMaIuei

MEePCOHAILHBIMU JTAHHBIMH

nH(popmanuen ¢ OorpaHUYCHHBIM JOCTYIIOM
3amminaeMpie TOCY/IapCTBOM CBEJICHUS B 00J1aCTH €r0 BOCHHOMW, BHEIITHEN OJIMTHYECKOM, KOH O-
MHYECKOM, pa3BeNbIBATEIbHON, KOHTPPa3BEAbIBATEILHON U ONEPATUBHO-PO3BICKHOM JEATEIBHO-
CTH, PaclpOCTPaHEHHE KOTOPHIX MOXKET HaHecTH yiiepo 6e3onmacHocti PD, oTHOCATCS K:

rOCyJJapCTBEHHOM TaliHe

JIOKYMEHTHPOBAaHHOW MH(POPMAIIUHA OTPaHUYEHHOTO J0CTYyIa

CITY)KeOHOM TaifHe
HemnpaBomepHBIi JOCTYIT K KOMIIBIOTEPHOW MHGOPMAIIMK HaKa3bIBaCTCs MTpadoMm:
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10.

11.

12.

13.

14.

15.

16.

17.

OT IATH 10 ABaALATH MUHUMAaJbHBIX Pa3MEpPOB OIJIATHI TPYia
OT IBYXCOT JI0 MATHCOT MUHUMAJIBHBIX Pa3MEpPOB OILJIATHI TPY/Ia
OT CTa MATUIECATH JI0 IBYXCOT MUHUMAJIBHBIX pa3MEPOB OMJIAThI TPY/Ia
JIO TPEXCOT MUHUMAJIBHBIX Pa3MepOB OIUJIATHI TPY/a
Hapymienue npasun sxcnmyarauuu 9BM, cucrembl OBM uiin ux ceTu Haka3bIBaeTCsl OrpaHHy e-
HHUEM CBOOOJIbI HA CPOK:
JI0 roja
JI0 IBYX JIEeT
JIO TISITH JIET
JI0 TpeX MecsIeB
Coznanue, UCMOJIb30BaHKE U PACIIPOCTPAHEHHUE BPEIOHOCHBIX ITporpaMm it OBM Haka3biBaeT-
CsL:
JUIIEHUEM CBOOOBI 10 To1a
mTpadoM 10 IBaIATH MUHUMAJBHBIX pa3MepOB OIUIATHI TPyAa
JUIIEHUEM CBOOOBI Ha cpok 10 3 sieT co mrpadom B pazmepe ot 200 10 500 MUHHMATBHBIX
pa3MepoB OIIATHI TPyAA
WCIPaBUTEIHHBIMHU pabOTaMHU /IO TSATH JET
Hapymenne npasun skcrnyaranuu 9BM, cucrembl OBM nimm ux ceTy Haka3bIBaeTCs:
mTpadoM 10 CTa MUHUMAIBHBIX Pa3MEpPOB OILIATHI TPY/Ia
OTpaHUYEHUEM CBOOOIbI
apecToM Ha CpokK OT 3 110 6 MecsleB
mTpadoM 10 NATHCOT MUHUMAJIBHBIX Pa3MEpOB OIUIATHI TPYAa
Uro takoe JlokTpruHa nadopmannonHoii 6e3omacuoctu PO
COBOKYIHOCTh O(PHIIMATBHBIX B3TJISAI0B HA IIEJIH, 33/1a4, TPUHITUIIBEI 1 OCHOBHBIC HAIIPAB-
nenus obecrieueHus: HHPpopmMamoHHoi 0e3onacnoctu Poccutickoit dexepanuu;
COBOKYITHOCTh HOPMAaTUBHBIX aKTOB, 00513aTEIbHBIX JJIS BEITTOTHEHHS BCEMU XO35HCTBYI0-
IIMMHU CyOBEKTaMHU.
COBOKYIHOCTb JIOKYMEHTOB, PErJaMEeHTUPYIOIINX OPraHU3allHOHHO-TEXHUUYECKHE MEPOIPH -
ATus o odecneueHno MHGpopMannoHHoH 6e3omnacHocT Poccuiickoit @eneparuu.
Kaxkue n3 ykazaHHBIX MEPONIPUSTHI 3aIUTHI HH(POPMAIIUU OTHOCATCS K TTPABOBBIM?
OpraHu3aIys peKMMa U OXpaHbl,
pa3paboTKa BEJOMCTBEHHON HOPMATUBHON JOKYMEHTAIINH ;
oxpaHa 000pyaOBaHMsI, TPOAYKIIHH, (UHAHCOB U WH(MOPMAITUU
[IpaBo pa3zpemaTs WK OrpaHUYUBATH JOCTYI K MH(MOPMAIIUU U OINPEAEIAThH YCIOBUS TAKOTO J0-
CTyIa IPUHAJICKUT:
OpraHaM 3aKOHOJaTEJIbHOW BJIACTH;
JTI000MY FOPUIUYECKOMY JIUILY;
o0Janarento UHPOpMaLNH;
opraHam HCIOJIHUTEIbHOMN BJIaCTU
[lepeuenn cBeneHni KOHPUIECHIIMATHLHOTO XapaKTepa OMpeIeIieH:
VYkazom [Ipesunenta PO ot 6 mapra 1997 r. Ne 188;
®denepanbHbIM 3aKOHOM OT 27 utois 2006 r. N 149-03;
Vkazom IIpesunenta PO ot 30 HosaOps 1995 r. N 1203.
[Tepeuennb cBeAeHMI, JOCTYI K KOTOPBIM HE MOXKET OBITh OIpaHUYEH OMPEIEIICH
®denepanbHbIM 3aK0HOM 0T 27 utonst 2006 r. N 149-D3;
VYkaszom IIpesuaenta PO ot 6 mapra 1997 r. Ne 188;
Vkazom [Ipesunenta PO ot 30 HostOpst 1995 r. N 1203.

Pa3nen Ne5. Kpunrtorpaduueckue MeToabl 3a1IIUTHI HH(POPMATMHU

1. ### - 510 HayKa 0 MeToAax mpeodpazoBanus (MM POBaHUST) HHPOPMALIUH C LIEIJIBIO €€ 3aIUTHI

OT HCCAHKIIMOHUPOBAHHOI'O JOCTYyIIa
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10.

11.

12.

13.

14.

### - oT0 HayKa (M IpaKTHKa €€ MPUMEHEHHS ) 0 METO/IaX U crocobax pacuiudpoBaHus UH-
dbopmanuu 0e3 3HaHUS KIIFOUeH
77?7 - Habop cpencTB U METOAOB COKPBITUS (haKTa mepeJauu COOOLIeHUs
Creranorpagus
Kpunrorpadus
Kpunrtoananus
### - 5TO TIpoIIeCcC TpeoOdpa3oBaHM HCXOAHOTO (OTKPBITOr0) COOOIIEHUS B MM (POBAHHOE 11O
OTIpe/ieTICHHBIM IIPaBUJIaM, COepkKaIuMcs B mudpe
### - 5TO Iporecc mpeodpazoBaHus UG POBAHHOTO cOOOIIeHHs (MU (PTEKCTa) B UCXOTHOE
(OTKpBITOE) COOOIIEHUE C ITOMOIIBIO OMPENEIIEHHBIX MTPABUII, COJIEPKAIUXCS B I (pe
Crioco6 npeoOpa3oBaHusi HHPOPMAIIMH C IIENBIO €€ 3alUThHl OT He3aKOHHBIX TOJIh30BaTENIEH
Ha3bIBAETCA:
i ppom
i (poBaHUEM
nenGpoBaHUEM
[Tporecc nomy4yeHus 3alUIIeHHOT0 cO00IIeHus (OTKPHITOrO TEKCTa) U3 MK (POBAHHOTO CO-
obmenus (mudprexcra) 6€3 3HaHUs IPUMEHEHHOT 0 1M (ppa Ha3bIBAETCS:
BCKpBITHEM mIu(ppa
1 ppoBaHUEM
nenGpoBaHUEM
CMeHHBIH 37eMeHT uQpa, TpUMEHsIeMbIii U1 UG POBAHUS KOHKPETHBIX COOOIICHUMN, Ha3bl-
BaeTCH:
KIIFOYOM
nmppom
PP TEKCTOM
YkaxuTe crocoObl Mpeodpa3oBaHus NPy MHPPOBAHUU:
MOJICTAaHOBKA
nepecTaHOBKa
aHAJIMTHYECKOE MTpeodpazoBaHue
raMMHpOBaHHE
KOJMPOBaHUE
Kpunrocucremon siBisiercs:
ceMelcTBO 00paTUMBIX NMPe0OPA30BAHUN OTKPBITOI'O TEKCTA B MIM(POBAHHBIN;
ceMercTBO HeoOpaTUMBIX TPEOOPa30BAHUM OTKPHITOIO TEKCTa B 1M (PpOBa HHBII;
CPEeICTBO aImapaTHOMN 3aLUThI 1aHHBIX;
CHCTeMa HeCAaHKLMOHUPOBAHHOTO JIOCTYTA K TEKCTY
UYTo 13 MepevyrcIeHHOro He BXOAUT B KPUIITOCUCTEMY:
noysmmMopduK-reHeparop
aJITOPUTM U (D POBAHUS
HabOop KiItoueH, UCIONb3yEeMbIX JUIsl UG POBAHUS
CHCTEeMa yIpaBIICHUS KII0YaMH
I'OCT 28147-89 siBisieTcsi CTAaHIapTOM:
CUMMETPUYHOTO MU POBAHUS;
aCUMMETPHYHOr 0 MudpoBaHus;
raMMHpPOBaHMS;
cTerasorpapuu
Anroput™m RSA sBisiercst crangapTom:
CUMMETPUYHOTO UG POBAHUS;
ACHMMETPUYHOT O MU POBAHNUS;
raMMHpPOBaHMS;
cTeraHorpagpuu
[Tpu acummeTpruyHOM MY POBaAHUH [T UG POBAHUS U pacUIM(POBKH HCIIONb3YIOTCS:
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15.

16.

17.

18.

19.

20.

21.

22.

23.

JIBa B3aUMOCBSI3aHHBIX KIIHOYA;

OJIUH OTKPBITHIN KJII0Y;

OJIMH 3aKpPBITHIN KIIIOY;

JIBa OTKPBITHIX KJIIOYa
PeKBU3UT 37IEKTPOHHOTO JOKYMEHTA, MOIY4YE€HHBIN B pe3ysbTaTe KPUITOTrpadruecKoro npeood-
pa3oBaHus HH(GOPMAIMK C UCIIOIB30BAHUEM 3aKPHITOTO KJII0Ua, IpeJHa3HAuYEHHbIN 11 3a111-
THI JAaHHOT'O JIOKYMEHTA OT MOJJICNIKH, ¥ MTO3BOJISIONIMN HIeHTH(GUIIUPOBATH BlIa/ieiblia KIIH0ua,
a TaK)Ke YCTaHOBUTH OTCYTCTBUE MCKaXEHUS MHPOPMAIIMK B JIEKTPOHHOM JIOKyMEHTE, ITpei-
CTaBJIsIET COOOIA:

AJIEKTPOHHYIO HU(POBYIO MOJINCE;

3aKpBITHIN KJIH0OY MM (POBAHUS;

BHUPYCHYIO MacKy;

OTKPBITBHIN KJIF0Y MIM(DPOBAHUS
[ludposas nmoanuce He oOecrneunBaeT:

KOHTPOJIb LI€JIOCTHOCTH JOKYMEHTA

KOH(UIEHIIMAJIBbHOCTh JOKYMEHTa

JI0Ka3aTeNbHOE MMOATBEPKACHUE aBTOPCTBA JOKYMEHTa

BOCCTAHOBJICHHE TOBPEXAECHHOI'O JOKYMEHTa
VYxaxuTe BUIbI LU (PPOBON MOJIIUCH:

npocras HUQpoBast HOIIUCH

yCUJIeHHas 1U(poBas MOJIKICh

KBaTM(PHUITMPOBaHHAs ITU(POBas MOIMUCH

HeKBaJIM(uIupoBaHHas HU(poBas NOANUCH
Anroputmsbl muppoBaHus ObIBAIOT:

MHOT OsI/IEpHBIE

C MCIOJIb30BaHUEM X3II-(DyHKIIUH

NEPUOINY ECKUE

PEKypPCUBHBIE
Anroputmsel muppoBaHus ObIBAIOT:

anepuoInIecKue

aCUMMETpHYHbIE

PEKypCUBHBIE
OneKTpOoHHO-IIU(POBast MOJNUCH YCTaHABIMBACT 7?7 HH(POPMAIIH:

HEePOTUBOPEUMBOCTh

paspelieHue

IPOTUBOPEYUBOCTb

LIEJIOCTHOCTh
[Tu¢poBas noanucy 06eCHEUNBACT:

HEBO3MO)KHOCTb OTKa3a OT aBTOPCTBA

yJaJIeHHBIN JOCTYI K JJOKYMEHTY

OBICTPYIO IEPECHIIKY JOKYMEHTa

3alUTy OT U3MeHeHu KoHpurypamuu OC
[udporas moamnuch oOecreyrBacT:

yI0CTOBEPEHUE UCTOUHHKA JIOKYMEHTa

OBICTPYIO IIEPECHUIKY JOKYMEHTa

3alUTYy OT U3MEHEHUH Tpaduka

yZaJIeHHBIN JOCTYI K JJOKYMEHTY
ITporpaMMHBIE MOy I WJIM allllapaTHbIE yCTPOMCTBA, PETHCTPUPYIOLINE Ka)KI0€ HAaXKaTHE
KJIaBUIIIM Ha KJIaBUAType KOMIIBIOTEPA !

CKPHHIIOTHI

KENJ10rrepsl

Opay3epbl
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http://ru.wikipedia.org/wiki/Программное_обеспечение
http://ru.wikipedia.org/wiki/Клавиатура
http://ru.wikipedia.org/wiki/Компьютер
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25.

26.

217.

28.

29.

30.

31.

32.

33.

OpaHIMay’pbl
. Jnst reneparuu DI moxkeT OBITH UCMIOTIB30BAH AJTOPUTM:
DES
RSA
AES
Kakue u3 nepeunciaeHHbIX aIrOPUTMOB OTHOCATCS K CHMMETPUYHBIM?
DES;
RSA;
I'OCT 28147-89
Jl1s KOHTPOJISI IETOCTHOCTH MepeaaBaeMbIX 10 CETSIM JTaHHBIX MCIOIb3yeTCs:
ANIEKTPOHHAS U POBAst MOAINUCH,
ayTeHTU(HUKAIUS TaHHBIX;
ayJuT COOBITUH;
MEXCETEeBOE YKPaHUPOBAHHE
UYro He ABNseTCS 3a7aueii KPUIITOCHCTEMBI:
MEXCETEeBOE IKPaHUPOBAHHUE;
o0ecrnieyeHre KOH(UIEHIIMAIBHOCTH;
o0OecIeueHne IEJIOCTHOCTH JaHHbBIX;
ayTeHTU(PHUKALNS JAHHBIX U UX UCTOYHUKOB
YTo 13 mepevyrcIeHHOro He ABJsieTcsl PYHKIMEH yrnpaBieHNus KpUITOrpa@uIecKUMH KIF0YaMu:
U3YUYCHUE;
reHeparms;
XpaHEHHE;
pacnpeneneHne
[TporpammHas i mporpaMMHO-annapaTHas CucTeMa, KOTopasi BBINOJIHIET KOHTPOIb UHPOP-
MAaIMOHHBIX IIOTOKOB, MOCTYHAIOIIUX B HMHPOPMALMOHHYIO CUCTEMY U/HJIN BBIXOASIINX U3 HEe,
U o0ecreynBaeT 3alu Ty HHPOPMAITHOHHOM CHCTEMBI TOCPEACTBOM (DUIBTPALUU UH(POPMAIIHH
Ha3bIBACTCA:
MEXCETEBBIM YKPAHOM;
KPUIITOAITOPUTMOM;
CEpBEpPOM YAAJIEHHOT'O JOCTYIa;
KPHUIITOCUCTEM O
OneKTpOHHO-LIM(pOBasi MOANKUCH O3BOJISET:
YIOCTOBEPUTHCSI B MCTUHHOCTU OTIIPABUTEINS U LIEJIOCTHOCTH COOOLICHHUS;
BOCCTAaHAaBIIMBATh MOBPEXICHHBIE COOOICHHUS;
nepecbuIaTh COOOIEHUS 0 CEKPETHOMY KaHaIy;
3amm(poBaTh COOOIIEHUE JIIST COXPAHEHHS €ro CeKPEeTHOCTU
Kpunrocucremont siBisercs:
ceMeicTBO 00paTUMBIX TPeoOpPa30BaHUI OTKPBITOrO TEKCTA B IIM(PPOBAHHBI;
ceMeicTBO HeoOpaTUMBbIX TPEOOPa30BAHUN OTKPHITOIO TEKCTa B 1M (PpOBA HHBII;
CpEICTBO anmapaTHOMN 3aLUThHI 1aHHBIX;
CHCTeMa HeCAaHKIIMOHUPOBAHHOTO JJOCTYTA K TEKCTY
I'OCT 2814789 sBnsieTcsi CTaHIapTOM:
CUMMETPUYHOIr0 U POBAHUS;
aCUMMETPUYHOTr 0 Mu(poBaHus;
raMMHpPOBaHMS;
cTeranorpaguu
Pasmep ximroua B TOCT 28147-89:
256 owur;
64 oura;
56 Our;
128 out
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34.

35.

36.

37.

38.

39.

40.

41.

Pa3mep kimoua B crannapte DES:
256 oOur;
64 oura;
56 Our;
128 out
CHUMBOJIBI UCXOHOTO TEKCTA CKJIAJBIBAIOTCA C CHMBOJIAMU HEKOM ClTydailHOM mocienoBaresnb-
HOCTH — 3TO
aJTOPUTM MEPECTAHOBKHI
aJTOpUTM aHATMTUYECKUX TTPEoOPa30BaHUMA
aJrOpUTM TAMMHUPOBAHUS
CHUMBOJIBI OPUTMHAIBHOTO TEKCTa MEHSIOTCS MECTAMHU 110 ONPEIeIEHHOMY ITPUHIIUITY, SBIISIO-
HIEMYCS CEKPETHBIM KJIFOUOM — 3TO
aJrOPUTM IMOJCTAaHOBKHU
aJrOpPUTM M1E€PECTAHOBKHU
aJIrOpUTM FraMMPOBAHUS
Kakoit metoz ncnonb3yercs npu i poBaHUU C IOMOIIBI0 aHATUTHYECKUX MTPEoOpa3oBaHuit
TabauIa
anreOpsl MaTPULL
bakTopuan
Cdepsl npumenenuss DES-anroputma :
¢ pPOBaHKUE CBEACHUH, SBJISIOIINXCS TOCY1IapCTBEHHON TaliHOM
3aKpBITHE KOMMEPYECKOi HH(pOpMaIiu
peanu3anus 3JIeKTPOHHOM MOIUCH
Agnroput™ 'OCT 28147-89 ncrionb3yeT KiIr04, sIBISIOMUNCS
II0CJIE0BATEIBHOCTBIO YU CEIl
MAacCHUBOM, COCTOSIIITUM U3 32-MEPHBIX BEKTOPOB
andaBuTOM
OcHoBHbIe o0nactu mpuMeHeHuss DES-anroputma
peanu3anus 3JIeKTPOHHOMN MOIICH
XpaHCHHE TAaHHBIX Ha KOMITBIOTEPE
AIIEKTPOHHAS CUCTEMa IIaTeKel
ayTeHTH(UKALUS COOOTICHUI
KpunrocTolkocTs — 310...
CEKPETHOCTh KJI04a
XapaKkTepucTuka mpudra, ornpenensionas ero CTOMKoCTh K aemudpoBaHuio 6e3 3HaHUS
KJII04a
CMOCOOHOCTH KPUNITOrpahuuecKoro aaropuTMa NpoTUBOCTOSTh K pUIITOAHATU3Y

Pa3znen Ne6. CucteMHoe oOecniedeHune 3alUTHI HH(popManun

1.

2.

Yro He paccMaTpUBAETCs B ITOJUTUKE Oe30macHoCTH?
TpeOyeMblil YpOBEHb 3alLUThl JaHHBIX
poJi CyObEKTOB MH(OPMALIMOHHBIX OTHOLICHUH
aHaJIu3 PUCKOB
3alIMIEHHOCTh COTPYIHUKOB
COBOKYMHOCTb JOKYMEHTHPOBAHHBIX YIPaBICHYECKUX PEIICHHH, HAPaBICHHBIX Ha 3aIIUTY
UH(POPMAIIUHU U aCCOLIMMPOBAHHBIX C HEH pecypcoB, Ha3bIBAETCS:
MOJINTHKOH 0€30IMacHOCTH;
MH(}OPMAIIMOHHOHN MOJIUTUKOM;
MH(pOpMaIIMOHHOMN 0€30M1aCHOCTHIO;
3alMTON MH(POPMALIUU
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3. Crpateruto opranu3anuu B o0iacti HHGOPMAIIMOHHOM 0€30MacHOCTH, Mepy BHUMAaHUS U KO-
JMYECTBO PECYPCOB, KOTOPHIE PYKOBOACTBO CUUTAET 11€J1I€CO00PAa3HBIM BBIEIUTD I 00€ECII e-
YyeHUs HH()OPMALIMOHHON 06€30M1acHOCTH, ONPEAEIIseT:

MOJINTHKA 0€30MacHOCTH
KOHIIENMs 0e3011aCHOCTH
cTpaTerusi 0€30MacHOCTH

4. VYxaxuTe KOMIOHEHTHI KOHIIETITyaIbHON MozeNnu 0e30MmacHOCTH UH(QopMaIliu:

Hcrounuku nHGpopmMaun
OObeKTHI Yyrpo3
Kpunrorpadus
Hcrounuku yrpos

Henun yrpo3

Yrpo3bl

Crnoco6s1 goctymna
HanpaBnenust 3amyThl
CpencrBa 3alIMThI
Metozs! 3a1uThI

5. Ha kakom u3 ypoBHel obecniedennsi ”HGOPMAIIMOHHON 0€30MacHO CTH pa3padbaThIBACTCS MO -

TUKa O€3011aCHOCTHU:
UH(}OPMAITMOHHOM
aJIMUHHUCTPAaTUBHOM
3aKOHO/IaTeIbHO-TIPABOBOM
MIPOrpaMMHO-TEXHUYECKOM

6. Uro He ABISETCS CONEpKAHUEM aIMUHUACTPATUBHOTO YPOBHS oOecredeHusi HHHOPMAIMOHHON
0e301acHOCTH:

pa3paboTka MOJUTHKHA 0€30MaCHOCTH

MIPOBE/ICHHE aHAJIM3a YI'PO3 U pacyeTa pUCKOB

BBIOOP MEXaHU3MOB oOecredeHuss HHPOPMAITMOHHON 0€30IMacHOCTH
BHEJIPEHUE MEXaHU3MOB 0€30MacHOCTH

7. Kakoil u3 ypoBHeii obecrieueHrs nH()OpMaMOHHON 6€30MacHOCTH BKIIIOYAET KOMILIEKC Mep O-

MPUATHH, pEaTH3YIOIUX MPAKTHISCKUE MEXaHU3MbI 3alIUTh WH()OpMAIUK:
3aKOHOJATEIbHO-IIPABOBOU
IIPOLIEY PHBIN
aIMUHUCTPATUBHBIN
POrpaMMHO-TEXHHUYECKUN

8. Kakoii 13 nepednciieHHbIX ypPOBHEH He OTHOCUTCS K YPOBHSIM obectiedeHusi HHPOPMAIIHOHHON

0e30MmacHOCTH:
MH(pOpPMaIMOHHbIT
3aKOHOJATEIbHO-IIPABOBOM
aIMUHUCTPATUBHBIN (OpPraHU3aIMOHHBII )
IPOrpaMMHO-TEXHUYECKUN
9. Kakue u3 ykazaHHBIX MEPONPUITHIA 31U THl HH(OPMAIIUU OTHOCSITCSA K OpraHU3allHOHHBIM?
opranu3anus paboThl 10 aHATU3y BHYTPEHHHUX U BHEIIHUX YTPO3 KOH(PHICHIINATHHON HH-
dbopManuu 1 BIpaOOTKE Mep MO 00ECIIEYEHUIO €€ 3alUThI;
BBISIBJICHH € KAHAJIOB YTEUKH MHPOPMAIIUU Ha PAa3HBIX 00BEKTaX U B TOMEIICHUAX;
pa3paboTKa CrelMagbHbIX 3aKOHOB, TOJIHOCThIO OTHOCSIIMECS K KOHKPETHBIM cepaM OT-
HOLIIEHUH, OTPACISAM X031 CTBa, IPOL[ECCAM.

10. YkaxxuTe ypOBHH, Ha KOTOPBIX PEAIU3yIOTCS OPraHU3allMOHHbBIE MEPOIPUSATHUS 3aIIUTHI HH-
dbopmanuu:

aIMUHUCTPATUBHOM
3aKOHOJIATEIbHOM
MPOrPaMMHO-TEXHUYECKOM
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

MPOL ey PHOM
Kakue u3 yka3aHHBIX MEPOIPUATHIN 3aIIUTH HH()OPMAIIMU OTHOCSATCS K HHK €HEPHO-
TEXHUYECKUM?
OpraHu3aIys UCIOJb30BaHUSI TEXHUUECKUX CPEACTB cOopa, 00pabOoTKH, HAKOIICHU ST 1 Xpa-
HEHUs KOH(DUICHIIMAILHON MH(OPMAIIHH;
opranu3aius padoTsl [0 MPOBEIEHUIO0 CUCTEMATUYECKOTr0 KOHTPOJIS 32 paboToil mepcoHana
¢ KOHGUICHIINATBHON HHPOpPMAIIHCH;
MOUCK U OOHApYyKEHUE CPEACTB MPOMBIIIIEHHOT0 IIIMHOHAXA.
OnHUM U3 BAXKHEWIINX OPraHU3aLHOHHBIX MEPONPUATUN SBIIAETCA:
OpraHu3aus pexxuMa U OXpaHbl;
CO3/IaHHE CHENHUANBHBIX MITATHBIX CIIYXO0 3Tl HHGOpMAITIH;
opraHu3aius padoThl C TEPCOHAIOM
B03MOXXHOCTH HECAHKIIMOHUPOBAHHOT'O U CIOJIb30BaHUs KOH (PUIEHIIMATBHBIX CBE/ICHUM B 3HA-
YUTEJIHLHON Mepe 00yCIOBIMBAIOTCS:
TEXHUYECKUMH aCIEKTaMu;
3JI0yMBIILJIEHHBIMU J1€1 CTBUSIMU;
HEOPEXHOCTBIO U XaJaTHOCTBIO MOJIb30BaTENEN MM IEPCOHAA 3alUThI.
Cucrema 3amuThl HHGOpPMALIMK — 3TO:
OpraHU30BaHHAasi COBOKYITHOCTb CII€LUAIbHBIX OPraHOB, CPEJICTB, METOJ0B U MEPOIIPHUSITHIH,
o0ecrneunBaroIyX 3aUTy HHPOPMALMK OT BHYTPEHHUX U BHEIIHUX yIPO3
CHCTEeMa CPE/ICTB MHKEHEPHO-TEXHUYECKOH 3aIUThI, 00eCleuynBaroIas mprueMIeMbli ypo-
BEHb MH(OPMAIIMOHHOM 0€30MMacHOCTH.
CrelHalIbHbIE MOIPa3/eIeHNUs, BBIMOIHIIOLUIME MEPOIIPUSITHS 110 3aIUTE HH(O pMaLUH
K HenocraTkam anmapaTHBIX CPEACTB HHKEHEPHO-TEXHUYECKON 3alUThl OTHOCUTCS:
BBICOKasi CTOUMOCTb;
Macco-TabapuTHbIE XapaKTEPUCTHKH;
HEN0CTATOYHAS THOKOCTb.
K nocTomHcTBaM nmporpaMMHBIX CPECTB MHKEHEPHO-TEXHUUECKOM 3al[UThl OTHOCUTCS
HU3Kasi CTOUMOCTb;
JUTMTETbHBIA IEPUOJ TapaHTUPOBAHHOTO UCIIOJIb30BAHUS;
ObICTpOAEH CTBHE.
Hauvairy pa®oT 110 co3aHuI0 UM COBEPILIEHCTBOBAHUIO CUCTEMBI 3aiuThl nHpopmanuu (C31)
IPEAIIECTBYET:
pa3paloTka pukasa Ha poBejieHre padbot no co3nanuto C3U
orpeneeHue nepeuns HenoctaTkoB AeiictByromeid C3U / TpeboBanusim k HoBoi C3U;
dbopMupoBaHUE CHHICKA MOAPITINKOB, IPUBJIEKAEMBIX K CO3/1aHUI0 / peKoHCTpyKIuu C31
Mepornpustus no co3nanuto C3U HaunHaroTCA:
C OLIEHKHU YSI3BUMOCTH MH(QOPMALIMH, JOCTYITHOCTH €€ JIsl CPECTB 3J0yMBIIIJICHHUKA;
aHaJIM3 COCTaBa U COJEp)KaHUs KOH(UACHIIMAIbHON NH(OpMaLu, HIUPKYJIUPYIOIEH Ha
KOHKPETHOM OOBEKTE 3allUTHI;
aHaJIM3 EHHOCTU WH(GOPMAIUU IS IPEANPUATUS (OPTaHU3AIMH) C TO3UI[UN BO3MOXKHOTO
yiiep0a OT ee Mmoay4eHus] KOHKypeHTaMu
WudbopmarimonHas MoieTb MPEAnpusTis GOpMUPYETCS TOCIe OKOHYAHUS
aHaJIM3a COCTaBa U COJEPKaHUS KOH(PUIEHIMaIbHON nHOpMauu
aHaJM3a LIEHHOCTU UH(pOopMauu
OIIEHKHU ySI3BUMOCTH UH(OPMaIIUH
PaspaboTka crcTeMbl 3aUTh HHPOPMAIIMH HAYNHACTCS C !
M3y4eHUS WH(POPMAIIMOHHBIX aKTUBOB MPEINPUSITHS
pa3pabOTKU OPraHU3alMOHHBIX Mep 3aIIUTH HH(POPMAIHH
YCTaHOBJICHMSI TEPCOHATBHON OTBETCTBEHHOCTH 32 COXPaHHOCTh MH(POpMALIUU
Kontpons 3¢ ¢dekTuBHOCTH 3aIUTHI HEOOXOIMMO HAYNHATh C
MIPOBEPKH OPraHU3AIMOHHO-PEKUMHBIX CPEICTB U MEPOIIPUITUN
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poBepKHU P (HEKTUBHOCTH CUCTEMBI TPOTUBOJIEH CTBUS
tectupoBanus 3amuThl oT HCJI

OK-12
Tun 3aqaHuii: OTKPBHITHII
CocrosiHUe 3alUIICHHOCTH WH(OpMaIuu U MOAAepKUBAOIIeH e HHPPACTPYKTYPbl OT CIIy-
YallHBIX WJIM TpeJHAaMEpPEHHBIX BO3ACHCTBUN €CTECTBEHHOIO WJIM MCKYCCTBEHHOTO XapaKTepa, KOTO-
pele MOTYT HaHECTH yHIepOd BiaAeNbllaM WM [OJh30BaTesIM  HHGOPMAUM  HA3BIBACTCS
0€30MacHOCTEIO.

Tun 3aaHuii: OTKPHITHII
ITponiecc pacno3HaBaHUS IOJIB30BATENsl aBTOMAaTU3UPOBAHHOM MH(MOPMALlMOHHOW CHCTEMOH,
JUIS 4€T0 MPEABbABIIETCS YHUKAIBHOE UM, Ha3bIBAETCS

Tun 3a1aHuii: OTKPBITHII
[Ipouieaypa mnpoBepKHM MNOMJIMHHOCTU, NpEeAHA3HAUYE€HHas ISl MOATBEPXKIACHUS HCTUHHOCTU
MOJIL30BATEJIs, MPEIBIBUBIIETO UJICHTU(DUKATOD, HA3BIBAETCS

Tun 3agaHuii: OTKPBITHIA

CKOJIbKO KaTeropuil rocyaapcTBEHHBIX HHPOPMALIMOHHBIX pecypcoB ompenensier @3 «O6 un-
dbopmaruu, 1H(GOPMAIIMOHHBIX TEXHOJIOTHIX U 0 3ammuTe uHopmamuu» ot 27.08.2006 1. No 149-D3?

OTBeT 3anumuTe HuQpoii.

Tun 3agaHuii: 3aKPHITHIA

Kakum criocobom B MS WOrd MO)KHO yCTaHOBHTH 3aIIUTY JOKYMEHTOB OT MaKpPOBHPYCOB?
1. @aiin — [Tapamerpsr — LleHTp ynpaBneHus 6€30MacHOCTHIO

2. ®aiin — [Napamerpsl — CrienraibHbIe BO3MOXKHOCTH

3. @aiin — YuertHas 3anuch — [lapameTpbl 0OOHOBICHUS

4. PenieH3upoBaHue — 3alIUTUTh

Tun 3aqaHuii: 3aKpbITHII

VYkakuTe BEpHBIN BapUaHT NapoJis ¢ TOUKU 3PEHUS COBPEMEHHBIX TpeOOBaHMI:
1. 1R#gO*v$85

2. IvaNova2005

3. 89089521318

4. snexTpuuKaIus

Tun 3agaHuii. 3aKPHITHIA

Kakum crrioco6om B MS WOrd MO)KHO yCTaHOBHTD 3allIUTy Ha JTOKYMEHT?
1. ®aiin — CBeneHus — 3aUTUTD TOKYMEHT

2. ®aiin - CoxpaHUTh

3. @aiin — O0mmiA 1oCTyI

4. @aiin — CoxpaHUTh Kak

Tun 3agaHuii: 3aKpHITHIA

Kakum cnoco6om B MS Excel MOXHO yCTaHOBUTB 3allIUTY Ha S4EHKY OT peaKTUPOBaHUs?
1. ®opmart siueek — 3amuTa 3aTeM PelieH3upoBaHue - 3amuTUTh JUCT

2. PeuensupoBanue - 3alIUTUTD JTUCT

3. ®opmar siyeek — 3alura

4. PeuensupoBanue — 3allIUTUTh KHUTY
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IIK-48
Tun 3a1aHni: OTKPBITHIH
Nudopmanronnasi 6€301acHOCTh SABJISIETCS OAHOM M3 COCTABJISIONIUX
0€30MacHOCTH.

Tun 3aganmii: OTKPbITHIA

[ToreHIIMaTBEHO BO3MOXKHOE COOBITHE, MTPOLIECC WU SBIIEHHE, KOTOPhIe MOT'YT IPHUBECTH K YHHU-
YTOKCHHIO, YTpaTe I[eTOCTHOCTH, KOH(PHUACHITUATHHOCTH WUJIU IOCTYITHOCTH WH(OPMAIINN Ha3bIBACTCS
nH(pOpMaIIIOHHON 6€30MMacHOCTH

Tun 3aaHuii: OTKPHITHII
CepBuUCHBIC TTPOrpaMMBI, TIPeTHA3HAYCHHBIC /TSl YIPaBIeHUS (aillaMu ¥ TMaKaM# Ha JHCKaX
Ha3bIBAIOTCS MEHEKEPBI.

Tun 3aqaHuii: 3aKpbITHII

VYkaxkuTe BUJIbI YTpo3 UHPOPMALIMOHHON 6E€30MacCHOCTH:
1. yrpo3a goctynHocTy uH(pOpMauu

2. yrpo3a 1eJ0CTHOCTH UH(popMaluu

3. yrpo3a KoH(pHUACHIHATBHOCTH HHPOPMALIUN

4. yrpo3a uaeHTupuKauy vHGopMauu

Tun 3a1aHuii: OTKPBITHIN.
[Ipu mombITKE BHECEHUS! YMBIIIUICHHBIX WM CIy4alHBIX U3MEHEHHI B MH(OpPMAIHIO, XpaH -
HIyr0Csi B ”H(QOPMAIIMOHHON CHCTEME, BOSHUKAET yrpo3a HapyIIeHHs €&

Tun 3a1aHuii: OTKPBHITHII
Co3naHue yCcIoBUH, MPU KOTOPBIX AOCTYI K HHGOPMAIIHN U HHPOPMAIIMOHHON yciyre Oyaer
HEBO3MOYKEH WJIM OI'PaHUYEH, BEAET K YrpO3€ HapyLIEHUs

Tun 3a1aHuii: OTKPBITHIM.
[Tpu mombITKE MOTYYEHUS TOCTyna K MHGOPMAIIUU JIMIIOM, HE UMEIOIIIUM Ha JTO TpaBa, BO3HH-
KaeT yrpo3a HapylIeHUs e€

Tun 3agaHuii: 3aKpHITHIA

VYkaxkuTe MeToAbl 00HAPYKEHUSI KOMITBIOTEPHBIX BUPYCOB:
1. CkaHnupoBaHue

2. OGHapyxeHue U3MEHCHUI

3. OBpHUCTHYECKUI aHAIN3

4. cnons30BaHKUE PE3UICHTHBIX CTOPOKEN

5. AnanuTHYecKoe nmpeodpa3oBaHNE

Tun 3a1aHuii: OTKPBHITHII
COBOKYIMHOCTh JIOKYMEHTHPOBAHHBIX YIPABICHYECKUX PEIICHUH, HAMpPaBJICHHBIX Ha 3aIIUTY
nH(pOpMaMK M acCOIMUPOBAHHBIX C HEH PECYpCOB MPEANPHUSATHS WU OpPraHU3AIMH, Ha3bIBaCTCS
0€e30IMacHOCTH.

Tun 3axanuii: 3aKpBITHIH

[Tpu acumMmeTpu4HOM MM (PpOBaHUY JUTA MM (PPOBAHUS U ACIIHPPOBAHUS UCTIONB3YIOTCS:
1. ABa B3aMMOCBSI3aHHBIX KJIIOYa

2. OMH OTKPBITHINA KIIIOU

3. OIMH 3aKPBITHIN KIHOY

4. 1Ba OTKPBITHIX KJFOUa
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Tun 3agaHuii: OTKPBITHIA

OpraHu3oBaHHasi COBOKYITHOCTh CIEUUAIBHBIX OpPraHOB, CPEACTB, METOJOB M MEPONPHUSITUM,
o0ecreunBaIIUX 3alUTy HWH(QOpMAIMM OT BHYTPEHHHUX M BHEIIHUX YIPO3, HAa3bIBACTCS
3aIUThl HHPOPMALTHH.

Tun 3aqaHuii: 3aKPbHITHII

OCHOBHBIMH MEPOIPHUATUSIMH T10 3aIIUTE HHOOPMALIUK OT pa3TIallieHus IBISIOTCS:

1. pa3paboTka mepedyHsi CBEICHHH, COCTABISIOMNUX KOMMEPUYECCKYIO TalHY TPEATPHUSITUS, JOBE-
JIEHUE JTOTO TEPEYHS 0 KaXXIOro COTPYAHHKA, AOMYIICHHOTO K JAHHBIM CBEACHHSIM, C 00sS3aTeNb-
CTBOM 3TOT'O COTPYIHHUKA COXPAHITH KOMMEPUYECKYIO TaliHY, a TaK)Ke€ KOHTPOJIb 38 COXPAHHOCTHIO KOM-
MEPUYECKUX CEKPETOB

2. pa3paboTKa MepeyuHs CBeIeHU, COCTaBIISIOIMINX KOMMEPUYECKYIO TalHY PEATNPUATUS

3. IOBENIEHUE TIePEUHs CBEICHHM, COCTABIIIIONIMX KOMMEPUYECKYIO TalHYy 0 KaKJIOTO COTPY/I-
HUKa, JTOMYIICHHOTO K HUM, C 00513aT€IbCTBOM 3TOr'0 COTPYIHUKA COXPAHATh KOMMEPUYECKYIO TalHY

4. KOHTPOJIb 32 COXPAaHHOCTHIO KOMMEPUYECKHX CEKPETOB

Tun 3agaHuii: 3aKPbITHIA

3amuTa OT yTeUKU KOH(pHIEHIHaIbHOU NH(POPMAIIUN CBOIUTCS K:

1. BBISIBJIEHHUIO, YUETY M KOHTPOJIIO BO3MOXKHBIX KAHAJIOB YTEUKH B KOHKPETHBIX YCIOBUAX

2. NpOBEAECHUIO OPraHN3alUOHHBIX, OPraHU3al[MOHHO-TEXHUUYECKUX U TEXHUYECKUX MEpOIpusi-
TUM 110 TUKBUIAIUHA KAHAJIOB YTEUKH

3. KOMIIJIEKCHOE BBIIIOJIHEHNE BBIIECYKa3aHHBIX MEPONPUATHN

Tun 3agaHuii: 3aKpPbITHIA

3amuTa OT HECAHKIIMOHWPOBAHHOTO JOCTYyNa K KOH(UIACHINATLHOW HHPOpPMAIHH 00ecIed u-
BAETCsl BBITIOJIHEHUEM::

1. opraHU3aIMOHHBIX U TEXHHYECKUX MEPONPHUSTUI

2. TOJBKO OPraHU3AIMOHHBIX MEPOITPUITUI

3. TOJIBKO TEXHUYECKUX MEPOIPUITHIA

4. HEeBO3MOXXHO 00€CIIEUUTh 3AIUTY

Tun 3a1aHuii: 3aKPHITHII

Bam 1o3BOHMIJI 4€NOBEK, MPEICTABUICS COTPYIHHKOM CIIY>KObI O€30MacCHOCTH M TOIPO CHUJIT
MpeA0CTaBUTh Bail maposib yueTHOH 3amicHu UM KOPHIOPATUBHON MOYTHI IJISl MPOBENEHUS padboT 1o
MOBBIIICHUIO 3aIIUTHI HH(OpManuu. Bamm neiictus:

1. OTkaxy

2. IIpenocrasino

3. I[louHTEpECYIOCH ISl KAKMX LEJIEN U MPETOCTABIIIO

Tun 3agaHuii: 3aKpbITHIH

Kakue neiicTBus HEOOXOIMMO BBHINOJHUTH B CIy4ae OOHAPYKEHUS 3apa)KCHHBIX BPETOHOCHbI-
MU TIporpamMmamu (Gansios:

1. 3aBepmuth padory IIK (uHpOpMaLIOHHON CUCTEMBI) U HEMEUIEHHO COOOIIUTH CHElUaIu-
CTy 110 HHGOPMAITMOHHON 0€301aCHOCTH

2. IPOUTHOPUPOBATH COOOIIEHUE AHTUBUPYCHON IPOTpaMMBbl

3. IPUHATH CaMOCTOATEIbHBIE MEPBI IO MPEIOTBPAILEHUIO PACTIPOCTPAHCHHU ST 3aPaK CHHS

4. nepesarpy3uts [1K
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3.6. Kontpons ymMeHuit 1 HaBBIKOB

KoHTpone ymMeHuil 1 HaBBIKOB OCYLIECTBISETCS Ha JaOOPaTOPHBIX 3aHATUIX BO BpeMs IpHema
OTYETOB O0YYaIOIIUXCS O BBHIIOJHEHUN WHIMBUIYaJbHBIX 3aJJaHUN B COOTBETCTBUH C IIAHOM IpOBE-
JeHus 1a00paTOPHBIX 3aHATHI U B XOZE OMpoca 00YyJaromIMXCsl MPU KOHTPOJIE BBHIMTOIHEHUS UMH W H-
JABULYAJIbHBIX 3a1aHUN.

OreHka OBJIaJICHNS HaBbIKAMH OCYILECTBIISETCS Yepe3 pelieHrue 00yJarouuMuUcs ClaelyonmX
NPaKTHYECKHUX 32124

- ompeieNieHUe 1eNei 3aiuThl MHPOPMAIIMK B COCTaBe OOCCIeYeHUs] IKOHOMUUYECKO 0e30MacHOCTH
OpraHU3alluH;

- BBISIBJICHUE OCOOCHHOCTEH 00BbEKTa 3alUThl HH(GOPMAIMH C MO3UIMU MOTCHIIMATBLHBIX U PEaTbHBIX
YIpO3 SKOHOMUYECKOW O€30MacCHOCTH OPTaHU3aAINH (TIPEIPHSATHS);

- ompereneHre yrpo3 HHGOPMAIMOHHON 0€30IIaCHOCTH B COCTaBE MEPONPHSATHH, HAIPaBICHHBIX Ha
obecrieueHne YSKOHOMUIECKOH 0€30TTaCHOCTH OpTraHu3aIliH (TIPEIPHUSITHS);

- IPOBEJICHUE aHAJIM3a PUCKOB MH(OPMAITMOHHOM 0€301IaCHOCTH OpraHu3anuy (IPEIPUsITHS ) B LENIIX
ONpE/IEIICHISI TIOTEHIHAIIBHBIX U PEANTbHBIX YTPO3 €r0 SKOHOMIYECKOH 0€301acHOCTH;

- IOCTPOCHHUE KOHIIETIIINY WH()OPMAITMOHHON 0€30MaCHOCTH OpraHM3aluy (TIPEANPUITHS) B TIEISIX BbI-
SIBJICHUSI | YCTPAHEHUs IPUYMH U YCIIOBUH, CITIOCOOCTBYIOIIMX COBEPLICHUIO MPECTYIUICHUH B MH(OPMAIIHOH-
HOM 1 SKOHOMHYECKOM cepe;

- pa3paboTKa MOJUTHKKA 0E30TIaCHOCTH OpPraHHW3aIMy (IPEIIPUATHS) C LEIbI0 MPEIOTBPAICHUs 10-
TEHIHAJIBHBIX U PEATBHBIX YTPO3 €r0 SKOHOMHYECKOW 0€30I1aCHOCTH |

- paspa60TKa MepOHpI/DITI/Iﬁ IO COBCPHICHCTBOBAHUIO CHUCTCMbI 3allIUThI I/IH(I)OpMaL[I/II/I OopraHm3annu
(HpC,I[HpI/IHTI/IH) B COCTAaBC MCP, HAIIPABJICHHBLIX Ha obecreueHne ero SJKOHOMUYECKOH 6€3OHaCHOCTI/I;

- peanu3anys Npoleayp MOUCKa, XpaHEeH s, 00pabOTKH, epeadn U 3alluThl HH(OPMAIMH C UCTIONb-
30BaHUEM TEXHUYECKUX U MPOTPAMMHBIX CPEICTB;

- peai3anyAa Nnpoucayp XpaHCHu:d, repcaavin 1 3alluThbl I/IH(I)OpMaLII/II/I C HCIIOJIb30BAHUEM KpUIITOI'pa-
(1)I/I‘I€CKI/IX MCTOJOB MU CPCACTB.

3.7. Tembl n1aGopaTopHBIX padbOT

OrnpeieneHue 1esnei 3aimuTbl HGOPMAIMK B OpraHu3aiiy (Ha IpepusiTiH)

Ornpenenenne yrpo3 HHPOPMAIIMOHHOM OE30ITaCHOCTH ¥ aHAJIM3 PUCKOB OpraHu3alyy (IPEIIpHsTHS )

Peamm3zanust 3amutsl HHGOPMAIMU AHTHBUPYCHBIMH IIPOTPAMMAaMH

Pabora ¢ monckoBo-cripaBouHo# cuctemoit KoHncympTanTIITFOC 1 HOpMAaTHBHO-TIPABOBOM 0a30#i 3amim-
TBI HHQOPMATTIT

[Mpumenenne mpocThIX mU(PoB s 3ammThl HHGopMammu. [IpuMeHeHne Kpunrorpapuueckux airo-
PHUTMOB Ha OCHOBE METOJIOB TIOJICTAHOBOK, TIEPECTAHOBOK, FAMMHUPOBAHUS

[Mpumenenne accCUMETPUYHON KpUNTOrpahUIecKOi CUCTEMBI

[Toctpoenune xoHeNIMK 6€30MACHOCTH OPraHU3aINy (TIPEATPUSTHS)

Pa3paboTka monuTHky 6€3011acHOCTH OpraHnu3alnuK

Peanmusanust 3amutsl HHGOPMAIMU CPEICTBAMHU OIEPAIIMOHHBIX CHCTEM

Peanusanmst nmoncka, XpaHeHusi, 00pabOTKU U 3aIIUTHI HHQOPMAIMK CpeacTBaMU (DaiiJIOBBIX MEHEDKe-
poB

Peanusanust XxpaHeHus! ¥ 3aIUThl MHGOPMALIMH CPEICTBAMU MIPOrpaMM-apXHBaTOPOB

Peanusarnmst nowcka, xpaHeHus, 00paboTKH 1 3amuTel HHGopMarmu B npuiokenusx MS Office
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4.

MeToauueckue MaTepualibl, onpeaesiionue Npoueaypy oueHuBaHus 3HAHU,
YMeHHUii, HABBIKOB M (MJIM) ONbITA AeSITeJbHOCTH

4.1. BHyTpeHHHE HOPMATHUBHBIE aKThI

[TonokeHne 0 TEeKyIIeM KOHTPOJIE YCIIEBAEMOCTH M MIPOMEKYTOUHOH aTTECTallui 00YyJatOIHX-
ca [IBIAY 1.1.01 — 2017;
[Tonoxenue o ¢ponne onenounsix cpencts [1 BIAY 1.1.13 — 2016

4.2. PexoMeHIAIMH TI0 POBEICHUIO TEKYIIETO KOHTPOJIS

1. | Cpoku npoBeaeHHs TEKYILLETO KOHTPOJIS Ha xaxnom mabopaTopHOM 3aHATHN
Mecto 1 BpeMsi NPOBENEHUS TEKYIIEr0 KOH- .
2. Tposs P poBei yi B yueOHoii aynuropun B xoze 1a00paTOpHOro 3aHATHS
TpeOoBaHMS K TEXHHMYECKOMY OCHAILICHUIO . .
3. | P Y - B cootrsercteun ¢ OI1 BO u paboueit nporpammoit
ayIUTOpUU
4. | JIumo, mpoBosIIee MPOIeaypy KOHTPOJIS INoproxuna E.JO.
5. | Popma TEKYILETo KOHTPOJIsL Ompoc, cobeceioBaHne, TECTUPOBAHIE
6. | Bpemst nist mpoBeieHns TEKYIIETo KOHTpoJsi | B TeueHue 3aHsaTHS
B03MOXHOCTD HCHONB30BaHUS JTOMOTHHUTENb-
1. Pazpemaercs
HBIMH MaTepuaiaMu
8. | Jlumo, oOpabaThiBaroIee pe3yIbTaThl I'oproxuna E.1O.
9. | Meromb! OLICHKH Pe3yIbTATOB OKCIIepTHBIN
OueHka BBICTaBISIETCS B HaJl, TOBOAUTCS IO CBEACHUS
10. | IIpeabsBieHre pe3ynbTaToB ! PKYPHAL JIOBOIMTCA 1 4
00YUAIOIIMXCS B TCUCHUC 3aHSTHS
B mnopsiake, ycTaHOBIEHHOM BHYTPEHHHMH HOPMATHBHBIMH
11. | Amemsiiust pe3yJibTaToB PAIKE, "y p P

aKTaMH

4.3 Knroun (0TBETHI) K KOHTPOJIBHBIM 3aJJaHUSIM, MaTepragaM, HEOOXOIUMBIM JJISI OLIEHKU

3HAHUU

VY npenogaBarensi, OCYIECTBISAIONMIET0 MPOIETYPY KOHTPOJIA.

Penen3eHT: rnaBHBIN COBETHHK OT/ENIa MHPOPMAIIMOHHONW O€30MaCHOCTH IMpaBUTEILCTBA Bo-
poHexckoii obsactu Psamonos K. 5.
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