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1. O0mas xapakTepucTUKA TUCUMILINHBI

1.1. Heas AuCHMNJINHBI:
(hopMUpOBaHKE 3HAHWIA, YMEHHUI 1 HABBIKOB IMPOBEICHUS aHaIM3a MHGOPMAIMOHHBIX YTPO3 JUIS MPEAIPUITAN U
opra"u3aiui, o0y4eHue nmpuemMam 3anuTshl THHOPMAITMOHHBIX PECYPCOB B MPO(ecCHOHANBHOM NeITeThHOCTH

1.2. 3apaum AUCUMIJIMHBI:

(dhopMUpOBaHUE 3HAHUI OCHOB B 00J1aCTH MHPOPMAITMOHHOW OE30MaCHOCTH;

(dbopMHUpOBaHKE 3HAHUM, YMEHUI 1 HABBIKOB 0OOCHOBaHUSI MEPOIIPHUATUHN IO 00ecriedeHno HHPOPMaLOHHON
0e30IMacHOCTH;

(dbopMHUpOBaHKE 3HAHUI, YMEHU Y HaBBIKOB HCIOJB30BAHUS METOIOB MH(OpMAIOHHON 6€3011aCHOCTH B
npodeccCHOHaTBHON IETEIbHOCTH;

(dbopMHUpOBaHKE 3HAHUI, YMEHUH U HaBBIKOB HCIOJIb30BAHUS HOPMATHUBHO-IPABOBBIX aKTOB 110 BOIIPOCAM
nH(POPMALIMOHHOHN 0€30MacHOCTH;

(dbopMHUpOBaHKE 3HAHUI,YMEHUH 1 HAaBBIKOB UCIIOJIb30BAaHUSI MHCTPYMEHTOB, CPEJICTB M METOJOB O0ECIICUEHHUS
nH(POPMALIMOHHOHN 0€30MacHOCTH;

(hopMHUpOBaHKE 3HAHU,YMEHNUH 1 HABBIKOB OIMCAHMSI CUCTEMBI obecrieueHus] HH(POPMaMOHHOW O€30MaCHOCTH U
yhpaBieHus: THPOPMALIUOHHON O€30MaCHOCTBIO.

1.3. [IpeameT TUCHUNIMHBI:
METOJIbl 1 MHCTPYMEHTBI o0ecTiedeHrs MHPOPMAIIMOHHOMN 0€301MacHOCTH

1.4. MecTo B 00pa3oBaTeIbHOI MporpaMme:
o0s13aTenbHas YacTh

1.5. B3aumocBsi3b ¢ APYrUMH AUCHUTLIMHAMM:

b1.0.05 IIpaBo u 0OCHOBBI TPOTUBOACUCTBHS KOPPYIIIUU
b1.B.06 OGy4enue nonp3oBatenell HHOOPMAIMOHHBIX CUCTEM
b1.B.12 Ynpasnenue IT-npoexramu

1.6. OcobGennocTH peanu3anui IMCHUIIJIMHBI 1JId UHBAJIU/A0B U JIMIl C OrPAHUYCHHBIMHA BO3MOKHOCTHAMMU 3/10POBbA

OcCo0eHHOCTH peanu3anny TUCHUTUIMHBI Ul MHBAJIH/IOB H JIUI] C OTPAaHHYCHHBIMU BO3MOXXHOCTSIMH 3I0POBBSI
OIIPEICTISIFOTCS. B MHANBUAYaIbHOM MOPSIKE UCXOs U3 crienn(uKy 3a001eBaHusl U TpeOOBaHMIA, yKa3aHHBIX B OCHOBHOM
00pa3oBaTeNbHOIl Tporpamme



2. Hna}mpyeMble PE3YJbTATHI U3YUCHUA TUCHUIIIUHBI

KommereHnust VHauKaTOp JOCTHKCHUS KOMITCTCHIIUH
Kon ConepxaHue Kon Conepxanue
31 OCHOBBI JINYHOI HH()OPMAIIOHHON 0€30MacCHOCTH
36 OCHOBHBIE HHPOPMAIIMOHHOH 0€30MacHOCTH
MIPUMEHSTH METOBI 00CCIICYCHUS JINIHON HHPOPMAaHOHHOM
Croco0eH pemats CTaHAaPTHEIE 3a1a91 Vi1
. 6e30I1acHOCTH
npodeccroHaTbHON AEATENFHOCTH HA
. HCIIONI30BaTh HHCTPYMEHTHI H METOIBI 00eCIICUCHUS
OCHOBE HH(POPMAITUOHHOHN H vi7 N
N nH(pOpMaOHHOW 0€30TaCHOCTH
6ubmmorpadIuecKkoi KyIbTypHI C = =
OIIK-3 H1 obecreyeHus! JTNIHON HH(POPMAIMOHHOH 0€301aCHOCTH
NPUMEHCHUEM HH(POPMAIHOHHO- —
N MOJTOTOBKU 0030pOB, aHHOTAIHH, COCTAaBIECHHS pedepaTos,
KOMMYHHKAITHOHHBIX TEXHOJIOTHH U C .
N HaYYHBIX JOKJIAI0B, MyOIuKanuii, u Oubdmmorpaduu mo HaydHo-
Y4€TOM OCHOBHBIX TpeOOBaHUMN H7 N .
. HCCIIEOBATENLCKOM paboTe ¢ y4eToM TpeOoBaHHI
WHPOPMAITMOHHOHN 0€30MacHOCTH N
rHGOPMALIMOHHON 0€30MacHOCTH
H8 OIMCaHMs CUCTEMBI o0OecrieueHns HHPOPMAMOHHON 0€30MacHOCTH
35 HOpMAaTHUBHOE o0ecrieueHne NHPOPMAITMOHHOH Oe30MacHOCTH
CrnocoOeH yuacTBOBaTh B pa3paboTke
OIIK-4 |CTAHAAPTOB, HOPM 1 TPABHL, A TAKIKE V6 HCIIONIh30BaTh HOPMAaTHBHO-TIPABOBBIC aKTHI IO BOIIPOCaM
TEXHHYECKOW TOKYMCHTAIIUH, CBSI3aHHOM C nH(pOpMaOHHON 0€30TaCHOCTH
npodeccroHaTbHON AESTENEHOCTEIO Hs 000CHOBaHUSI MEPONIPHUSITHIH 110 00ECTICUCHNI0 HHPOPMAITMOHHOM
6e30I1acHOCTH
MIPUHIUIIEL 00ecTieYeHUs] MH(DOPMAIOHHON 0€301acHOCTH
CrnocoOHOCTh IPUHUMATH YIACTHE B 35 PHHIL (opva
opraumsarmu UT-urppacTpykTypsl n Opranimsauy
[K-10 N Y5 YIIPaBIATh HHYOPMAIIMOHHOM 6€30MaCHOCTHIO
yIIpaBJIeHUU HHPOPMAHOHHON —
HCTIONB30BAHUS CPEACTB obecreueHns: HHPOPMAUOHHON
6€301macHOCTBI0 H6

0e30IacHOCTH




3. O0beM JMCUMIJIMHBI ¥ BUAbI Y4e0HOI padoThI

3.1. Ounas dpopma o0yueHus

Cemectp
IToxka3zaresn 2 Bcero
OO6mas Tpyao€MKOCTb, 3.€./9 3/108 3/108
OO0mias KoHTaKkTHas padboTa, 4 38,15 38,15
OO6mas camocTosTensHas paboTa, 4 69,85 69,85
KonraktHas paboTa mpu NpoBeNeHUN YU4EeOHBIX 3aHATHH, 38,00 38,00
B T.4. (4)
JIEKIIUU 20 20,00
MPaKTUYECKHE-BCETO 18 18,00
CaMOCTVOHTenLHa;I paboTta TpU TPOBENEHUU YIEOHBIX 61.00 61,00
3aHATUH, 4
KonTakTHass paboTa mpu MPOBEICHUH MPOMEXKYTOUHOM 0.15 0.15
aTTecTaluy 00yJIaroIMXCs, B T.49. (1) ’ ’
3a4yeT 0,15 0,15
CamocrosiTenpHass ~ paboTta  HpH  MPOMEKYTOYHOM
8,85 8,85
aTTeCcTaluy, B T.4. (1)
MOJIrOTOBKA K 3a4eTy 8,85 8,85
dopma MPOMEKYTOUHON aTTECTalUN 3a4eT 3a4er




3. O0beM IMCHUILVIMHBI M BU/IbI y4e0HOH PadoThl

3.2. 3aounan ¢popma o0yueHus

Kypc
IMoka3zarean ); Bceero
OO6mas Tpyao€MKOCTb, 3.€./9 3/108 3/108
OO0mias KoHTaKkTHas padboTa, 4 12,15 12,15
OO6mas camocTosTensHas paboTa, 4 95,85 95,85
KonraktHas paboTa mpu NpoBeNeHUN YU4EeOHBIX 3aHATHH, 12,00 12,00
B T.4. (4)
JIEKIIUU 6 6,00
MPaKTUYECKHE-BCETO 6 6,00
CaMOCTVOHTenLHa;I paboTta TpU TPOBENEHUU YIEOHBIX $7.00 87.00
3aHATUH, 4
KonTakTHass paboTa mpu MPOBEICHUH MPOMEXKYTOUHOM 0.15 0.15
aTTecTaluy 00yJIaroIMXCs, B T.49. (1) ’ ’
3a4yeT 0,15 0,15
CamocrosiTenpHass ~ paboTta  HpH  MPOMEKYTOYHOM
8,85 8,85
aTTeCcTaluy, B T.4. (1)
MOJIrOTOBKA K 3a4eTy 8,85 8,85
dopma MPOMEKYTOUHON aTTECTalUN 3a4eT 3a4er




4. Coaep:xxaHue TUCUUILINHBI

4.1. ConeprxaHue JTUCHHMILUIMHBI B pa3pe3e pa3/iesioB U MOApa3/iesioB

Paznen 1.

OcHOBBI THPOPMALTMOHHON 0€30ITaCHOCTH

TToppaznen 1.1.

HudpopmanronHas 0€30MacHOCTh B CUCTEME HAallMOHAJIbHOW Oe3omacHocTH Poccun
OCHOBHBIE ITOHSTHS U OIPEENIeHUs B 001acTH HHPOPMAITHOHHOK O€30I1acHOCTH
OCHOBHBIE COCTaBIISIOIINE HH(POPMALIMOHHON O€30MaCHOCTH.

[NonsiThe U cyniHOCTh 3auThl nHPopManuu. [IpenmMer 1 00BEKT 3aIMUTHI HHPOPMAIHH.
Ionpaznen 1.2.

Yrpo3sl HHPOPMAIMOHHOH 6€30MaCHOCTH

HNudopmanmonHas BoiiHa, METOJIbI U CPEJICTBA €€ BEICHHUS.
[Nonstue u knaccudukanus yrpos nadopManronHoi 6ezonacHoctu. Ciaydaitaeie yrpossl. [Ipennamepennsie
YTPO3BL.
Mozens THIIOTETHYECKOTO HapyIIUTeNs HH(OPMAIIMOHHOH 6e30IMacHOCTH
Paznen 2.
KoMmproTepHble MPECTYIUICHNS M IPABOBBIC OCHOBBI 3AIUTHI HH()OPMALIUH
Ionpaznen 2.1.

KommbrotepHsble pecTyIuIeHus 1 UX 0COOEHHOCTH
ToHsTHE KOMITBIOTEPHBIX PECTYIUICHUIN U UX BHIIBI
BpenoHocHoe nmporpaMMHoOe obecrieueHue.

Mertoabl U TeXHOIOTHH OOPHOBI C BPEIOHOCHBIMH ITPOrpaMMaMHU
Ionpaznen 2.2.

3aKkoHO/aTEeNIbHBIC ACTIEKTHI HH(POPMaMOHHOM Oe3omacHocTH B PO
3akoHoarenbeTBo PO obnactu nHdopMalioHHOH 6€30MacHOCTH
HopmartuHo-TipaBoBbIe OCHOBBI HH(OpMAIIMOHHOM Oe3onmacHoCcTH B PD.
OTBETCTBEHHOCTH 3a HapylIeHus B chepe nHPOpMannoHHOH Oe3omacHoCTH B PD.

Paznen 3.

CucreMHOe 00ecIieueHHe 3aIuThl HHPOPMAaIUH

Ionpaznen 3.1.

Kpunrorpadudeckne MeToap! 3aUThl HHPOPMAITUK
OCHOBHBIE TTOHATHSA U OIIpeAeeHns Kpunrorpaduu. Vicropus pa3BuTus kpunrorpaduu.
Knaccudukaius kpuntorpaguueckux METOJ0B 3aIIUThl HHPOPMAIUHH.

DJeKTpOoHHAas MOAMICH M MEXaHU3MBI €€ peann3alyy.
Ionpaznen 3.2.

CucreMHOe 0OecTieueHHe 3aInThl HHPOpMaIuu, oopadarbiBaeMoli B MHPOPMAIIHOHHBIX CHCTEMaX

Kputepru 3aueHHOCTH KOMITBIOTEPHBIX CHCTEM.
KoHuenryasnbHas MOJeIb HHPOPMALIMOHHON 0€30M1acCHOCTH.
OCHOBHbIC MPHUHIIHITBI TOCTPOCHHSI CHCTEMBI 3AIUTHI HH)OPMAIIUH.

Mero/b! 3aIUTh HHpOpMaLKH. MHTeIeKTyalIbHEIN HHTepdeiic.



4.2. Pacnpeneiienue KOHTAKTHON U CAMOCTOSITEILHOW padoThI M0 MoaApas3aeiamM
Ounas ¢popma o0yueHust

KonTakrHas pabora
Paznensl, noapazaensl AMCHUILUINHB CP

JIEKIIUH 113

OcHoBbI HHPOPMATMOHHOW 0€30MACHOCTH

HudopmarmonHas 6€30macHOCTh B CHCTEME HAIlMOHAIbHO# Oe30macHocTr Poccuu 33 3,0 10,1

Yrpo3bl HHHOPMAMOHHON 0€30MaCHOCTH 33 3,0 10,1

KOMHLIOTepHLIe NpPeCTyNJICHUs1 U MPaBOBbLIC OCHOBLI 3aIIIUTHI l/lH(l)OpMaIIl/lI/l

KoMmmsroTepHBIe IPECTYIUICHNS X HX OCOOCHHOCTH 33 3,0 10,2

3aKkoHOJaTENbHBIC aCTIEKThl HH(OPMAIIMOHHON 0e30TacHOCTH B PO 33 3,0 10,2

CucremHoe of0ecnieyeHne 3aiUTHI HHPOPMATIMHU

Kpunrorpaduieckne METOIbI 3aTUTH HHPOPMAITHH 33 3,0 10,2

CucremHOe obecrieueHre 3anuThl nHpopMain, 00padaTeiBaeMoi B MHGDOPMAIIMOHHBIX

33 3,0 10,2
cucTeMax




4.2. Pacnipe/iejieHHe KOHTAKTHOI U CAMOCTOSITEJILHOW padoThl MO MoApa3aeiam
3aounas ¢popma o0yueHusn

KonTakTHas pabora
Pa3nensl, noapazaensl AMCHUILUINHBL CP

JICKITUU 113

OcHoBbI HHPOPMAIMOHHOW 0€30MACHOCTH

HudopmarmonHas 6€30macHOCTh B CHCTEME HAIlMOHAIbHO# Oe30macHocTr Poccuu 1,0 1,0 14,4

YTrpo3sl HHPOPMAMOHHOH 0€30MaCHOCTH 1,0 1,0 14,4

KOMH]:IOTepH]:le NpeCTyIJICHUS U NIPAaBOBbIC OCHOBLI 3alIIUTBI l/lH(l)OpMalIl/lPI

KoMmsroTepHBIe IPECTYIUICHNS X HX OCOOCHHOCTU 1,0 1,0 14,5

3akoHOIaTeIbHbIC aCTIEKTHI HHQOPMAIIMOHHOM 6e30macHocTH B PO 1,0 1,0 14,5

CucremHoe o0ecnieyeHne 3aiUThI HHpoOpMaUu

Kpunrorpadudeckne METOIbI 3aTUTHI HHPOPMAIHH 1,0 1,0 14,5

CucremMHOe obOecriedueHre 3auuThl HHGopMaln, 00padaThiBaeMOi B MHYOPMAIIMOHHBIX
cucTeMax

1,0 1,0 14,5




4.3. [lepeyeHb TeM U Y4eOHO-METOANYECKOI0 00eceuyeHus 1JIsl CAMOCTOATENbHON padoThl 00y4alomuXcs

Paznensl, mozxpasnensl AUCHUATUINHBL

Y4ebHO-MeToAnuecKoe 00ecIeueHue

O6bem yacoB CP

OYHasA

| 3aounas

OcHoBbI HH(POPMALTMOHHO 0€30MaACHOCTH

NndopmarronHas 6€300acHOCTh B CHCTEME HAIIMOHATIBHON
6e3omacHocTr Poccnn

Bapanosa E. K. Indopmanmonnas 6e301macHOCTb U
3anMTa HHGOPMALUH [3IeKTPOHHBINA pecype]: YueOHoe
mocobue / E. K. bapanosa, A. B. babam - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [DBC
3nanuym]| URL:
https://znanium.com/catalog/document?id=393765
Toproxuna E. 0. MadopmarmonHas 6€30macHOCTS:
yueOHOe mocobue: Il CTyIeHTOB, 00Y4aIOMIHXCs IO
cnenuansHocty 38.05.01 "OxoHOMUUYECKast
6ezonacHocts" / E. 0. T'oproxuna, JI. W. JlutBunosa, H.
B. TxaueBa; BopoHe:xcKuii rocy1apCTBEHHBIN arpapHbIi
yHHMBepcUTET - Boponex: Boponexckuit
roCyJapCTBEHHBIN arpapHblii yHuBepcutet, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
I'puminna H. B. HpopmMannoHHas 6e30macHOCTb
TIPEANPHUTHS [3IEKTPOHHEIN pecype]: YueOHoe
nocobue / H. B. I'puiuna - Mocksa: U3narenscTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3nannym] URL:
https://znanium.com/catalog/document?id=399940
Toproxuna E.10. Madopmarmonnas 6e301macHOCTS:
[Ipaktukym s ayautopHbix 3ansatuii / E. 0.
T'oproxuna, 1. M. Cemenosa, E. I1. CyBopoga.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,1

14,4

Yrpo3bl HHPOPMAMOHHOI 6€30MacCHOCTH

Bapanosa E. K. Undopmarmonnas 6e30macHOCTb U
3amuTa HHPOPMALUH [NIEKTPOHHBIH pecypc]: YdueOHoe
nocobue / E. K. bapanosa, A. B. babam - Mocksa:
M3narensckuit Lentp PUOP, 2022 - 336 c. [DU] [OBC
3uanmym]| URL:
https://znanium.com/catalog/document?id=393765
T'oproxuna E. 10. Madopmanronnas 6e30macHOCTS:
yaeOHOe TOCOOHe: IS CTYICHTOB, 00YYAOIIUXCS 10
crierranbHOCTH 38.05.01 "DKOHOMMYECKAs
6ezonacHocTh" / E. 10. Toproxuna, JI. U. JlutBuroBa, H.
B. TkaueBa; BopoHexxckuii rocy1apCTBEHHbIIN arpapHbIi
yHUBepcHTeT - Boporex: Boponexckuii
roCyIapCTBEHHBIN arpapHblid yHuBepcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

10,1

14,4

K()Ml'll)lOTele:-le NMPEeCTYyNJICHUS] H IIPABOBbI€ OCHOBBLI 3ALLIMTHI m{(l)opmauml




KommnbioTepHble MPECTYMICHUS U UX OCOOCHHOCTH

Bapanosa E. K. Undopmarmonnas 6e30macHOCTb U
3amuTa HHPOPMALUH [NIEKTPOHHBIH pecypc]: YdueOHoe
nocobue / E. K. bapanosa, A. B. babamr - Mocksa:
M3narensckuit Leutp PUOP, 2022 - 336 c. [DU] [OBC
3uanmym]| URL:
https://znanium.com/catalog/document?id=393765
T'oproxuna E. 10. Madopmanronnas 6e301macHOCTS:
yaeOHOe TOCOOHe: IS CTYICHTOB, 00YYAIOIIUXCS IO
crierranbHocTH 38.05.01 "DKOHOMMYECKAs
6ezonacHocTh" / E. 10. Toproxuna, JI. W. JlutBunoBa, H.
B. TkaueBa; BopoHexxckuii rocy1apCTBEHHbIN arpapHbIi
yHUBepcHTeT - Boponex: Boponexckuii
roCyIapCTBEHHBIN arpapHblii yHuBepcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
I'pummua H. B. abOpManmonHas 6e301macHOCTb
MPENPHUATUS [3NEeKTPOHHBIN pecypc]: YuebHoe
mocobue / H. B. I'pumnHa - Mocksa: M3narenbcTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3nanuym] URL:
https://znanium.com/catalog/document?id=399940
T'oproxuna E.}O. Undopmanronnas 6e30macHOCTb:
IpakTrkym st ayauTtopHsix 3anstuii / E. 1O.
T'oproxuna, U. M. Cemenosa, E. I1. CyBoposa.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,2

14,5

3aKkoHOJaTebHBIE ACTIEKTHl HH(POPMAMOHHON 0€30IacHOCTH B
PO

Bapanosa E. K. Indopmanmonnas 6e301macHOCTb U
3anMTa MHPOPMALUH [3IeKTPOHHBIN pecype]: YueOHoe
mocobue / E. K. bapanosa, A. B. babam - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [DBC
3nanunym]| URL:
https://znanium.com/catalog/document?id=393765
Toproxuna E. 0. MadopmarmonHas 6€30macHOCTS:
yueOHOe mocobue: I CTyIeHTOB, 00Y4aI0MIHXCs IO
cnenuansHocty 38.05.01 "OxoHOMUUYECKast
6ezonacHocts" / E. 0. T'oproxuna, JI. W. JlutBunosa, H.
B. TxaueBa; BopoHe:xcKuii rocy1apCTBEHHBIN arpapHbIi
yHHMBepcUTET - Boponex: Boponexckuit
roCyJapCTBEHHBIN arpapHblii yHuBepcutet, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

10,2

14,5

CucremHoe obecnedeHne 3alIMTh HHpopMann




Kpunrorpagpuueckre MeTObI 3aIIUTH HHPOPMALHH

Bapanosa E. K. Undopmarmonnas 6e30macHOCTb U
3amuTa HHPOPMALUH [NIEKTPOHHBIH pecypc]: YdueOHoe
nocobue / E. K. bapanosa, A. B. babamr - Mocksa:
M3narensckuit Lentp PUOP, 2022 - 336 c. [OU] [OBC
3uanmym]| URL:
https://znanium.com/catalog/document?id=393765
T'oproxuna E. 10. MadopmanronHas 6e301macHOCTS:
yaeOHOe ToCOOHe: IS CTYICHTOB, 00YYAIOIIUXCS 10
crierranbHocTH 38.05.01 "DKOHOMMUYECKAs
6ezonacHocTh" / E. 10. Toproxuna, JI. U. JlutBuroBa, H.
B. TkaueBa; BopoHexxckuii rocy1apCTBEHHbIN arpapHbIi
yHUBepcHTeT - Boponex: Boponexkckuii
roCyIapCTBEHHBIN arpapHblii yHuBepcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
Toproxuna E.10. Madopmarmonnas 6€30macHOCTS:
IpakTukym st ayanTopHbix 3austuii / E. 1O.
T'oproxuna, U. M. Cemenosa, E. I1. Cysoposa.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,2

14,5

CucteMHoe obecredeHue 3auThl HHpOopMaLuH,
obpabaTeiBaeMoii B MHYOPMAIIMOHHEIX CHCTEMAax

Bapanosa E. K. Undopmarmonnas 6e30macHOCTb U
3amuTa HHPOPMALUH [NIEKTPOHHBIH pecypc]: YdueOHoe
nocobue / E. K. bapanosa, A. B. babam - Mocksa:
Mznarensckuit Lentp PUOP, 2022 - 336 c. [DU] [OBC
3uanmym]| URL:
https://znanium.com/catalog/document?id=393765
I'pumnaa H. B. MHbopmanmonHas 6e30macHOCTb
MIPEANPUSTHUS [2IEKTPOHHEIN pecypc]: YueOHoe
nocobue / H. B. I'pumnna - Mocksa: M3narenscTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3nannym] URL:
https://znanium.com/catalog/document?id=399940
Toproxuna E. 0. MadopmarmonHas 6e30macHOCTS:
yaeOHOe ocobue: IS CTYIeHTOB, 00YJaOMINXCs IO
cnenuanbHocty 38.05.01 "OxoHOMUUYECKast
6ezonacHocts" / E. 0. T'oproxuna, JI. W. JlutBunosa, H.
B. TxaueBa; BopoHexxcKuii rocy1apCTBEHHBIN arpapHbIi
yHMBEpCUTET - Boponex: Boponexckuit
roCyJapCTBEHHBIN arpapHblil yHuBepcutet, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
T'oproxuna E.}O. Undopmarronnas 6e30macHOCTb:
[pakTrkym st ayauTopHex 3austuii / E. 1O.
T'oproxuna, . M. Cemenosa, E. I1. CyBopoga.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,2

14,5

Htoro

61,0

87,0




5. ®oHIx OLIEHOYHBIX CPEACTB

5.1. Dranbl dopMupoBaHUsI KOMIIETEHIU I
Komnerenuuu u UJJ

Pasnenbl, moapasiesbl AUCLHHUIUTHHBI
8 APASIER e OITK-3 OlK-4 | MK-10

OcHoBBI HHPOPMAIMOHHOW 6€30MACHOCTH
. 31,36, V1,

HudopmarponHast 6e30acHOCTh B CHCTEME HAIMOHAIBHOMN
Y7,H1, H7,

6e3omacroctu Poccun
H8

YTpo3bl THPOPMAITUOHHOHN 6E30MaCHOCTH 31,36, V1,
P phan V7, H1, H7,

KOMHblOTeprle NpeCcTyIJIeHUs U NNPpaBOBbIC OCHOBbI 3alIIUTHI nH(])opmamm

KommnbioTepHble MPECTYIICHUS U KX 0COOEHHOCTH 31,36, Y1,
PHBIC HIpECTyTL V7, H1, H7,
3aKoHOAATENbHEIE aCIEKTh HHPOPMAIIMOHHOM 0€30IMaCHOCTH B
(popman 35, V6, HS
PO
CucremHoe o0ecnieyeHHe 3a1IUTHI HHPOPMALUU
Kpunrorpaduueckne MeToas! 3aUThl HHGOpMAIIH 35, V5, H6
CucremMHO€e 00eCIIeUeHNE 3aIMTH HH(GOPMALIHH,
(opaan 35, V5, H6

o0pabaTbIBaeMOil B HH(OPMAIMOHHBIX CHCTEMaX




5.2. lllkaabl 1 KPUTEPUU OLIEHUBAHUS TOCTHKEHUS] KOMIIETeHIUIA

5.2.1. lIIkaJjpl aKkaJeMHYEeCKHX OLIEHOK OCBOCHHS JUCIUILINHDI

Bun onienkun OueHku
o HEYIOBJIET- YIAOBJIETBO-
Axkaniemuyeckast OlieHKa 1o 4-X 0aJUTbHO# 1IKae X0opouro OTJINYHO
BOPUTEIBHO PHUTEIIBHO
Bun onenkun OueHku
AxameMuyecKkas oIleHKa 10 2-X OaJIILHOMN IIKaje HE 3a4€THO 3a4TEHO

5.2.2. Kputepuu 10CTHKEHHSI KOMIIETEHIMI B X0/1€ OCBOECHHS U CIHATLITHHBI

Kputepun onieHku Ha 3auere
OHCHKa, YPOBECHb JOCTHIKCHU Onucanne KPUTCPUCB

CTyZ[eHT BBIIUIOHWJT BCC 3aJlaHus, NPECAYCMOTPECHHLIC HpOFpaMMOPII, OTYHUTAJICSA 00
3a‘ITeH0, BBICOKHIA HUX BBIIIOJHCHUH, ACMOHCTPUPYA OTIMYHOEC 3HAHUEC OCBOCHHOT'O MaTepuajia H
YMEHHE CAMOCTOATEIIbHO PEIIATH CJIOXKHBIC 3a1a49U AUCTTUTIIIAHBI

CTyneHT BBIIUIOHUI BCE 3aJaHUS, MPEAYCMOTPEHHBIC MPOrPaMMO, OTYUTAICS 00
3a4TeHo, NpOBUHYTHIH X BBINOJMHEHUM, IEMOHCTPUpPYS XOpoIlee 3HAHHE OCBOCHHOIO MaTepHaia u
YMEHHUE CAMOCTOSTENBHO PEIaTh CTAHIAPTHBIE 3342491 TUCLUTIINHBI

CTyneHT BBIIUIOHUI BCE 3aJaHUS, MPEAYCMOTPEHHBIC MPOrPaMMOM, OTYUTAICS 00
3a4TeHo, HOPOroBbIi UX BBIIOJIHEHHUH, JEMOHCTPUPYS 3HAHUE OCHOB OCBOCHHOI'O MaTepuala U yMEHUE
pelaTh CTaHAApPTHBIE 3a1a41 AUCLMIUIMHBI C IOMOILBIO IPENOAaBaTENs]

CTyneHT BBIIJIOHWI HE BCE 3aaHMs, NPEIyCMOTPEHHBIE IPOrPAMMON WM HE
oT4uTaICsA 00 UX BBINONHEHUH, HE IOATBEP)KIAET 3HAHHE OCBOCHHOTO MaTepHana u
HE yMEET pellaTh 3a7a4y JUCUUIIMHBL JaXKe ¢ IIOMOILBIO IPENOoJaBaTelIs

He 3aureno, komneTeHIum He
OCBOEHBI




5.3. MarepuaJibl JJis1 OLEHKHU JOCTHKEHUST KOMIeTeHIH
5.3.1. Bonpocs! k 3K3aMeHy
He npexycmoTtpeno

5.3.2. 3agaHus K 3K3aMeHy
He npeaycmorpeno

5.3.3. Bonpocs! k 3a4eTy ¢ OLEHKOI1
He npeaycmorpeno



5.3.4. Bonipochl K 3a4eTy

Ne Copneprxanue Kowne- nau
TEHIIHS

1 |OcHOBHBIC HOHSTHUS U ONIPEAETICHIUS B 001aCTH HHPOPMANMOHHOH 6€30MaCHOCTH OIIK-3 36
2 |OcHOBHBIE COCTABJISIONINE HHPOPMAITMOHHOHN 6€30MaCHOCTH OI1K-3 36
3 |3agaum mHpOPMAIMOHHON 6€30IIaCHOCTH OIIK-3 36
4 |TlonsiTne 1 CYIHOCTH 3aUTHI HHGOPMAIHH OI1K-3 36
5 |Iemu 3ammTs! nadopmanuu. [IpeaMer 3amuTs! HHOPMATHT OIIK-3 31
6 |3akoHomatenbcTBo PD B 001acTH HHGOPMAITMOHHON 0€30MaCHOCTH OIlK-4 35
7 |HopmaTuBHO-TIpaBOBas 06a3a 3aImuThl HHGOPMALUK: OCHOBHBIC 3aKOHBI PD u ykaswl [Ipe3unenra PO OIIK-4 35
8 [Mudopmamnms kak 00beKT npaBa coocTBeHHOCTH. OOBEKT 31U Thl HH(YOpMAIIH OIIK-4 35
9 |Cnygaiinble yrpo3bl HHPOPMAITMOHHOMN 6€30MacCHOCTH OI1K-3 36
10 |IIpennamepeHHbIE YTPO3b HHPOPMANMOHHOH 6€301aCHOCTH OIIK-3 36
11 |Mojenb rUmOTETHYECKOTO HAPYIIUTENS HHPOPMAITMOHHON 0€30MaCHOCTH OI1K-3 36
12 |AHanu3 KOMIbIOTEPHBIX NPECTYILUICHUH OIIK-3 36
13 |HecaHKIIMOHHUPOBAHHBIN TOCTYN K MHPOPMAITUH U €0 TIeIH OI1K-3 31
14 |KoMIblOTEpHBIE BUPYCHI OIIK-3 31
15 |IlInnoHCKHE MpOorpaMMHBIE 3aKJIa K1 OI1K-3 31
16 |OcHOBHBIEC IPHHIUIIBI TOCTPOSHHS CHCTEMBI 3aMIUTHI HH()OPMAIHN I1K-10 35
17 |Metonsl 3amuThl HHbOpManuu. VIHTENIeKTya bHbIH HHTEpdeiic TIK-10 35
18 |OcHOBHBIE IOHATHS H OIIPEAEIEHHs Kpunrorpaduu I1K-10 35
19 |Hctopus pa3BuTHs KpunTOrpapuu TTIK-10 35
20 |Kmaccudukamnms kpunrorpaduaecKkux METO 0B 3alUTh HHPOpMALHH I1K-10 35
21 |CoBpeMeHHbIC CHMMETPUYHBIE KPUNTOTpaGUISCKHE CHCTEMBI: CHCTEMBI C CEKPETHBIM KITIOYOM TIK-10 35
22 |CoBpeMeHHbIe CHMMETPUYHBIE KpUOTOrpadIecKue CHCTeMBI: cTanaapT mudposanus DES I1K-10 35
23 |CoBpeMeHHBIE CHMMETPUYHBIE KpUITOrpadmaeckue cucteMsl: cranaapt mmeposarus [OCT 28147 IIK-10 35
24 | AcuMMeTpUYHBIE KpUOTOTpaGUIECKUE CUCTEMBI: CHCTEMBI C OTKPBITHIM KITIOUOM; TIK-10 35
25 |AcuMMeTpHYHBIC KPUNTOTPA(UUECKHE CUCTEMBL: CTaHAapT mudposaHus RSA I1K-10 35
26 |DnexkTpoHHas HU(POBas MOANUCH U MEXAHU3MBI €€ pean3ainu TIK-10 35
27 |Kpurepuu 3alUIEHHOCTH KOMIBIOTEPHBIX CUCTEM I1K-10 35
28 |KonuenTyanbHas MOJeIb HHPOPMAITHOHHON 0€30MaCHOCTH TIK-10 35
29 |OcHOBHBIEC IPHHIMIIBI TOCTPOSHHS CHCTEMBI 3aIIUTHI HH()OPMAIHN I1K-10 35
30 |Metonbl 3aUThl HHOPMAITUH TIK-10 35

5.3.5. Tembl KypcoBOro npoext (padoThl) U BONPOCHI K 3al[UTe
He npeaycmorpeno




5.3. MarepuaJibl /151 OLEeHKH TOCTUKEHUS KOMIIeTeHIN i
5.3.6. Bonpochl TecTOB

ConepxaHue

Kowmre-
TEHIIUS

g

Wupopmanys, HeCaHKIMOHUPOBAHHOE KOIIMPOBaHHUE, XUILEHHE, pa3IilalleHue (pacipocTpaHeHHe,
omyOJIMKOBaHKE ), MOAU(UKALHS, YHHYTOXXECHNE M HCTIOIb30BaHNE KOTOPOH MOXET HAHECTH CYIECTBEHHBIH
MOpaJbHBIN WK MaTepUaIbHEIN yiiep0 ee cOOCTBEHHUKY MM BIAJETbIly, a TAkKe TPEThel CTOPOHE,
MHTEPECH KOTOPOH JlaHHast ”HGOpMAaLHs 3aTparuBacT, Ha3bIBaeTCs

KPUTHYIHOH HH(OpMaIHeH;

nH(popManyeil ooLIero 10cTymna;

MIePCOHATIBHBIMY JaHHBIMH.

OIIK-3

36

OnHoi u3 3a1a4 HHPOPMAIIMOHHOW GE30MACHOCTH SBISIETCS ...... — 3TO COBOKYITHOCTh METOJIOB M CPE/ICTB,
MpeIHa3HaYeHHBIX ISl OTPAHHYEHH s JOCTYIIa K pecypcam

CEKPETHOCTh

cepTH(HKALUSI

KOHTPOJIb JIOCTYyIa

OIIK-3

36

VYGOBITKH, KOTOPBIE MOTYT BO3HUKHYTh BCJEJCTBUE BHECEHHSI N3MEHEHHH B HH(OpMAIio, eciu BakTt
MOIU(HKAIU He ObLIT 0OHAPYKECH, HA3BIBAIOTCS

CTOMMOCTbB CKPBITOrO HAPYIICHUS [[ETIOCTHOCTH

CTOUMOCTb YTPATHI

CTOMMOCTh HOTEPH KOH(PHICHIIHATLHOCTH

OIIK-3

36

Kareropus nenHoct HHGOPMAIIUH, ONPEACIIAIONIAs FAPAHTHIO TOTO, YTO HCTOYHHKOM HH(OPMAIINH SBISETCSA
HMMEHHO TO JIUII0, KOTOPOE 3asIBJICHO KakK €e aBTOP, Ha3bIBACTCSI

AYTCHTUYHOCTD

anmneInpyeMocThb

JIOCTOBEPHOCTD

OIIK-3

31

AYTEHTHYHOCTB CBsI3aHA

C IIPOBEPKOH MpaB OCTYyIIa

C JIOKa3aTebCTBOM aBTOPCTBA JOKYMEHTa
C U3MCHEHHEM aBTOPCTBA TOKYMCHTA

C KOHTPOJIEM HEIOCTHOCTH JaHHBIX

OIIK-3

31

TlotennuansHbIe y6BITKI/I, KOTOPBIC ITOHECET BJIAACJICI] I/IH(I)OpMaI_II/IPI, €CJI K HeH nojryqgar HeaBTOpHSOBaHHBIﬁ
AOCTYII CTOPOHHHUCE JIMIIa, HA3bIBAOTCA

CTOUMOCTD CKPBITOTO HAPYIICHUA HEJIOCTHOCTU

CTOMMOCTD YTpPaThbl

CTOMMOCTH ITOTEPU KOH(I)I/I}ICHHI/IaJII)HOCTI/I

OIIK-3

31

Vnentudukarys u ayreHTHGUKAINST TPUMEHSIIOTCS:

JUTsL 00eCTICUCHHUS IEIOCTHOCTH JaHHBIX

JUTS 3AIIUTHI OT KOMITBIOTEPHBIX BUPYCOB

JUTSL OTpaHUYCHUS TOCTYIIA CIyYaifHBIX i HE3aKOHHBIX CYOBEKTOB K HH()OPMAIIIOHHON CHCTEME
JUTSL TIOBBINIEHUS (prU3HUecKoil 3amThl HHOOPMAIIMOHHOW CHCTEMBI

OIIK-3

31

[onOepurte CI0BO K JAHHOMY ONIPEACICHHIO: .. ..... - IPOBEPKA MPUHAIICHKHOCTH CYOBEKTY MIPEIBIBICHHOTO
UM UJICHTU(HKATOPA U MTOITBEPIKICHUE €0 MOITHHHOCTH

KOH(PHICHINATEHOCTh

LEOCTHOCTh

AACHTH(DUKAIHS

ayTeHTH(OUKAIS

OIIK-3

31

Kateropus neaHoCTH HH(OPMAINH, TAPAaHTUPYIOIIAs], YTO IPH HEOOXOJUMOCTH MOKHO JIOKa3aTh, YTO
aBTOPOM COOOIIEHHS SBISIETCS IMEHHO 3asBICHHBII 9eIOBEK, H HE MOXKET SBIISATHCS HUKTO APYTOH,
Ha3bIBAETCA

ayTEeHTHYHOCTb

anneIupyeMocThb

JIOCTOBEPHOCTh

OIIK-3

31

10

HJ’I?[ OrpaHUYCHHUA JOCTYyIIa cnyqaﬁm,lx 1 HC3aKOHHBIX Cy6"beKTOB K HH(l)OpMaHHOHHOﬁ CHUCTEME TPUMCHSAIOTCS
H,[[eHTI/I(l)I/IKaI.lI/Iﬂ n..........

IIpaBuIIbHBIN OTBET:

OIIK-3

31




11

[Iponecc pacrio3HaBaHUs OTBE30BaTENs aBTOMATH3UPOBAHHON CHCTEMOM, [T YeT0 MPEIbSIBISETCS
YHUKQJIbHOE MIMSI, Ha3bIBACTCH ......... (B UM.TIa1.)
IIpaBHJIbHBIN OTBET:

OIIK-3

31

12

INonbepure c10BO K JAHHOMY ONPEAEICHHIO: K......... - IPUCBOCHHUE CYOBEKTaM JINYHOTO UACHTU(HKATOpa U
CPaBHCHUE €10 C 3aTaHHBIM)
IIpaBHIIbHBIN OTBET:

OIIK-3

31

13

IIpouenypa npoBepky NOJUIMHHOCTH, NpeAHAa3HAUEHHAs JUIsl [TOATBEPKICHUS] HICTUHHOCTH T10JIb30BaTENs,
MIPEIbSIBUBIIETO UISHTU(PHUKATOP, HA3BIBACTCS «......... » (B M. maj.)
IIpaBHIJIbHBIN OTBET:

OIIK-3

31

14

Wnentudukarms u ayreHTHGUKAINT TPAMEHSIOTCS

JUISL OTPaHUYEHHS HOCTYIA CIyJaiHBIX B HE3aKOHHBIX CyOBEKTOB K HH()OPMAIIIOHHON CHCTEME
JUISL 3aIATHI OT KOMIIBIOTEPHBIX BUPYCOB

JUIsL 0OecTICUeHHUS IEIOCTHOCTH JaHHBIX

OIIK-3

31

15

YTO M3 MEePEYHCICHHOTO SBIISICTCS COCTABIIONICH HHOOPMAIOHHON Ge30nmacHOCTH?
AQHTUBHpPYCHAS 3aIliTa

CaHKIMOHUPOBAHHBIN JOCTYI K HHYOPMALIUU

HECaHKIIMOHUPOBAHHBIN JOCTYI K HH(OpMAaIiu

LIEJIOCTHOCTh HH(MOPMALIUI

OIIK-3

31

16

KonhuneHmmaipHOCTh HHYOPMAIMU FapaHTHPYET

JOCTYITHOCTh HH(POPMAIIUH TOJIBKO TOMY KPYTY JIHIL, AJIsl KOTO OHa IpeTHa3HauYeHa
3aIUIICHHOCTh HHPOPMALIUH OT IOTEPU

JOCTYITHOCTh HH(OPMAIIUH TOJBKO aBTOPY

OIIK-3

31

17

BeckoHTpONBHBII BBIX0 KOH(PHUACHINATFHON HH(POPMAIIUH 32 TIPe/IeIIbl OPTaHU3AIIY HIH KPYTa JIHII,
KOTOPBIM OHA OBLIA TOBEPEHA — 3TO

pasrialeHue;

yTeuKa;

HECAHKLIMOHUPOBAHHBIN JTOCTYII.

OIIK-3

31

18

TI0T HTHPOPMANINOAHON OC301[aCHOCTHIO (OC30IIaCHOCTEIO NH(POPMALNN) ITOANMAcTCA:

KOMIUIEKC OPTaHU3AI[OHHO-TEXHHYECKUX MEPONIPHATHI, 00eCIEUHBAIOIINX COXPAHHOCTh HH(DOPMAI[OHHBIX
pecypcoB

COCTOSIHHE, TIPH KOTOPOM OTCYTCTBYIOT SIBHBIC U CKPBITHIE YTPO3BI HHPOPMALITHOHHEIM pecypcam

cocTaaniue pornuanineTy uidhanMOITEIATIIINTT cnanTy AAIecTRY

OIIK-3

31

19

VYKaxuTe, 4TO HE SBISIETCS NIPEHAMEPEHHBIM BO3/IelicTBHEM Ha MHYOPMALIOHHYIO CHUCTEMY
o100 MapoJist

nepexBatr HH(POPMAIHU

XHUIeHne HHopManuu

MoauUKanus HHGOpMAIIN

CTUXHIHHBIC OEICTBUS

OIIK-3

y7

20

Ykaxkute, 4TO HE SABISECTCS MPUYUHON CITyJaiHBIX BO3JCHCTBIH Ha MHPOPMAITOHHYIO CUCTEMY
moa0o0p mapoms

OTKa3bl U cOOM ammaparypbl

OIMOKHM TIepcoHaIa

[IOMEXHU B JIMHUSX CBSI3U M3-32 BO3JICHCTBUI BHEIIHEH Cpeabl.

OIIK-3

v7

21

VYkakuTe KaTerOpHUHU HEHHOCTH HH(POPMAIUH C TOYKH 3pEeHHS HH(POPMAIIMOHHOH 0€30II1acHOCTH:
JenoBast ”H()OPMAITHH;

PpeKIaMHast HHPOpMaLHs;

OupxeBast HHGOPMALHS;

Hay4HO-TEXHHYECKas U ClielHaibHas HHYOpMALHS;

MaccoBasi MOTpeOuTeIbCcKast MHOOpMAIIHSI.

OIIK-3

Vi

22

VYiep0 OT MOTHOTO MM YaCTUYHOTO Pa3pyIleHUs HHQOPMAIK Ha3bIBACTCS
CTOMMOCTB CKPBITOTO HapyIICHUS LETOCTHOCTH;

CTOUMOCTb yTPATHI;

CTOMMOCTb IOTEPH KOH(PHICHIIMATLHOCTH.

OIIK-3

Vi
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VYKaxuTe IyTH HECAaHKIIMOHUPOBAHHOHU Nepeaun nH(GopManuu

XHUILEHHEe HocuTenel HHpopMarn

HETJIACHBII MMPOCMOTP MH(OPMAINHU, 0TOOpaskeHHON Ha MOHHUTOpe OBM

MOAKITIOYEHHE K YCTpOiicTBaM nepenadu, 00pabOTKH 1 XpaHeHNs! HHPOPMALUHN CIEIHaTH3UPOBaHHBIX
anmapaTHBIX CPEJICTB

BHEJIPEHHE PE3UICHTHBIX IPOTrPaMM

perucTpanys U aHAJIN3 MOOOYHBIX 3JIEKTPOMATHUTHBIX H3IIyUCHUH CPEICTB AIIEKTPOHHO-BBIUUCIUTEIFHON
TEXHUKH, CBS3U U TEJIEKOMMYHHKAINH

YCTaHOBKA ITOJICIYIIMBAIOIINX U MIEPENAIOIINX YCTPOHCTB

pacrnpocTpaHeHne HHPOPMAIMHU ee BIIaJIeIbLeM

OIIK-3

4!

24

VYkaxuTe coCTaBIIoNye HHGOPMAMOHHON O€30MaCHOCTH
JOCTYITHOCTh HH(OPMaUH

LETOCTHOCTD HH(POPMAITUU

KOHPHIECHINATEHOCTh HHPOPMAITIH

HPOBEPKA MPaB JIOCTyIa K HHPOpMALUN

BBISBJICHHE HapyHmuTeIei

OIIK-3

Vi

25

ToTeHIMAaTBEHO BO3MOXKHOE COOBITHE, IPOLIECC HIIH SBICHUE, KOTOPHIE MOTYT MPUBECTH K YHUUTOKEHHIO,
yTpaTe IEIOCTHOCTH, KOHMHICHIIMATFHOCTH WK JOCTYITHOCTH HH(POPMAIIUH HA3BIBACTCS

yrpo3oi nHMOPMAIHOHHO# 6€30MacHOCTH

HECaHKIIMOHUPOBAHHBIM JJOCTYIIOM K HH(pOpMariu

¢danscudukaimeit naGopmMarn

OIIK-3

36
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CocTosHHE 3aUIIEHHOCTH HH(GOPMAIIUH U ITOICPKUBAIONIEH ee HHPPACTPYKTYPHI OT CITydaiHBIX HIN
pEeAHaMEPEHHBIX BO3,[[GI>1CTBPII71 €CTECTBEHHOT'O WJIN UCKYCCTBECHHOTO XapaKTEpa, KOTOPBIC MOT'YT HAHECTU
yIiepO BIaenblaM WK IT0JIb30BaTENsIM HH(POPMAIIUN Ha3bIBAaCTCS

nH(GOPMAMOHHON 0€30TIaCHOCTHIO

KOMIIBIOTEPHOH O€30I1aCHOCTBIO

3ammToi HH(popMaIu

OIIK-3

36

27

HocrynHocTs HHGOPMALMU FapaHTHPYET

Hosty4yeHne TpedyeMoii HHpOpMaIuy 3a ONpe/IeNICHHOE BPEMs
HEM3MEHHOCTh HH(OPMAIUH B TI000€ BpeMs

nostydyeHue Tpedyemoi nHpopManuy 3a HeoIpeIeICHHOE BPeMsI
3aMUIICHHOCTh MH(OPMAIMK OT BO3MOXKHBIX YIPO3

OIIK-3

36

28

LenocTHOCTh MH(DOPMAIMH FapaHTHPYET

CYILIECTBOBaHNE HH()OPMALIMH B HCXOHOM BHJC

MIPUHAIICKHOCTh HHPOPMAITIH aBTOPY

JOCTYI HHPOPMALIUH OIIPEACICHHOMY KPYTy HOJIb30BaTeIeH
3aIIMIICHHOCTh HH(POPMALIMHN OT HECAHKIIMOHMPOBAHHOTO IOCTYIA

OIIK-3

36

29

Ipucsoenne cydbpekTaM HACHTH()UKATOPOB U (UIIN) CPAaBHEHHE MTPEABABIAEMBIX HICHTH()UKATOPOB C
IepevHeM HICHTH(HKATOPOB, BIAAEIBIBI KOTOPBIX JOMYIIEHBI K HH(OPMAIIMOHHOH CHCTeMe, Ha3bIBAaeTCs
HACHTH(DUKAITHEH

ayTeHTHU(UKAINCH

ayTeHTHYHOCTBIO

KOH(MICHINATBHOCTHIO

OIIK-3

36

30

PesynbraTtoM peanuzanuu yrpo3 HHGOPMAIOHHON 6€30MacCHOCTH MOXKET OBITh
HU3MEHEHHE KOH(UTypanuy rnepuepuitHbIX yCTPOHCTB
HECAaHKIMOHUPOBAHHBIN TOCTYM K HHPOPMALIUK

YHHYTO)KCHHE YCTPOHCTB BBOIA-BEIBOIa HH(OpMAIIH

OIIK-3

36

31

VYrpo3a nepexsara JaHHBIX MOXKET IPUBECTH:
K HapyIICHUIO KOHQUISHINATEHOCTH JaHHBIX
K OTKa3y B OOCITy>KUBaHHH

K HapyIICHUIO JJOCTYITHOCTHU JAHHBIX

OIIK-3

36

32

IonOepute CIIOBO K JTAHHOMY ONPEACICHHIO : ..... - IPUCBOCHUE CYOBEKTaM JINYHOTO WACHTU(PHUKATOPA H
CpaBHEHHE €TO0 C 33/IaHHBIM

ayTeHTU(UKAIHS

HACHTH(DUKAIHS

AYTEHTHYHOCTh

KOH(MICHIINAIEHOCTD

OIIK-3

36




Yro moHUMaeTCs o yrpo30ii nHGpOpMaMOHHOH Oe30macHoCTH?
MOTCHITHAIBEHO WM PEallbHO CYILIECTBYIONIHE BO3ACHCTBUS Ha MHDOPMAIIHOHHYIO CUCTEMY, IIPUBOISIIHIE K

33 |marepmansHOMY MM MOpaIbHOMY yIiepOy; OIIK-3 36
BO3/IciicTBHE, HaHecHIee yuiepd HHPOPMAMOHHOH CHCTEME;
JIOCTOBEPHBIE CBEICHHS O 3JI0YMBIIUICHHBIX JEHCTBHUSX B OTHOIICHUH HH(POPMAMOHHON CHCTEMBI.
[NoTeHIMaNEHO BO3MOXKHOE COOBITHE, MPOLIECC WIIH SBJICHHE, KOTOPBIE MOTYT MPUBECTH K YHUYTOXXCHHIO,

34 |YTPATE LENOCTHOCTH, KOH(MICHINATBHOCTH WJIH JOCTYITHOCTH HH(OPMAIMK HA3BIBACTCH . ........... (B um. OIK-3 36
najieke) HHPOPMAIMOHHO 6e30IacHOCTH
IIpaBHJIbHBIN OTBET:
YMBIIICHHBIE A HEOCTOPOXKHBIE IEHCTBUS ¢ KOH(DUICHIINATHHBIMI CBEICHUSME, TPUBEAIINE K
03HAKOMJICHHIO C HUMH JIHII, HE TOMYIICHHBIX K HUM — 3TO

35 |pasrnamenue; OIIK-3 36
yTeuka,
HECAaHKLIMOHUPOBAHHBIN TOCTYII.
[IpoTrBONpaBHOE MpeTHAMEPEHHOE OBJaIeHHe KOH(DUACHIIMATbHON HHPOpMAIel TUIIOM, HE UMEIOIIUM
IpaBa JOCTYIa K OXPaHsEMBIM CEKpPeTaM — JTO:

36 |pasrnamieHue; OIIK-3 36
yTeuka,
HECaHKLIMOHUPOBAHHBIN JTOCTYII.
B gem BeIpaxaroTCsS yrpo3sl HHPOPMAIMOHHOM 6e30macHoCTH?
B HapyIIeHNUH KOHPUIACHIINATHHOCTH, IEJIOCTHOCTH U TOCTYITHOCTH

37 | HECAHKIMOHMPOBAHHOM pasrIallieHin nHbopmarm OIK-3 36
B YHUUTOXXCHUU WHPOPMAITUH
B HE3aKOHHOM M3MEHEeHUH (MoauduKannm) vHpopManum
BCE U3 BBIIIE NEPEUUCICHHOTO
VYxaxwure 3 Buzia yrpo3 nHGopManuoHHON 0€30MacHOCTH:
yrpo3a JIOCTYIHOCTH HH(POPMAIINU

38 |yrposa nemoctroCTH HHbOPMAIN IK-10 35
yrpo3a KOHPHUICHIMAIFHOCTH HH(OpMAIIH
yrpo3a HACHTU(PHUKAIUN HHPOPMAIIH
[pu momeITKE BHECCHUS YMBIIUICHHBIX WM CITy4aiHBIX N3MEHEHUH B HH(POPMAIINIO, XPAHSIYIOCS B

39 |uHpOPMAITMOHHON CHCTEME, BO3HUKAET Yrpo3a HAPYIIEHHS €€ ............. [IK-10 35
IIpaBuJIbHBIN OTBET:
Co3nanue yciioBuit, IpH KOTOPBIX TOCTYI K HHGOPMALUH MM HHYOPMAIIMOHHOH yciryre OyaeT HeBO3MOKEH

40 |umam orpaHUYeH, BEAET K yrpo3e HAPYIICHHUS ............. [IK-10 35
IIpaBuIIbHBIN OTBET:
Co3nanue ycIioBuit, IpH KOTOPBIX TOCTYI K HHGOpMaLUH MM HHYOPMAIIMOHHOH yciryre OyaeT HeBO3MOXKEH

41 |uam orpaHUYeH, BEAET K yrpo3e HAPYIICHHUS ............. [IK-10 35
IIpaBuIIbHBIN OTBET:
CocrosiHHE 3aUIIEHHOCTH HHPOPMALIUY U TIOAIEPKUBAOLIECH ee HHPPACTPYKTYPHI OT CIIyYallHBIX WIIN

4 |FPEAHAMEPEHHBIX BO3JICUCTBHI €CTECTBEHHOTO HJIM UCKYCCTBEHHOTO XapaKTepa, KOTOPbIe MOTYT HAaHECTH TK-10 35
yiiepO BiajeIblaM MIH OJIb30BaTesIM HH(POPMAIIUH Ha3bIBACTCA ............ 0€30I1aCHOCTBIO.
IIpaBunbHBIN OTBET:
Komruteke cpecTB 1 METOIOB, HAIPABJICHHBIX Ha MPEAOTBPAIICHHE YTP03 HHPOPMAMOHHOH 0€301IaCHOCTH U

43 |ycTpaHeHue UX MOCIEICTBHUMA, HA3bIBACTCA ............ (B uM. majiexe) HHGOPMAIIHH. [IK-10 35
IIpaBuUnbHBIN OTBET:
Urto U3 mepevncIeHHOTo SIBIseTCs 3a1aueld HH)OPMAIMOHHOW 0€30T1aCHOCTH
3aIUTa TEXHUIECKUX U MTPOTPAaMMHBIX CPECTB HH()OpMATH3alUK OT OIIMOOYHBIX IEHCTBUH MepcoHata

44 |ycTpaHeHue HEHCIIPABHOCTEH anmapaTHBIX CPE/ICTB TIK-10 35

yCTpaHEHHE TTOCIEACTBIIA CTUXUHHBIX O€ICTBUI
BOCCTAHOBJICHUE JIMHUI CBSA3U




Meponpustust 1o GOpMHPOBAHUIO OCO3HAHHOTO OTHOIICHHS COTPYIHUKOB K 00€CTIe4eHII0 HH(OPMAIIMOHHOM
0€30IacHOCTH OTHOCATCS K:
MIPEAYIPEKIEHHIO YIPO3;

45 OIIK-3 36
BBISIBJICHHIO YTPO3;
JIOKAJTU3aLUH YTPO3;
JIMKBHUIAINHN ITOCTIEACTBHN yTpo3.
Haxonnenune cBenieHuii 00 yrpo3ax HHGOPMAIIMOHHOHN 0€30IIaCHOCTH U MX aHAIUTHYecKast 00paboTka
OTHOCHTCS K:
46 |PPEAYIpERICHUIO YTPO3; OIK-3 36
BBISIBJICHHIO YTPO3;
JIOKaNN3aluy yrpos;
JIMKBUIAINH ITOCICICTBHA YTpo3.
JlelicTBYs, HAalIpaBIEHHBIE HA YCTPAHEHUE JEHCTBYIOILEH yrpo3bl U KOHKPETHBIX NIPECTYIHBIX ACHCTBUN
OTHOCSITCS K :
47 |TPCAYIPERICHHUIO yTpoO3; OIK-3 36
BBIIBJICHHIO YTPO3;
JIOKAJTU3aLUH YTPO3;
JIMKBHUIAINHN ITOCTIEACTBHN yIpo3.
Y MBIIUICHHBIE WITH HEOCTOPOKHBIE NEHCTBHUS ¢ KOH(HICHINATBHBIME CBECHUSIMH, TIPHUBEALIHAE K
03HAKOMJICHHIO C HIMH JIUII, HE TOIMYIIECHHBIX K HUM — 3TO:
48 |pasrmameHue OIIK-3 36
yTeuka
HECAaHKIIMOHNPOBAHHBIN JOCTYII
B 4em BeIpaxaroTCs yrpo3sl HHPOPMAIMOHHOH Oe30macHoCTH?
(?) B HapymeHNH KOHPHUICHIIMAIEHOCTH, IIEJIOCTHOCTH H IOCTYITHOCTH
49 |B HECAHKUHMOHMPOBAHHOM pasTIalleHAN urpopmaru OITK-3 36
B YHHYTOXXCHUH HH(POPMAIHU
B HE3aKOHHOM M3MEHEHHH (MOAN(UKAINN) HHOPMAITN
BCE U3 BBINIC NEPCYHCICHHOTO
IIpoTuBonpaBHOE IpeTHAMEPEHHOE OBJIAICHNAEC KOH(DUACHIINATBHON HHPOPMALHEeH JINIIOM, HE UMEIOIINM
IIpaBa JOCTyIa K OXPaHAEMBIM CEKPeTaM — 3TO:
50 |pasrnamenue OIIK-3 36
yTeuka
HECaHKIIMOHHUPOBAHHBIN JOCTYII
JleficTBUSI IO BOCCTAHOBJIICHUIO COCTOSHUS, IPEIIICCTBOBABIIETO BOSHUKHOBCHHUIO YIPO3BI, OTHOCATCS K:
MIPEAYIPEKICHUIO YTPO3;
51 |BBIABRICHUIO YTPO3; OIIK-3 36
JIOKAJTU3aLUH YTPO3;
JIMKBHUAAINH TTOCTEACTBHN yTpo3.
OCHOBHBIMH MEPOTPHATHAMHE M0 3aIl[UTE OT Pa3TIAIICHUS IBIICTCS:
pa3paboTka ImepedHs CBeICHUI, COCTaBIISIONIIX KOMMEPYECKYIO TalfHy MPEATPUITHS.
JIOBEJICHUE NIEPEYHsI CBECHUM, COCTABIISIONINX KOMMEPUYECKYIO TalfHy 10 Ka)XJ0r0 COTPYIHUKA, JOIMYIICHHOTO
K HHUM, C 0053aTeIECTBOM 3TOTO COTPYIHHUKA COXPAHATh KOMMEPUECKYIO TaiHy.
52 |KOHTPOJIb 32 COXPaHHOCTHIO KOMMEPUYECKUX CEKPETOB; OIIK-3 36
pa3paboTka epedHs CBEICHUH, COCTaBIISIONINX KOMMEPUECKYIO TalHy MPeApUsITHIS;
JOBEJICHUE ITOTO HEPEYHS 10 KAXKIOT0 COTPYAHUKA, TOMYIICHHOTO K JaHHBIM CBEACHHSM, C 0053aTEIECTBOM
9TOTO COTPYAHUKA COXPAHATH KOMMEPUECKYIO TalfHy;
KOHTPOJIb 32 COXPaHHOCThIO KOMMEPYECKUX CEKPETOB.
3amuTa OT yTeuKd KOH(DUACHINATBHON HHPOPMALIUH CBOAUTCS K:
BBIIBJICHHIO, YIETY M KOHTPOIIIO BOSMOXHBIX KaHATIOB yTEUKH B KOHKPETHBIX YCIOBHUSIX;
53 |mpoBeEeHHIO OpraHNU3aI[HOHHBIX, OPTaHU3AI[MOHHO-TEXHHUECKHX U TEXHHISCKUX MEPOTIPUITHH MO OIIK-3 36
JTUKBUIAIMY KAHAIOB YTCUKH;
KOMIUICKCHOE BBITIOJIHCHUE BBIIICYKa3aHHBIX MEPOIIPUSITHI.
3amuTa OT HECAHKIIMOHUPOBAHHOTO TOCTYIA K KOH(DMACHIHATbHON HHPOPMAH 00eCIeUYNBaCTCS
BBIITOJTHECHHUEM:
54 |TOIBKO OPraHU3AIIMOHHBIX MEPOTIPUSATHI; OIIK-3 36

TOJIBKO TEXHUYECKUX MEPOIPUATUN;
OpI'aHU3ALMOHHBIX U TEXHUYECKUX MEPONIPHUATHIM.




55

OmnpeneneHue COCTOSHUS TEXHUUECKON 0€30MacHOCTH 00BEKTa OTHOCUTCS K:
OpraHU3aIIMOHHBIM MEPOTIPHUATHUIM;

TEXHUYECKHUM MEPOTIPHATHSM;

OPraHU3AIMOHHO-TEXHHYECKIM MEPOTIPHATHSIM.

OIIK-3

36

56

YroiaoBHO HaKa3yEMbIC 0OIIIECTBEHHO OTaCHBIC Z[eﬁCTBI/IFI, B KOTOPBIX MalllTUHHAsA I/IH(l)OpMaL[PIH ABJIICTCA
00BEKTOM nocArarcjibCTBa, HA3bIBAIOT:

KOMITBIOTCPHBIM MTPECTYIMIICHUEM

HECAaHKIITMOHUPOBAaHHBIM JnecTBrEM

KOMIIBIOTCPHBIM MOIMICHHUYCCTBOM

OIIK-3

36

57

Jlro6as mporpamma, HalMCaHHasl ¢ LeJIbl0 HaHeCeHHs yiiepOa UM UCIIOJIb30BaHUs PECYPCOB aTaKyeMOro
KOMIIbIOTEPA, HA3bIBACTCH ......... porpammoit
IIpaBuIIbHBIN OTBET:

OIIK-3

36

58

Knacc mporpamm, ciocOOHBIX K CaMOPa3MHOXKEHHIO B CAaMOMOJH(UKAUK B paboTaromiell BEIYHCINTETbHON
CpeJie U BBI3BIBAIOLINX HEXKENATEIIbHBIEC UL 10JIb30BaTeIICH NEHCTBUSA, HA3bIBAETCS KOMIIBIOTEPHBIE .........
IIpaBusIbHBIN OTBET:

OIIK-3

36

59

VYKaKUTe Tambl )KU3HCHHOTO IUKJIA KOMITBIOTEPHOTO BHpPYCa:
BHeJ[peHne (MH()UINPOBAHNUE)

MHKYOAIIMOHHBIN Iepruoa

3apaxKeHue

CaMOpa3MHOXKEHHUE (PETPOIYLIPOBAHHE)

BBIIIOJTHCHNE CHEINATBHBIX (QYHKITHH

IIPOSIBIICHUE

BEISIBJICHHE

OIIK-3

36

60

Ilo cpene oOuTaHusI KOMIBIOTEPHBIE BUPYCHI OAPA3IEISIOT Ha:
(aiiiIoBBIC BUPYCHI

3arpy304HbIe BUPYCHI

(ailiIoBO-3arpy304YHbIC BUPYCHI

CETEBEBIC BUPYCHI

OJIUMOP(HBIC BUPYCHI

CTEJIC-BUPYCHI

OIIK-3

36

61

JlocTaTouHO TpyAHO 0OHAPyKUMBIE BUPYCHI, HE IMEIOIINE CUTHATYP, TO €CTh HE COJIeprKalllie HU OJTHOTO
MIOCTOSIHHOTO y4acTKa KOJa, 3TO:

OTUMOP(UK-BUPYCHI

CTEJIC-BUPYCHI

MaKpO-BHPYCHI

KOHCTPYKTODBI BUPYCOB

OIIK-3

36

62

Bun nHTEpHET-MOIIEHHUYECTBA, [IETTBI0 KOTOPOTO SABJISIETCS MOTyYeHHE A0CTYIAa K KOHPHISHINATEHBIM
JAHHBIM TI0JIb30BaTesIel (HanpuMep, JOTHHA U TTapoysl OT AIIEKTPOHHOW TOYTHI, HOMepa Tene(OoHa Wi JaHHBIX
0aHKOBCKOW KapThl) HA3BIBACTCH ......... (B uM. mazgexe).

IIpaBuIIbHBIN OTBET:

OIIK-3

36

63

77?7 — 3TO BUPYCHI, 3apaXkaroriye Gpaiibl HEKOTOPBIX cucTeM 00paboTku nokymentoB (MS Word, MS Excel),
KOTOPBIC HMCIOT BCTPOCHHBIE MaKPO-s3bIKA

Macro-BUpPYyCHI

CTEJIC-BUPYCHI

MTOJTUMOP(UK-BHPYCHI

OIIK-3

36

64

7?77 MacKHPYIOT CBOE MPHUCYTCTBUE MyTeM IepexBara oopamennii OC k mopakeHHbIM (aiiiaM, CeKTopam 1
nepeanpecyoT OC Kk He3apaKeHHBIM y9acTKaM

macro-BUPYyCHI

CTEJIC-BUPYCHI

MTOJTUMOP(UK-BHPYCHI

OIIK-3

36

65

JlocTaTouHO TPYyIHO 0OHAPYKUMBIE BUPYCHI, HE HIMCIOIINE CUTHATYP, TO €CTh HE COJePIKaIlie HU OTHOTO
MIOCTOSIHHOTO Y4aCTKa KOAA, OTHOCATCA K ..c.veueneen.n. BHpYyCaM.
IIpaBuIIbHBIN OTBET:

IK-10

35

66

[Iporpamma, CKpBITHO BHEJPEHHAS B 3ALUILIECHHYIO CUCTEMY U 03BOJIIOIIAS 3TI0YMBIIIIEHHHUKY, IyTeM
MOU(DUKAINH CBOMCTB CHCTEMBI 3aIIUTHI, OCYLIECTBIATh HECAHKIIMOHUPOBAHHBIN JOCTYII K pecypcam
CUCTEMBbI, Ha3bIBACTCS IPOTrPAMMHOM ..........

IIpaBHIIbHBIN OTBET:

IK-10

35




Yxaxure 4 MeTo71a 00HAPYKEHHUST KOMIIBIOTEPHBIX BUPYCOB:
CKaHHPOBaHHE
OOHapy)KCHUE H3MECHCHHUH

67 . [K-10 35
9BPHUCTHUYECKHIA aHAJIH3
UCIIOJIb30BAHUE PE3UICHTHBIX CTOPOXKEH
aHaJIMTHYeCKoe MpeoOpa3oBaHme
Komrureke mporpaMMHBIX HJIH allapaTHBIX CPEICTB, OCYIIECTRISIOMINA KOHTPOJIb U (DHIIBTPAIHIO
MIPOXOJISIINX YePe3 HErO CETEBBIX ITAKETOB B COOTBETCTBUH C 33 JaHHBIMH NPABUIIAMH, [TO3BOJISFOIIHI
68 |6IOKMpPOBATH HEXKETATENbHBIN ceTeBOH Tpaduk u odecneunBaromui HeBUIUMOCThb [1K B ceTr ¢ menbio TIK-10 35
MIPEAOTBPAIICHHS KHOCP aTaK, Ha3bIBACTCH .......... IKPAHOM.
IIpaBuIIbHBIN OTBET:
Kakue neficTBUst HEOOXOIMMO BBINOIHHUTE B ClTydae 0OHAPYKCHUS 3apa)KCHHBIX BPEIOHOCHBIMH POrpaMMaMU
¢aiinos:
3aBEPIIUTH PA0OTY MEPCOHATHLHOTO KOMIBbIOTEpa (MHQOPMAIIMOHHONW CHCTEMBI) U HEMEIIEHHO COOOIINUTh
69 |cnenmanucTy mo HHGOPMAIHOHHOMH 6€30MaCHOCTH [IK-10 VY5
MIPOUTHOPHPOBATH COOOIEHHE AHTUBUPYCHOH MPOTPaMMBbI
MIPUHATH CAMOCTOSATEIBHBIC MEPHI 110 MPEAOTBPALICHHUIO PACTIPOCTPAHCHUS 3apaXKeHHS
repe3arpy3uTh MEPCOHATBHBIA KOMITBIOTED
Kaxkoii 13 BUpYCOB IpH HHGHUIUPOBAHUU KOMITBIOTEPA OCTABIISICT B ONIEPATHBHON MAMSTH CBOIO YacTh,
KOTOpas 3aTeM IIepeXBaThIBacT OOPANICHUS ONEPAIIMOHHOM CHCTEMBI K 00BEKTaM 3apakeHUs U BHEAPSIETCS B
HUX?
70 |Hepe3uACHTHBIH BUPYC OIIK-3 36
(aiiIoBEIA BUPYC
PE3UICHTHBIN BHPYC
3arpy304Hblil BUpYC
CamommdpoBanue U MOIUMOPGUIHOCTD UCIONB3YIOTCS IS
CaMopa3MHOXEHHS BHpYyca
71 |MakcMMaNpHOTO YCIIOKHEHHS NPOIEAYPH! 0OHAPYKEHHS BUpyca OIIK-3 36
pacumppoBKH TeN BHpyca
JUISL CKPBITUS IEUCTBUI aHTUBUPYCHOM POTrpamMMBbl
Onuum u3 Hanbosee 3pHEeKTUBHBIX CTOCOOOB OOPLOBI C BUPYCAMH SBJIACTCS:
HCIIONI30BaHNE aHTUBHPYCHOTO MPOTPAMMHOTO 00eCTIeYeHHS
72 |mpodunaxTika KOMIBIOTEPHBIX BUPYCOB OIIK-3 36
OorpaHHYeHHE JIOCTYIa NoJb30BaTeneil kK 9BM
mudpoBaHe JaHHBIX
?7?? - 3TO TIpOrpaMMa, CKPHITHO BHEJPEHHAS B 3aLIHIICHHYIO CHCTEMY U ITO3BOJITIONIAS 37I0YMBIIUICHHHUKY,
ITyTeM MO (UKAINH CBOMCTB CUCTEMBI 3aIUTHI, OCYLISCTBIITh HECAHKIIMOHUPOBAHHBIN TOCTYII K pecypcam
73 [CHOTEME! OIK-3 | 36
IporpaMMHas 3aKIaaKa
TpOSTHCKAst MpOTpaMMa
CTEJIC-BUPYC
K 2ecTpyKTHBHBIM IEHCTBHAM, OCYIIECTBIIIEMBIM IIPOTPAMMHBIMH 3aKJIAIKAMH OTHOCSTCS:
KOTIMPOBaHUE KOHPHUICHIHAIEHOI HH(OpMaIim
74 |FISMCHEHHE alrOpHTMOB (YHKIIMOHMPOBAHUS CUCTEMHBIX, PUKIIAJHBIX U CIY)KEOHBIX MPOrpaMM OIK-3 36
HaBsI3bIBAHHE OTPE/ICIICHHBIX PEXKUMOB PabOTHI
YMEHBIIAIOT 00BeM CBOOOTHOM MaMsTH Ha AUCKE B PE3YIIbTaTe CBOETO PaCIPOCTPaHEHNUS
CHIKAIOT 9P (PEeKTHBHOCTD (DYHKIIHOHUPOBAHUS KOMIBIOTEPHOI CHCTEMBI
[Iporpamma ¢ U3BECTHBIMU €€ TIOJIB30BATENI0 (QYHKIUSAMHE, B KOTOPYIO ObLIIM BHECEHBI H3MEHEHHSI, YTOOHI,
TIOMUMO 3TUX (YHKIIHIA, OHA MOTJIa BTalfHE OT HETO BBIMIOJHSTH HEKOTOPEIE Apyrue (pa3pylnTenbHbIe)
75 Z[eﬁCTBPIFI,UHa3BIBaCTCﬂ: ) OIK-3 36
TPOSTHCKOH MpOorpamMmoit
MPOrpaMMHOM 3aKIIaKON
KOMIBIOTEPHBIM BUPYCOM
7?7 — 3TO KOMIBIOTEPHAS IPOrPaMMa, KOTOpPast BEIABIIACT, IPSIOTBPAIACT U BBITOIHSCT ONPEACICHHEIC
JEUCTBUS, 9TOOBI OJIOKUPOBATh WIIH YAAIATh BPEIOHOCHBIC TPOTPaMMBL:
76 |arTHBHpYCHAS MporpaMMa OIIK-3 36

IporpamMMa oOHapyKeHHUs BTOPKCHUI
[IPOrpaMMHasl 3aKJIaIKa




77

VYKaxuTe MeToIbl OOHAPYKEHHSI KOMITbIOTEPHBIX BUPYCOB:
CKaHHPOBaHHE

oOHapyXeHHEe N3MEHEHUH

IBPHCTUYECKU aHATH3

NCTIOJB30BAHUEC PE3UICHTHBIX CTOpO)Keﬁ

BaKIMHALASL

anmnapaTHO-IIPOrpaMMHBIE aHTHBHPYCHBIE CPEIACTBA
AHAITMTHIECKOE peoOpa3oBaHie

TaMMHUPOBAHHE

OIIK-3

36

78

7?7 - KOMILIEKC MPOTPAMMHBIX WM allllapaTHBIX CPEACTB, OCYIIECTBIAIOIMN KOHTPOIb U (QHUIbTPALUIO
MPOXOJAIINX YE€PE3 HETO CETEBBIX MTAKETOB B COOTBETCTBUH C 33JaHHbIMU NpaBusamu. IlozBosster
OII0KHPOBATH HEXKETATEIBHBIN ceTeBOH Tpaduk, odecreunBaeT HeBUAUMOCTS [1K B ceTu ¢ mensio
IIPEeIOTBPAICHUST KHOEp aTak

ceteBoii dkpaH (firewall)

MapIIpyTU3aToOp

UHTEPHET-1ILII03

OIIK-3

36

79

Macku (CHTHATypBI) BUPYCOB HCIIONB3YIOTCS:
JUTS IOUCKA U3BECTHBIX BUPYCOB

JUTSL CO3JJAHUST H3BECTHBIX BUPYCOB

JUTSL yHUYTO)KCHHUS N3BECTHBIX BUPYCOB

JUTSL pa3MHOYKEHHSI BUPYCOB

OIIK-3

36

80

VYKaKuTe OCHOBHBIC (DYHKIIMH aHTUBHPYCHBIX IIPOTPaMM:

CKaHMPOBaHHUE NaMSTH U COAEP>KUMOIO AUCKOB I10 PACIIUCAHUIO U B PEXKHUME PEabHOIO BpEMEHU
BEIOOPOYHOE CKAaHMPOBAHHUE (haliIOB ¢ N3MCHEHHBIMH aTPHOYTaMH

CKaHUPOBaHHE apXHMBHBIX (haillioB

pacrno3HaBaHUe MOBEIEHUS, XapaKTEPHOIO AJsl KOMIIBIOTEPHBIX BUPYCOB

aBTOMaTH4ecKoe OOHOBJIEHHUE aHTUBUPYCHBIX 0a3 mocpeacTsoM Internet

¢unpTpanms Tpaduka Internet a7t BEISIBICHUST BHPYCOB B IIPOTpaMMax U JIOKYMEHTaX, IepeaBaeMbIX
nocpeactBoM npotokosioB FTP, HTTP

cOOp agpecoB ANMEKTPOHHON ITOUTHI Ha KOMITBIOTEpPE C TOCIEYIOIeH epeaateii ux agpecary depes
anekTpoHHyto nouty, HTTP, FTP unu npyrumu cnocobamu

HECAHKLIMOHUPOBAHHAS 110JIb30BATENIEM 3arpy3Ka U YCTAaHOBKA Ha KOMIIBIOTEPE IPOrPaMM PacChUIKU cliamMa
WIH PEKJIaMHBIX CHCTEM

OIIK-3

36

81

VYKaKuTe JOKYMEHT, TapaHTUPYIOIIUI TaliHy IEepeIiCKH, TeJIe(OHHBIX IEPEroBOPOB, IIOYTOBBIX, TeETPapHBIX
1 MHBIX co00mIeHnH (CT. 23, 4. 2); mpaBo CBOOOIHO HCKATh, TOIyYaTh, IEpeIaBaTh, IPOU3BOIUTH U
pacmpocTpaHsITh HHPOPMAIHIO JFOOBIM 3aKOHHBIM CIIOCOO0M (CT. 29, 1. 4); cBoO0Iy MaccoBOr HH(OpMAIIUN
(ct.29,4.5):

Koncrurynus PO

Crparerust HaLlMOHANBLHOU Oe3onacHocTH PO

Joktpuna nHpOpMannoHHOU Oe3omacHOCTH PO

Vronosusiii Kogexe PO

3akoH 00 nHpopMaIuH, THHOPMAIMOHHBIX TEXHOJOTHIX U 3aIUTe HHHOPMAIIUN

OIIK-4

Vo6

82

VYkakuTe JOKyMEHT, ONpeASIISIOINA BayKHEHIIIIe 3a1auu oOeciedeHns nHpopMannoHHoi 6e3omnacHoctu Pd:
Koncrurynus PO

Crparerus HalMOHAJIBHOM Oe30macHoCTH PO

Jokrpuna napopmMannonHoi 6ezomacHocTr PO

Vronosueiii Kogexe PO

3axoH 00 nH(popMauH, THPOPMAIHOHHBIX TEXHOJIOTHAX U 3aIUTe HHpOpMAUH

OIIK-4

Vo6




&3

VKaKuTe CBEICHNS, UMEIOIINE KOHPHICHIIHAIBHBIA XapakTep:
MIepCOHAJIBHBIC JAHHBIC

TaifHa CIIEICTBHS U CYOIIPOU3BOJICTBA

ciyxeOHas TaifHa

npodeccroHanbHas TaifHa

KOMMep4YecKas TaiHa

CBEJCHUS O CYITHOCTH N300peTeHHS

IUIaH IpHEeMa CTYJICHTOB B BY3

YCTAaBHBIC JOKYMEHTBI OFO/DKETHON OpraHU3aIiu

OIIK-4

Vo6

84

B npemaraeMoM nepedHe YKaXUTe MEPONPHUSTHS 3aIIUTH HH(OPMAIMHU MPEAPUATHS, OTHOCSIINCCS K
MPaBOBBIM?

OpraHu3aIys PeXKUMA H OXPaHbI;

pa3paboTka BEeIOMCTBCHHOI HOPMATHBHOM JOKYMEHTAIHH;

oxpaHa 000pyJ0BaHUsI, TPOIYKIUH, GHHAHCOB ¥ HHPOPMAIIH

OIIK-4

HS5

&5

OCHOBOIIONIATAIOLIMMHE JOKYMEHTAaMH 110 HH(POPMaHOHHOH Oe30macHOCTH B PO sBistoTCS:
Koucruryuus PO

Crparerust HaMOHaNBHOH Oe3omacHocTH PO

JlokTpuHa nHpOPMaMOHHON Oe30macHoCTH PO

VYronosasiit Kogexc PO

3akoH 00 nHGopMaIwy, THQOPMAIMOHHBIX TEXHOJIOTUIX M 3aITe HHQOpMAIIH

OIIK-4

HS5

86

CKOJIBKO KaTeropuii rocy1apCTBEHHBIX HH(POPMAIMOHHBIX pecypcoB onpenensietr O3 «O6 nHpopmanum,
MHPOPMAITUOHHBIX TEXHOJIOTHAX | 0 3anurte uHpopmanum» oT 27.08.2006 r. Ne 149-D3? (3anummTe mudpoii)
IIpaBuUnbHBINA OTBET:

OIIK-4

HS5

87

JlokyMeHTHpOBaHHAasE HH(POPMAIIHs, IPABOBON PEKUM KOTOPOH YCTaHOBIICH CIICIHANTEHBIMA HOPMaMH
JICHUCTBYIOIIETO 3aKOHOIATENILCTBA B 00JIACTH TOCYJapCTBCHHON, KOMMEPYECKOH, IPOMBIIIUICHHON U IPYTOit
OOIIECTBEHHOI NeATeIbHOCTH, HAa3BIBACTCH ............ nHpOpMAaLHL.

IIpaBWIbHEIN OTBET: KOH(OUICHINATIbHAS

OIIK-4

35

88

JIro6as mH(pOpMAIHS, C TOMOIIBI0 KOTOPOIl MOXKHO OJHO3HAYHO MACHTU(GUIMPOBATE (pU3HUECKOE JIHIIO,
SIBISIETCS ............. JAHHBIMU.
IIpaBHIJIbHBIN OTBET:

OIIK-4

35

89

3ammuinaeMple roCyIapCTBOM CBEICHHS B 00JIaCTH €r0 BOCHHOM, BHEIIIHETIOIHTHYECKOH, SKOHOMUIECKOH,
pa3BeabIBaTENbHON, KOHTPPA3BeIbIBATENLHOM U ONIEPAaTUBHO-PO3BICKHOM JEATEIHOCTH, PACIPOCTPaHEHHE
KOTOPBIX MOXKET HaHEeCTH ymep06 6e3omacHocti PO, oTHOCATCS K:

roCcyJapCTBEHHOU TaliHe

JOKyMEHTHPOBAHHOH HH(pOpMAINK OTPAaHUYEHHOTO JOCTYIIA

Ciy’)keOHOU TaiiHe

OIIK-4

35

90

HemnpaBoMepHBIiT 7O0CTyN K KOMIOBIOTEPHOI HH(pOpMAINK HaKa3bIBACTCS MITpadoM:
OT ILTU 10 ABAaJLATH MUHUMAJbHBIX Pa3MEPOB OILIATHI TPyJa

OT JIBYXCOT JI0 MATHCOT MUHUMAJBHBIX pa3MePOB OILIATHI TPyaa

OT CTa ISITUAECATH A0 IBYXCOT MUHUMAJIbHBIX Pa3MEPOB OILIATHI TPYAa

JI0 TPEXCOT MUHMMAJIbHBIX Pa3MEPOB OILIATHI TPy

OIIK-4

35

91

Hapymenne npasun skciuryatanun 9BM, cuctemsr 9BM min ux ceTr HaKa3bIBA€TCS OTPAaHUYEHHEM CBOOOIBI
HA CPOK:

J0 rofa

JI0 ABYX JIET

JI0 TIATH JIET

JI0 TPEX MECSLIEB

OIIK-4

35

92

Co3pnanue, UCNIOIB30BAHUE U PACIPOCTPAHEHHE BPEIOHOCHBIX IIporpaMm i OBM HakasbiBaeTcs:
JIUIIEHHEM CBOOOMBI 10 roja

mrpadoM 10 JBaALaTH MUHUMAIBHBEIX Pa3MEPOB OILIATHI TPYa

JIUIIEHHEM CBOOOMBI Ha CPOK 10 3 1eT co mTpadom B pazmepe oT 200 xo 500 MEHIMAIBHBIX pa3MepoB
OIUIaTHI TPy

HCTIPABUTENBHBIMA paboTaMu JI0 TIATH JIET

OIIK-4

35
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Hapymenue npasun sxcrutyatanuun 9BM, cuctembl OBM nnu Ux ceTH HaKa3bplBaeTCA:

JIUIIEHUEM IIPaBa 3aHIMATh OIpe/eICHHbIC JODKHOCTU HIH 3aHUMAThCS OIPEENICHHOH NeITeIbHOCTHIO 10 5
aet

o0s3aTensHBIME paboTamu oT 180 1o 240 gacos

OTrpaHHYEHHEM CBOOO/BI /10 2 JIeT

OJTHAM U3 IIEPEUNCIICHHBIX BBIIIEC HAKAa3aHMI [0 YCMOTPEHHIO Cyzia

OIIK-4

35

94

Uro Takoe JlokTprHa HH(DOPMAIMOHHOH Oe3omacHocTH PD?

COBOKYITHOCTh O(HIINATBHBIX B3TJISI0B HA IIEJH, 33/1a4H, IPUHIUITEI 1 OCHOBHBIE HAIIPABJICHUs 00eCTIeYeHNUs
nHpOpPMAITMOHHOH Oe3omacHocTH Poccuiickoit denepanum;

COBOKYITHOCTh HOPMAaTHUBHBIX aKTOB, 00S3aTEILHBIX JJIS BBIMIOJIHEHNST BCEMHU XO3SIHCTBYIOMIUMH CyObEKTaMH.
COBOKYITHOCTb JJOKYMEHTOB, PETIAMEHTUPYIOLIMX OPraHU3allMOHHO-TEXHUUYECKUE MEPOTIPHUSITHS 110
obecrieueHnto nHpopManroHHoi 6e3onacHoct Poccutickoit denepanmu.

OIIK-4

35

95

I1paBo pa3pemaTs WIK OrpaHHYHUBATH JOCTYI K MHPOPMALIMHU K OIPEIENATh YCIOBUS TAKOTO JOCTYIA
HPHHAIICHKHT:

OpraHaM 3aKOHOJATEeNbHON BIIACTH;

T000MY IOPHANYECKOMY JIULLY;

obnaaTento HHPOPMAIHY;

OpraHaM MCIIOJHUTEIIbHOM BIACTH

OIIK-4

35

96

[epedens cBeneHnit KOHPUISHINAILHOTO XapaKTepa OMpeeeH:
Vkazom Ipesunenra PO ot 6 mapra 1997 r. Ne 188;
®enepanbHbiM 3aK0HOM OT 27 uroiist 2006 1. N 149-03;

Yxazom [Ipesugenta PO ot 30 HosOpst 1995 r. N 1203.

OIIK-4

35

97

[epeuens cBeneHui, JOCTYN K KOTOPBIM HE MOXKET OBITh OrpaHHYCH onpeneicH: DenepaabHBIM 3aKOHOM OT 27
nrojig 2006 r. N 149-®3;

Vkazom Ipesunenra PO ot 6 mapra 1997 r. Ne 188;

Yxazom Ipesunenta PO ot 30 Hos6pst 1995 r. N 1203.

OIIK-4

35

98

Hayxa o meTomax npeobpa3oBaHus HH(GOPMAIIH C IETBI0 €€ 3aIUThHI OT HECAHKIMOHIPOBAHHOTO JIOCTYTIA
Ha3bIBaeTCs

Kpunronorueit

Kpumrorpagueit

Creranorpadueit

CreHorpadueit

KpurroananuzoM

IIK-10

35

99

Hayxa (v mpakTika ee IpIMEHEHHS) O METO[ax U crioco0ax pacmudpoBanus nHpopmanun 6e3 3HaHHUS
KIIIOYEl Ha3bIBAETCS

Crenorpadueit

Creranorpadueit

Kpunroananmsom

Kpunronorueit

Kpunrorpadueit

IIK-10

35

100

Habop cpencTs 1 METOOB COKPHITUS (aKTa Iepenadn COOOIIEHHS Ha3bIBaeTCs
CreHorpadueit

Kpumnroananuzom

Creranorpadueit

Kpunronorueit

Kpunrorpadueit

IK-10

35

101

Ipouecc mpeodpa3oBaHUs UCXOAHOTO (OTKPHITOr0) COOOIICHHUS B ITU(PPOBAHHOE IO ONIPECICHHBIM
MIpaBUIIaM, COJCPIKAIIMMCS B IIH(pe Ha3bIBACTCSA

KOJMPOBaHHEM

mdpoBaHreM

JemrppoBaHIEM

BCKpBITHEM mudpa

IIK-10

35

102

Ipouecc mpeodpazoBanus MUPPOBAHHOTO COOOMIEHNS (IM(PTEKCTa) B UCXOAHOE (OTKPBITOE) COOOIIeHHE ¢
TIOMOIL[BIO OIPE/IEICHHBIX [IPABIII, COAEPIKAIIMXCS B IH(ppe Ha3bIBaeTCs

KOJMPOBAHHEM

mmppoBaHIEM

JenuGpoBaHUEM

BCKpBITHEM Iudpa

IK-10

35




103

Cnoco6 npeoOpa3oBaHus HHGOPMAIINH C HETBIO €€ 3aIUTHI OT HE3aKOHHBIX TOJIb30BaTeNIeH Ha3bIBACTCS
mudpoBaHreM

mmppoM

JenuGpoBaHUueM

IK-10

35

104

[Iponecc momyyeHus 3aIMUIIEHHOTO COOOMIEHHUs (OTKPBITOTO TEKCTa) U3 IU(PPOBAHHOTO COOOIIEHUS
(umpoTexcTa) 6e3 3HAHUS IPUMEHEHHOTO MH(pa HA3BIBACTCS:

mudpoBaHreM

JemrppoBaHIEM

BCKpBITHEM mudpa

IK-10

35

105

CMeHHbI# d7eMeHT mupa, TPUMEHSIEMbIH st IH(POBAHNS KOHKPETHBIX COOOLICHNH, HA3bIBASTCSI
mudpom

KITFOUOM

mdpoTEKCTOM

IK-10

35

106

VYkaxkure cocoOsl Ipeobpa3oBaHus IpH MH(POBAHIH!
IIOJICTAaHOBKA

KOJMPOBaHHE

IIepeCcTaHOBKA

aHAJIMTHYECKOe peoOpa3oBaHme

C)KaTHe/pacIInpeHne

raMMHpOBaHHE

IIK-10

35

107

Kpunrocucremoii siBisercs

CPEZCTBO aNNapaTHOH 3aIUTHI JaHHBIX

CHCTEMa HECAHKIIMOHMUPOBAHHOTO JIOCTYTA K TEKCTY

ceMeicTBO 0OpaTHMBIX IPEOOPa30BaHMH OTKPHITOTO TEKCTA B MIM(POBAHHBII
CEMEHCTBO HEOOPaTUMBIX IIpeoOpa3oBaHUH OTKPHITOrO TEKCTa B MIM(POBaHHbBIA

IK-10

35

108

UTo U3 NepeunCICHHOTO He BXOIUT B KPHIITOCHCTEMY: TIOJIMMOP (GHK-TEHEPATOP
ITOPUTM MH(POBAHU

Habop KITFOYeH, HCIOIb3YEMbIX IS H(PPOBAHUS

CHCTEMa YIPABJICHUS KIF0UYaMU

IIK-10

35

109

T'OCT 28147-89 sBASETCA CTAHAAPTOM ...'vveneeneanenannnn. ndpoBaHus
IIpaBHJIbHBIN OTBET:

IIK-10

35

110

Anroputrm RSA siBisieTcs cTannapTom:
CHMMETPUYHOTO ITH(POBAHUS
ACHMMETPUYHOTO MU(PPOBAHUS
raMMHPOBaHUS

creranorpaduu

IIK-10

35

111

ITpu acumMmeTprYHOM MM(POBAHUH UL U(PPOBAHKS U JEIU(PPOBAHUS UCTIOIB3YIOTCS:
JIBa B3aHMOCBS3aHHBIX KJII0Ya

OJIUH OTKPBITHIN KIIIOY

OJIVIH 3aKPBITHIH KIII0Y

J(Ba OTKPBITBIX KJIHOUa

IIK-10

35

112

PexBU3HT 31€KTPOHHOTO JOKYMEHTA, IOIYYCHHBII B pe3ylIbTaTe KPUITOrpadhIIecKoro npeodpa3oBaHus
I/IHq)OpMaI_[I/II/I C UCTIOJIB30BAHUEM 3aKPBITOTO KJIKOYa, npez[Hae.HaquHHﬁ JUTA 3allIUTBI JAHHOTO JOKYMEHTA OT
TIOAJIENKH, 1 TI03BOJISIIOIINH HICHTH()UIMPOBATH BiIa/ieNblia KITI04a, a TAKXKE YCTAHOBUTH OTCYTCTBHUE
HCKaXCHUSI HH(YOPMAINHU B JICKTPOHHOM JTOKYMEHTE, IIPEICTABIIET COOOH 3TEKTPOHHYIO ...............
IIpaBunbHbIN OTBET:

IIK-10

35

113

Iudposast moamuck He 00ECIEINBACT:

KOHTPOJIb IIEIOCTHOCTH JOKYMEHTa
KOH(HACHINAILHOCTD IOKyMEHTa

BOCCTAHOBJICHHE ITOBPEXKACHHOTO JTOKYMEHTa
JI0Ka3aTeNnbHOe TIOTBEP)KACHNE aBTOPCTBA JOKYMEHTa

IK-10

35




114

VYkakute BUABI U(POBOI MOIMUCH:
IIpOCTasi MOAIUCH

KBaM(UIUPOBaHHAS [IU(POBas HOAIHCH
yCUIICHHAs HEKBATU(HUIIMPOBAHHAS TOAIIICH
HeKBaIM(HUIMPOBAaHHAS [IM(PPOBast MIOIINCH
yCHICHHas KBATH(UIIMPOBaHHAS IIOAINCH

IK-10

v5

115

ANTOPUTMBI IU(PPOBAHUS OBIBAIOT
MHOTOSIICpHBIC

C UCTIOB30BAaHUEM X3II-(DyHKIHI
MIEPUOANICCKHE

PEeKypCHBHBIC

CHMMETpPUYHbIC

IIK-10

35

116

AnropuTMBI IH(POBAHUS OBIBAIOT:
MIePUOANIECKHE

aCUMMETPUYHBIC

PEKypCHUBHBIC

CHUMMETpUYHbIE

IK-10

35

117

OnexTpoHHAs MOJINCH YCTaHABIHMBACT 777 HHPOpMaIUH
HEIPOTUBOPEUUBOCTh

OJJHO3HAYHOCTb

IIPOTUBOPEYUBOCTD

LIEIOCTHOCTh

IK-10

35

118

DNeKTpoHHAs HOAMUCH 00ECTICUUBACT:
YIOCTOBEPEHNE NCTOYHMKA TOKYMEHTA
OBICTPYIO NMEPECHUIKY TOKYMEHTa
yIAJICHHBIHA JOCTYII K IOKYMEHTY

IIK-10

35

119

DeKTpOHHAS ITOIIHCH 00eCIICUUBACT
HEBO3MOXKHOCTb OTKa3a OT aBTOPCTBA
yIOaTeHHBIA JOCTYII K IOKyMCHTY
OBICTPYIO MEPECHUIKY TOKYMEHTa
HEBO3MOXKHOCTH YCTAHOBJICHUS aBTOPA

IIK-10

35

120

YkakuTe porpaMMHbIe MOAYJIHM WM allllapaTHbIE YCTPONCTBA, PETUCTPUPYIOLINE KaX10€ HasKaTHe KJIABUILU
Ha KJIaBHaType KOMIIbIOTEpa

CKPHHIIIOTHI

KEHJIorrephl

Opay3epsl

OpaHaMay3phbl

IIK-10

35

121

Jnst reHepanuy >IeKTPOHHON ITOIIHUCH MOXKET OBITh HCIIOJIB30BaH AITOPUTM
DES
RSA
AES

IIK-10

35

122

Kakue u3 nepedncieHHbIX anrOPUTMOB OTHOCSTCS K CHMMETPUYHBIM?
DES

RSA

I'OCT 28147-89

IK-10

35

123

J1J1s1 KOHTPOJIS IETIOCTHOCTH MEPeaBaeMBbIX IO CETSM JIaHHBIX HCIOIb3YeTCs
ayTeHTHU()UKAUS JTaHHBIX

ayauT coObITHi

9JIEKTPOHHAS TOATHUCH

MEKCETEBOE IKPAaHHPOBAHHUC

IK-10

35

124

B npennaraemom nepeune Beigenure 3aaaun, HE sBrstomuecs 3agauamu Kpuntorpapun
MEXCETEeBOE IKPAHUPOBAHUE

mdpoBka HHGOPMAIMHK B MIENAX €€ 3alUThl OT HECAHKI[HOHMPOBAHHOTO IOCTYIA
oOecrieueHue TeIOCTHOCTH JaHHBIX

AyTCHTHU(OUKAIMS JTAHHBIX U UX HCTOYHUKOB

IK-10

v5




125

UTo U3 NepeunCICHHOTO He ABIIACTCS (PYHKIMEH yIpaBIeHUs KPUITOTPadHIECKUMH KITI0YaMH
reHepanus

H3y4EHHE

XpaHeHue

pacnpeeneHue

IK-10

35

126

[TporpammMHast WM IPOrpaMMHO-aIIIapaTHAs CHCTEMa, KOTOPasi BHITOJIHACT KOHTPOIJIb HH(QOPMAMOHHBIX
MIOTOKOB, IIOCTYNAIOMNX B HHPOPMAIIMOHHYIO CHCTEMY W/HIIM BBIXOJAIINX U3 Hee, U 00eCIIeYnBaCT 3alIUTy
nH(GOPMALMOHHON CHCTEMBI TOCPEACTBOM (QMIBTPALNH HH(POPMAIINU Ha3bIBACTCS

KPHUITOAITOPUTMOM

CEpPBEPOM YIAIEHHOTO HOCTYyIa

MEXKCETEBbIM 9KPAaHOM

KPUNTOCUCTEMOU

IIK-10

35

127

SHCKTpOHHaﬂ TOAIHNCH IMMO3BOJIACT:

YAOCTOBEPUTHCA B UCTUHHOCTH OTIIPABUTCIIA U IEJIOCTHOCTH COO6H.[CHI/I5[
BOCCTAaHaBJIMBATH ITOBPCIKICHHBIC COO6HI€HI/I$[

nepecoliaTh COO6H.[CHI/I5[ 10 CCKPETHOMY KaHaITy

00ecreunThb KOH(])I/I,[[CHI_[I/IZU'II:HOCTB JOKYMCHTaA

IIK-10

35

128

Pa3smep kimoua B 'OCT 28147-89 pasen:
64 Outa

56 out

128 out

256 6ut

IIK-10

35

129

Pa3mep kimtoua B cranmapte DES paBen:
256 out

128 6ur

64 6ura

56 out

IIK-10

35

130

CHUMBOJIBI HCXOJTHOTO TEKCTa CKJIAJbIBAIOTCS C CUMBOJIAMH HEKOH CIy4aiHOi 1ociiejoBaTeIbHOCTH — 3TO
AJITOPUTM NEPECTAHOBKU

ITOPHUTM aHATUTHIECKUX MPe0oOpa3oBaHui

aJITOPUTM TaMMHUPOBAHHS

IIK-10

35

131

CHMBOJIBI OPUIMHAIBHOTO TEKCTa MEHSIOTCS MECTaMU IO OTIPEENICHHOMY IIPUHIIUITY, SIBJSIOIIEMYCS
CEKPETHBIM KIIFOUOM — 3TO

AJITOPUTM TMOJCTaHOBKU

AITOPUTM NEPECTAHOBKH

AJITOPUTM FaMMHPOBAHHS

IIK-10

35

132

Kakoii MeTo 1 ucrob3yeTcs npu MrGpOBaHUU ¢ TOMOIIBIO AaHATUTHYECKHUX MPE0Opa30oBaHUit
TaOJIMYHBII METOT

anreOpsI MaTPHIL

WMUTAIMOHHBIN

IK-10

35

133

Cdepsr mpumenenns: DES-anropurma

M pOBaHUE CBEACHUH, SBISIOIIXCS TOCYJAPCTBEHHOHN TalfHOMH
3aKpBITHE KOMMEPYECcKoi HHpOopMaIuu

peanu3anys 3JeKTPOHHOM IOAIUCH

IIK-10

35

134

Anropurm 'OCT 28147-89 nucnonb3yeT KiTtod, SBISIOUIHACS
[10CJIEIOBATEIILHOCTBIO YUCETT

MacCHUBOM, COCTOSIIIIUM U3 32-MEpPHBIX BEKTOPOB

anhaBUTOM

IK-10

35

135

VYxaxure ocHOBHBIE oOnactu mpumeHeHust DES-anroputMma:
peanm3arys 3IeKTPOHHOH MOINCH

XpaHeHMe JaHHBIX Ha KOMIIBIOTEPE

JIEKTPOHHAS CUCTEMA IIIaTeKeH

ayTeHTH(UKAISI COOOIICHU

IK-10

35

136

KpunrocrodkocTs — 3710 ...:

CEKPETHOCTb KIIH04a

XapaKTepUCTHKA MIpU(Ta, ONPEEIAIONIAst €ro CTOMKOCTh K ACIIM(POBAHUIO O€3 3HAHUS KIII0oYa
CHOCOOHOCTh KPUNTOIPahUuECKOr0 AJITOPUTMA IPOTUBOCTOSITH KPUITOAHATIM3Y

IIK-10

35




137

Uro He paccMaTPHUBACTCS B IOJIUTUKE OE30TIaCHOCTH?
TpeOyeMbli ypOBEHb 3aIUThI JAHHBIX

pou cyObeKTOB MH(POPMALIMOHHBIX OTHOIICHUH
aHaJIN3 PUCKOB

3aIIHMIICHHOCTh COTPY/IHUKOB

IK-10

35

138

COBOKYITHOCTB IOKYMEHTHPOBAHHBIX YIPaBICHYECKUX PELICHUH, HAIPABICHHBIX HA 3aIUTy UH(QOpMAIN 1
ACCOIMHUPOBAHHBIX C HEH PeCypCcoOB MPeNNpUsSTHS WIH OpraHu3allii, Ha3bIBAETCH. . ... .... (B UM. TIafIeKE)
0e30I1aCHOCTH.

IIpaBuIIbHBIN OTBET:

IIK-10

35

139

Crparteruio opraHu3anyy B 00J1IacTH HHQOPMAIIMOHHOW 0€30MaCHOCTH, Mepy BHUMAHHS U KOJTMIECTBO
PeCypCcoB, KOTOpPbIE PYKOBOJICTBO CUUTALT LIEJIECOOOPa3HBIM BBIICIUTD JJIs 00eceueHuss HHHOPMAIIMOHHOM
0€30MacHOCTH, OTIPEIeNSIeT: KOHIETIHNS 0€30MacHOCTH

cTpaTerus 6€30IMacHOCTH

MOJUTHKA 0€30IaCHOCTH

IIK-10

35

140

VYkakuTe KOMIIOHCHTH! KOHIIENTYaJIbHOH MOAENN 0e30IaCHOCTH HH(POPMALIUH:
Hcrounnkn nHpopManum
OOBeKTHI yrpo3
Kpurrrorpagus
Hcrounuku yrpo3

Henu yrpos

Yrpo3sl

Cnoco0sI moctyma
Hanpasnenus 3amuTs
CpencTa 3a1uThl
MeToabl 3aLUTh

IK-10

35

141

Ha xaxoM u3 ypoBHeit o0ecnieueHns nHGOPMAMOHHON O€30MaCHOCTH pa3pabaThIBAaeTCs MOIHTHKA
0e30macHOCTH:

NH(OPMALOHHOM

aIMIHUCTPAaTHBHOM

3aKOHO/ATEJILHO-TIPABOBOM

IIPOrPaMMHO-TEXHHIECKOM

IK-10

35




142

Yro He SIBISIETCS COACPKAHUEM aIMUHACTPATHBHOTO YPOBHS o0OecrieueHrsl HHPOPMAMOHHOH 0€301acHOCTH:
pa3paboTKa MOJUTHKH OE30MacHOCTH

IIPOBEJICHUE aHAIN3a YIPO3 U PAcUeTa PUCKOB

BEIOOP MEXaHM3MOB oOecIieueHns] HHPOPMaMOHHOW 0€30MacHOCTH

BHEJ[PEHNE MEXaHN3MOB 0€30MacCHOCTH

IK-10

35

143

Kaxkoii u3 ypoBHeii oOecrieueHns: ”HGOPMAMOHHON 0€30MaCHOCTH BKITIOYACT KOMIUICKC MEPOTIPHSATHH,
peaTH3yIOMnX MPaKTHYSCKHE MEXaHN3MBI 3alUTHl HH(QOPMAIIHIH:

3aKOHOJATENbHO-IIPAaBOBOI

TIPOLEAYPHBIN

aJMMHUACTPATUBHBIN

[IPOrpaMMHO-TEXHUYECKUH

IIK-10

35

144

Kakoii 3 mepeyrcIIeHHBIX YPOBHEH HE OTHOCHTCS K YPOBHAM oOecredeHUsI HH)OPMAIIMOHHOH 0€30I1acCHOCTH:
nH(GOPMAMOHHBIN

3aKOHOJATENbHO-IIPAaBOBOI

aJIMUHHUCTPaTUBHBIH

MIPOTrPAMMHO-TEXHUYECKUI

IK-10

35

145

Kakue u3 yka3aHHBIX MEPOTIPHUSITUI 3alUThI HH(POPMAIIMHA OTHOCATCS K OPraHU3alHOHHBIM?

HACHTU(DUKAIMS U ayTeHTU(UKAIINS TT0JIb30BaTEICH;

opraHu3anys paboTs 10 aHANIN3Y BHYTPEHHUX U BHEIIHUX yrpo3 KOHGHUICHIMAIEHOH HH(OPMAIIU 1
BBIpaOOTKE Mep 0 00ECIICUEHHIO €€ 3alUThI;

BBISIBJIICHUC KaHAJIOB yTe‘IKI/I I/IHCI)OpMaI_lI/II/I Ha pa3H1>1x 06’beKTaX 1 B IOMCHICHUAX

pa3paboTKa CreHaIbHbIX 3aKOHOB, TIOJTHOCTHIO OTHOCSIINECS K KOHKPETHBIM chepaM OTHOIICHUH, OTPacsiM
X0351CTBA, TPOIIECCAM.

IK-10

35

146

Ha kakux ypoBHSX PeaM3yIOTCS OPTaHU3alMOHHBIE MEPOIPUATHS 3aIUThHl HHPOPMAIIUH :
aJIMUHUCTPATUBHOM

3aKOHOATEIHHOM

MIPOrPaMMHO-TEXHHIECKOM

MIPOIETYPHOM

IIK-10

35

147

Kaxkue n3 ykazaHHBIX MEPOIIPUATUH 3alINTHl HHPOPMALIMU OTHOCATCS K MH)KEHEPHO-TEXHUYECKUM?
OpraHHU3alys UCIIONB30BaHUsI TEXHUYECKHUX CPEACTB cOopa, 00pabOTKH, HAKOIIICHHS U XPAHEHHS
KOH(pHIEHINAIEHON HH(OpMAIIIT

pa3paboTKa MONUTHKH Oe30IIaCHOCTH

OpTaHM3aIMs CHCTEMAaTHIECKOTO KOHTPOIIA 32 paboToH nepcoHana ¢ KOHGHUICHIMAIEHOH HHopMarieit
TIOMCK ¥ OOHAPYXEHHE CPEJICTB IIPOMBIIUICHHOTO IIITHOHAXA.

IK-10

35

148

BosMoxxnocT HECAaHKIIMOHNPOBAHHOTO NCTIOJIBb30BaAHUA KOH(I)I/IHGHHI/I&HI)HI)IX CBeHeHI/Iﬁ B 3HAYUTEIHLHOU MEpe
00yCIIOBIIUBAIOTCS:

TEXHUYECKHMH aclIeKTaMH

3JIOYyMBIIUICHHBIMUA ,HeﬁCTBHHMI/I

HEOPEIKHOCTHIO M XaJTATHOCTHIO MOJIb30BaTEICH MITH HEPCOHANA 3aIIUThI

IK-10

35

149

OpraHn30BaHHAsI COBOKYIMHOCTh CHEIHATBHBIX OPTaHOB, CPEICTB, METOJ0OB M MEPOTIPHATHIH,
o0ecreynBalOINX 3aMIUTY HH()OPMAINK OT BHYTPEHHHUX U BHEITHUX YTPO3, HA3BIBACTCS ....... (B uM. Magexe)
3aIIUTH HHOPMALHIN.

IIpaBuIIbHBIN OTBET:

IIK-10

35

150

K HenocTaTkaM anmapaTHbIX CPEACTB HHKEHEPHO-TEXHUYECKON 3alUThI OTHOCHTCS:
BBICOKasi CTOUMOCTh

rabapHuTHbBIE XapaKTePUCTUKU

HeJocTaToYHast THOKOCTh

IK-10

35

151

K mocronHcTBaM MPOrpaMMHBIX CPEICTB HHKEHEPHO-TEXHUYECKOM 3aIlUThl OTHOCHTCSL:
HHU3Kas CTOMMOCTh

JUTUTEIILHBIN TIEPUO/] FAPaHTHPOBAHHOTO UCIIOIb30BAHHUS

OBICTPOICHCTBUE

IIK-10

35




Hauaiy paboT 1o CO3QaHHIO MIIH COBEPIICHCTBOBAHNIO CUCTEMBI 3aInuThl HHpopManuu (C3U1) npeamecTyer:
pa3paboTka nprkasza Ha npoBeaeHue padot no cozganuo C3U

152 N [IK-10 35
oIpezaeneHue nepedHs tpedosanuit k C3U
(bopMupOBaHHE CITUCKA IMOIPIIYHKOB, IPUBIICKaeMbIX K co3nanuio C3U
MeponpusTas IO CO3AaHHUI0 CUCTEMBI 3aIUTHl HH()OPMAINN HAYNHAIOTCS C:
OLICHKH YSI3BUIMOCTH HH(OPMANUH, JOCTYITHOCTH €€ JUIS CPEACTB 3JI0yMBIILICHHUKA
|53 [2Ham3a coctasa 1 conepikans KOH(MUICHINATbHON HHPOpMALUH, HIUPKYIAPYIOICH Ha KOHKPETHOM 00BEKTEe TK-10 35
3aIIUTEI
aHaNM3a HEHHOCTH HH(POPMAIINH ISl KOHKPETHOTO 00BEKTa 3aIlUTHI C MO3UIMI BO3MOXKHOTO yiiepba ot ee
MOTYyYCHHUS] KOHKYPEHTaMH
WudopmanyoHHas MoJeIb IPEIIPUATH (POPMUPYETCS MOCIIE OKOHIAHHS
| 54 [2HaHM3a cocTaBa 1 cONepiKaHNS KOH(UICHINATbHON HHpOpMaH TK-10 35
aHaNM3a HEHHOCTH HH(POPMaUH
OLICHKH YSI3BUMOCTH HH(pOPMAIIUU
Pa3paboTka cucTeMBl 3aIUTHl HH(POPMALIMH HAUNHACTCS C
155 [H3yHeHuA MH()OPMAITIOHHBIX aKTUBOB MPEINPHUATHS TK-10 35
pa3paboTKN OpraHU3aHOHHBIX Mep 3aIlIUThl HH)OPMAIHN
YCTaHOBJICHHS IIEPCOHAILHOM OTBETCTBEHHOCTH 33 COXPAaHHOCTh MH(OpMAIIH
KoHTpoib 3(peKTHBHOCTH 3aUTH HEOOXOAUMO HAYNHATH C
|56 |IPOBEPKH OPraHU3aLHOHHO-PEKMMHBIX CPEIICTB U MEpONpHUATUL TK-10 35
TIPOBEPKH YPPEKTUBHOCTH CUCTEMBI IIPOTUBOJCHCTBHS
tectrpoBanus 3amuThl o HCJL
Kakum ciocobom B MS Word MOXHO yCTaHOBHTH 3aIIUTY JOKYMEHTOB OT MAaKPOBHPYCOB?
@aiin — [Tapametps! — LleHTp ynpasiaeHUs 6€30MaCHOCTBIO;
157 |®@aiin — [MapameTpsl — CrieniuanbHbIe BO3MOXKHOCTH; [IK-10 H6
@aiin — Yuernas 3anucs — [lapameTps! 0OHOBICHHS;
PeniensupoBanue — 3allUTUTh,
VYkakuTe BepHBII BApUAHT MapoIst C TOYKH 3PEHHUS COBPEMEHHBIX TPEOOBAHHMH:
1R#gO*v$85
158 [IvaNova2005 [IK-10 Ho
89089521318
IeKTpHUKaIs
Kaxum cioco6om B MS Word MOXHO yCTaHOBUTB 3alIUTy HA JOKYMEHT?
@aitn — CeneHus — 3alUTUTD JOKYMEHT
159 |®aiin - CoxpaHuTh [IK-10 H6
®aiin — OOt oCTyI
Daiin — CoxpaHUTh KaK
Kakum ciocobom B MS Excel MOXHO yCTaHOBUTB 3aIUTY HA TIEHKY OT PEJAKTHPOBAHMUS?
®dopmar sgueek — 3aimuTa 3aTeM PerieH3upoBanye - 3alUTUTh JIUCT
160 |Perien3upoBanue - 3alUTUTD JTUCT [IK-10 H6
®dopmart gueek — 3amuTa
PeniensupoBanue — 3alUTUTh KHUTY
Bam 1103BOHMII 4eJIOBEK, MPEACTABUIICS COTPYIHUKOM CITyKOBI 0€30MaCHOCTH M TIOTPOCHII IPEA0CTaBUTh Bam
[apoJb YIeTHOH 3alMCH WM KOPIIOPATUBHOM IOYTHI IS TPOBEACHUS PAOOT MO MOBBIIICHUIO 3aIIUTHI
161 nHpopmanun. Bammm neiicteus: K-10 Vs

OTKaXy
IPEOCTABIIIO
MIOMHTEPECYIOCH IS KAKHUX LieIed U IPEIOCTABIIO0




5.3. MarepuaJibl /I OLIEHKH JOCTHKEHUS] KOMIIeTeH il
5.3.7. Bonpocsl Jist yCTHOTO 0Ipoca

Ne Coznepxanue Kowe- nn
TEHIINS
1 |[aiite onpenenenue noHsTHIO HHPOPMALIMOHHAS G€30II1ACHOCTb. OIIK-3 36
2 |Ilepeunciute OCHOBHBIC COCTABISIONINE HHPOPMAIIMOHHOM OE30MACHOCTH. OIIK-3 36
Kaxoe 3HaueHHE MMEIOT COCTaBILIOINE HH(POPMAIIMOHHON 0€30MacHOCTH AJIsl CyOBEKTOB HH(OPMAIIMOHHEIX OITK-3 31
3 |orHOwmEHNH?
4 |KaxoBbl nHTepechl P® B nndopmaironHoii chepe? OI1K-3 36
5 Omnpenenure HCTOYHUKY yrpo3 HHGOpMaMOHHO# O6e3onacHocTn PO n moctpolite nx kiaccuduKaIuio. OIIK-3 36
6 |IlepeuncianTe OCHOBHBEIE METOABI 0OectiedeH st HHpopMannoHHoi 6esonacHoct PO. OIIK-3 36
7 Kakue ocHOBHBIE TPOOIEMBI MEXTYHAPOAHOTO COTPYJHUIECTBA CTOSAT HA TOBECTKE JTHS CETOAHS? OIlIK-3 36
3 KaxoBo, Ha BaIll B3[JIsLA, IOJIOXKEHUE A B 00JIaCTH MUPOBOH MH(POPMAITMOHHOM O€301aCHOCTH CeroHs? OIIK-3 36
ITpoananu3upyiiTe pa3innyHble ONpPEASNICHNs OHATUS «3aluTa HHYOPMALUN) U «MH(POPMAIIMOHHAS OITK-3 36
9 |6e3onacHoCTb»
10 [Jla¥iTe onpeneneHue MOHATHIO 3alMTa HHOOPMAIIMH. OI1K-3 36
11 [YTo monumaercs noj TepMuHOM 0€30MacHOCTh HH(pOopManuu? OI1K-3 36
12 [Yto Brimouaer B ce0s 3amuTa HHGOpMaIum? OI1K-3 36
13 |Kakue nenu npecieayer 3ammra HHhopManuu? OI1K-3 36
14 [Kakoe MecTo 3aHMMaeT 3amuTa HHPOPMAIMU B HH(OPMAIIMOHHON O€30IacHOCTH? OI1K-3 36
15 [Onpenenure npeamer 3amuTbl HHGOPMAIHH. OI1K-3 36
16 |Chopmynupyiite OCHOBHBIE CBOHCTBA HH(OPMAIIHH. OI1K-3 31
17 |daiite onpenenenre KoHQUACHIHMATBLHON HH)OpMAIIMH. OIl1K-3 31
18 |IlepeuncnuTe YpoBHH CEKPETHOCTH IOCYJAPCTBEHHON TAIfHEL. OI1K-3 36
19 |PackpoliTe CyInIHOCTE OCHOBHBIX MOAXOA0B K H3MEPEHHIO KOJTHYECTBA HH(OPMAIIHH. OI1K-3 36
20 |Packpoiite cymHOCTh HH(GOPMAIMK KaK 00bEKTa MpaBa COOCTBEHHOCTH. OI1K-3 36
21 |PackpoiiTe CyIHOCTb OOBEKTA 3aLHUTHI. OIIK-3 36
22 |Onpenenure noHsATHE YTrpo3bl HHGopMannoHHoH 6e3omacHocTH (M1B). OI1K-3 36
23 |Oxapakrepusyiite ciy4aiiasle yrpossl Vb. OIIK-3 36
24 |Oxapakrepusyiite npeaHaMepeHHbIe yrpossl Mb. OI1K-3 36
25 |Onpenenure nonsTus Hapymmurens Mb u 370yMpIIuIeHHUKA. OIIK-3 36
2% Kaxwue nmpeonokeHus BBIBUIAIOTCS IPU pa3paboTKe MOJeNu runoTerndeckoro Hapymmrens Vb oobekra. OIIK-3 36
27 |Ha ocHOBaHMHM 4Yero CTPOMUTCS. MOJENb FHIOTeTHYecKoro Hapymmrens Vb? OIIK-3 36
28 |Kakue kaTeropuu nepconana o0beKTa MOryT ObITh BHYTpeHHUMH Hapymmtensmu b obbexra? OIIK-3 36
29 |Kakue nuia Moryt ObITh HapymmuTensiMu Vb o6bekTa U3 4nciia HOCTOPOHHUX JIUI? OIIK-3 36
30 |HazoBute ocHOBHBIE MOTHUBBI HapyuieHuii 1b. OIIK-3 36
31 |[aiiTe onpesiesieHue KOMIBIOTEPHOIO IPECTYIUICHUSI U OXapaKTepU3yiiTe UX BUABL OIIK-3 36
32 |Omnpenenute MOHATHUS BPEIOHOCHOTO IPOIrPAMMHOr0 00€CeYeH s 1 KOMIIBIOTEPHOT'O BHpyca OIIK-3 36
33 |IlepeuncianuTe OCHOBHbIE KJIaCChl KOMIIBIOTEPHBIX BUPYCOB OIIK-3 36
B ueM 3aKm04aroTCs pasimyIns MEXKLy TOHSATHSIMHI KOMITBIOTEPHOTO BUPYCA H IIMTHOHCKON ITPOrpaMMHOIT
34 |3axmanku? OIIK-3 36
35 |Ha3oBuTe OCHOBHbBIE METO/IbI BHEAPEHMSI TPOTPAMMHBIX 3aKJIATI0K OI1K-3 36
JlaiiTe XxapaKTepHCTHKY OCHOBHBIX MOJIEIIel BO3EHCTBHSI IPOrPAMMHBIX 3aKJIaJI0K Ha KOMITBIOTEp U
36 |KOMIBIOTEPHYIO CETh OIIK-3 36
37 |B 4em pa3nuuus TPOSHCKHUX IIPOrpaMM U IPOrpaMMHBIX 3aKIag0K? OIIK-3 36
38 |[laiiTe XapakTepUCTUKY JEHCTBUI OCHOBHBIX Pa3HOBUIHOCTEH TPOSHCKHUX IIPOrpaMM OIIK-3 36
39 |HazoBute n oxapakTepusyiTe MeTo bl 0OHAPYKEHUsI BUPYCOB OIIK-3 36
40 [IIepeuuciure BUAbI U HA3HAUYEHUs! AHTHBUPYCHBIX IPOrpaMM OIIK-3 36
41 [Kakumu neiicTBUSAMHI MOXKHO IPEIOTBPAaTUTh BUPYCHYIO aTaKy? OIIK-3 36
42 [HazoBute ocHOBonosararomue 1okyMeHTsl o b B PO. OIIK-4 35
43 [Yro sBnsercs npeaMeToM NpaBoBOro peryauposanus B obsactu Mb? OIIK-4 35
44 |HazoBute 3amaun obecneuenus 1b, chopmynupoBannsie B Konnenmuu HarmoHanpHoH 6e3onacHocT PO OI1K-4 35
45 |Kakoit 3akoH siBisiercst 6a30BbIM B 00J1aCTH 3alIUThI HHPOPMALINK, U KaKHE OTHOIICHHS OH pernamentupyer? | OITK-4 35
46 |Ha3oBuTe KaTeropuy rocy1apCTBEHHBIX HH()OPMAIMOHHBIX PECYPCOB OIIK-4 35
47 |Kaxkas nHpopmarys MOXeT ObITh OTHECEHA K KaTeropiy KOH(UICHIIHAILHON? OIIK-4 35
48 |Onpenenute naHHBIE, KOTOPbIE MOTYT OBITH OTHECEHBI K NEPCOHAIBHBIM JTaHHBIM OIIK-4 35
Hazosure cratbu YK P®, npeaycmarpuBaroniyie OTBETCTBEHHOCTD 3a COBEPIIEHUE KOMITbIOTEPHBIX
49 [npecrynnenuit OIIK-4 35




50 |CchopmynupyiiTe OCHOBHBIE MPUHINIBI IOCTPOSHUS CHCTEMBI 3alIUTHl HH(OPMAIIHH. [1K-10 35
51 |Kakue ypoBHH 3a/1eiCTBOBaHBI B 00eCTIedeHNH HH(POPMAIMOHHOH Oe30macHocTH? [1K-10 35
52 |Yto mpexncrasinsieT co0Oi MOIUTHKA O€30IIaCHOCTH OPTraHMU3aIiN? [1K-10 35
53 |Yto BXOOUT B aHAJIU3 PUCKOB? [1K-10 35
54 |Yto mpexacrasiusier co0oit mporpaMMa 0€30MacCHOCTH OpraHU3aLUH? [1K-10 35
55 |IlepeuncnuTe OCHOBHBIE MOJIEIH 3aIIUTHI HHPOPMALIUH U KX OCOOCHHOCTH. [1K-10 35
56 |B gem 3axiouaeTcst CyImHOCTh METOJOB 3aIIUTHI OT CIyYalHBIX yrpo3? I1K-10 35
57 |daiiTe onpeneneHne NOHATHIM HICHTH(QHUKAIMN 1 ayTeHTH()UKAINH. [1K-10 35
58 |IlepeuncTTe OCHOBHBIEC BUIBI AyTEHTU(HKALIUH. [1K-10 35
59 B 4em 3axitouaeTcs MOBBIIEHHE HAJISKHOCTU U OTKA30yCTOIYMBOCTY HH(POPMAMOHHBIX CUCTEM? I1K-10 35
60 |Kakyro ponb urpaeT moAroTOBICHHOCTh HEPCOHANIA B TOCTPOSHUH CHCTEMBI 3aIIUTHI HHpopManumn? [1K-10 35
Kaxue MeTozbl ¥ Cpe/icTBa HCIOIb3YIOTCS JUIsl OpPraHU3aliK IPOTHBOCHCTBHS TPAANIIMOHHBIM METO/IaM
61 |mmnuoHaxka u guBepcuin? I1K-10 35
62 |PackpoliTe 0COOEHHOCTB IOCTPOSHHMS 3aIUTHI OT HECAHKIIMOHUPOBAHHOI'O IOCTyHa I1K-10 35
63 |Kaxue MeTonsl 3anTEl HHGOPMAIUU OTHOCSTCS K Kpunrorpapuiyecknm? I1K-10 35
64 | MaiiTe onpeneneHre KpUIITOJIOTHH. I1K-10 35
65 |Kakue Tpu OCHOBHBIX IEPHOJIa KPUIITOIOTHHU Bbl 3HaeTE? I1K-10 35
66 |OOBsICHUTE NOHATHE KPUITOIOMYECKUI AJITOPUTM. I1K-10 35
67 |Yto Takoe kpunrorpadus? I1K-10 35
68 |KakoBa cyTb npeoOpa3oBaHUii IepeCTAHOBKU U 3aMEHBbI? I1K-10 35
69 |Yto coboii npencraBisioT mudposanue u aemudposanue? I1K-10 35
JaiiTe onpeenenne aHATUTHIECKOMY MPE0OPa30BaHHIO, TAMMHUPOBAHHIIO 1 KOMOMHHPOBAHHOMY
70 |mmdposanuto. [1K-10 35
71 Yo Takoe CHCTEMBI C OTKPBITBIMH KIIOYaMH? [1K-10 35
72 |IIpuBenuTe CTPYKTYpHYIO CXeMy Ipolecca IIH(POBAHMUS ¢ OTKPBITHIM KIFOUOM. [1K-10 35
73 |MaiiTe onpeneneHne CTOMKOCTH KPUIITOCUCTEMBI. [1K-10 35
74 |IIpuBenuTe OCHOBHBIE IPOrPAaMMHO-ANApaTHBIC peaIn3ann mMuQpos. [1K-10 35
75 |B uem 3akmouaercs cyth DES-anropurma? KakoBsl ero ocobennoctn? I1K-10 35
76 |B kakux pexxumax MoxeT paborats DES-anroputm? [1K-10 35
JlaiiTe ommcaHne OTeUECTBEHHOTO aJITOPUTMa Kpunrorpadpuueckoro npeodpasosanus ganHbx (IOCT 28147 -
77 |89) u ero oTAMYUTENLHBIX OCOOCHHOCTEH. I1K-10 35
78 |Kakumu XapakTepHCTUKaMU OL[EHUBAETCS CTOMKOCTh KPUNTOrpaIeCKUX CUCTEM? I1K-10 35
79 |B uem 3akiouaercs CyTh IEKTPOHHOH IH(poBoi moamcu? I1K-10 35
80 |Kak npoepsiercs 11e110CTHOCTb COOOIIeHUs? I1K-10 35
81 |[aiiTe onpeneneHne MeXCETEBOro dKpaHa. I1K-10 35
82 |Ha3oBuTe TUIIBI MEKCETEBBIX KPAHOB. I1K-10 35
83 [OOmsicHUTE pasmuuMs MEXLy MEKCETEBBIMU SKPAaHAMHU Pa3HBIX TUIIOB. I1K-10 35
84 |Yto npezncrasisier coOOU NOIUTHKA 6€301aCHOCTH OpraHu3auu? I1K-10 35
85 [Uro He paccMmarpuBaercs B MOJIUTHKE 6€300acHOCTH? I1K-10 35
86 |Ha3oBHTE KOMIIOHEHTHI KOHIIENTYaIbHON MOJeH Oe30macHoCTH HH(popMarun? I1K-10 35
Ha xaxoM u3 ypoBHeli obecrieueHns1 HH(POPMAIMOHHOM 0€301IacHOCTH pa3padaThIBACTCs MOTUTHKA
87 |6e3omacnocTn? I1K-10 35
88 |Uro siBsiercst coeprkaHueM aIMUHICTPATHBHOIO YPOBHs o0ecredeHns! nHGOpMaMOHHOH 6e30macHocTn? I1K-10 35
Kaxoii ypoBens obecniedeHHs HHGOPMAIMOHHON 0€30MacCHOCTH BKJIIOYAET KOMIUIEKC MEPOIPHSATHIA,
89 |peanm3yromux NpaKTHYEeCKHe MEXaHH3MBI 3aIIUTHl HHpopManun? [1K-10 35
90 |HazoBute MepormpusaTHs 3aUTH HHOOPMAINH, SBISFOLINECS] OPTaHU3AIMOHHBIMH? [1K-10 35
91 |Ha xakux ypOBHSIX 3alIMTHl HH(OPMAIMU PEATH3yIOTCSI OPraHW3AIIMOHHBIC MEPOIPHUATHS? [1K-10 35
92 |Kakne MeponpusTus 3anMThl HHYOPMAIIMK OTHOCATCS K KJIACCy HHKCHEPHO-TEXHUIECKHM ? [1K-10 35
93 |Yro moHMMaeTcs NOA CHCTEMOH 3anuThl HHGOpMaIn? [1K-10 35
94 |YTo MOXKHO CUMTATh HENOCTATKAMM aIlllapaTHBIX CPEACTB HHKCHEPHO-TEXHUYECKOH 3aInThl HHpopMaryu? I1K-10 35
YTo MHOXXHO CUHTATh JOCTOMHCTBAMH IMPOTPAMMHBIX CPEJCTB HHKEHEPHO-TEXHUUECKOI 3aII[HTHI
95 |undopmannu? [1K-10 35
Yro mpeuecTByeT Hayary paboT 110 CO3/IaHUIO WM COBEpPIICHCTBOBAHUIO CHCTEMBI 3aIUThI HH(popManuu
96 |(C3U)? IK-10 35
97 |C uero cieayer HaYMHATH MEPOIPUSITHS 10 CO3IaHUIO CHCTEMBbI 3aIUThl HH(popManuu? I1K-10 35
98 |Ha xaxoM sTane ocymniecTisiercs (poMHUpOBaHNE HHYOPMAIIMOHHON MO NPEIpUSITUS? I1K-10 35




5.3.8. 3apanus nJist npoBepku (POPMUPOBAHUA HABBIKOB

Komme-
No Conepxanue na
TEHIINS
1 [Onpenenute Bpems nepedopa Bcex mapoieii, coctosmux u3 6 nudp OI1K-3 v7
) Omnpenennte MUHAIMAIBHYIO JJIMHY Hapois, aa(aBUT KOTOPOro cocTout u3 10 cuMBoIoB, BpeMs nepebopa OITK-3 vl
KOTOpOro ObUI0 He MeHbIe 10 et
3 [Onpenenntre Bpems nepebopa Beex naposeil ¢ napamMeTpamMmu OIIK-3 v7
4 Onpezenute MUHEMAJIBHYIO IJIMHY Napoiisi, ai()aBUT KOTOPOrO COCTOUT M3 I CHMBOJIOB, BpeMs liepedopa OIK-3 Vi
KOTOpOro ObL10 He MeHblIe t ieT. CKopocThb Hepedopa s naponeil B CeKyHay
OnpeaenuTe KOJIMYECTBO CUMBOJIOB alihaBUTA, TIAPOJIb COCTOUT U3 Kk CUMBOJIOB, BpeMsi iepebopa KOTOporo
5 |OB10 HE MeHbIIE t JIeT. OIIK-3 v7
CKopocTh epedopa s naposeil B CeKyHIy.
BrmonnnTe apxuBanuro ¢aiiia ¢ naponeM. BHecuTte HckaxeHUs, IONBITAiTeECh pa3apXUBHpoBaTh. B oTuere
6 |oTpa3uTh: KOHTPONILHYIO CyMMY UCXOJHOTO (haiina, cxaroro Qaiisia, BbIaBaeMble COOOIIEHUs 00 omubKax OIIK-3 v7
HpY pa3apX1BUPOBAHNUH UCKaXEHHOTO (aiina.
BrimonuuTe apxuBanuro ¢aiiia ¢ napoyneM, CocTosIuM U3 3-x mudp. BeimonHurte nonsiTky noxbopa mapois ¢
7 |ucnonp3oBaHMeM IporpaMMHOro obecrieueHus. B oTdere oTpa3uTh: KOHTPOIBHYIO CyMMY HCXOAHOrO Gaiina, | OITK-3 V1
cKaToro (aityia, BeIaBaeMbIe COOOIIEHNUS, BpeMsl Tofoopa
3 Boccranosure ¢aiin (.doc, .docx, .xls, .xIsx) , 3apakeHHbIH MaKpOBHUPYCOM (HE HCIOJb3Ys aHTHBUPYCHYIO OTK-3 HI
nporpamMMy). 3aTeM BKJIIOYUTE 3aIUTY OT 3aIlyCKa MaKpOCOB.
9 |IIpoBepbTe MOTEHIMATBHBIC MECTA 3aITUCEH «TPOSIHCKUX MPOrpaMm» B cucteMHoM peectpe OC OI1K-3 Hl
10 [Onpegnenute uTO TakOE HACHTH(UKATOP, HAPOIIB TOIH30BATENS M YUETHAS 3aIIUCh [T0TH30BATEIS OI1K-4 Y6
11 [VkaxwuTe B HOArOTOBIEHHOM NEPEYHE CBEICHMS, JOCTYI K KOTOPHIM HE MOXKET OBITh OTpaHWYEH OI1K-4 HS5
12 |OxapakTtepu3yiiTe CTPyKTypy IPaBOBBIX aKTOB, OPHEHTHPOBAHHBIX HA IPABOBYIO 3alUTy HH(pOpManuu OIIK-4 Y6
13 | YkaxuTe Kak nojpasesnsiercs: nHGopManus orpaHM4eHHOro foctyna B coorBercTBuu ¢ ©3-149? OIIK-4 Y6
14 |Beigenute nHdopManuio KOHGUASHIAIEHOIO XapakTepa OIIK-4 H5
15 |Beigenute nH(pOpPMANNIO OFPHUYEHHOrO JOCTYIA OIIK-4 H5
16 |BbigennTe OCHOBHBIC OpPraHU3aIMOHHEIE MEPONIPUSITH 110 3amuTe HH(popManuu OIIK-4 H5
17 |Tlepeuncaute 6 BUnoB MHGOpMAIMU KOH(PHICHINAIBHOIO XapaKkTepa OIIK-4 M
18 |Coznaiite B Outlook Express cuctemy npaBui mo o6paboTKe BXOISIIMX COOOIICHU 3IEKTPOHHON TOYTHI TIK-10 Hé6
19 Jnst orripaBnenus coobmenus B Outlook Express , moamucanHOro nugpoBoii MOANUCHIO U 3amM(ppPOBAHHOTO, MK-10 H6
NoTy4uTe NU(PPOBOH HACHTHHUKATOP
20 |Hacrpoiite napameTpsl JJoKanbHOH MoIuTHKU Oe3onacHoct OC I1K-10 H6
21 Co3paiiTe y4eTHYIO 3alHCh U JOKAIBHYIO TPYIITy, H3MEHUTE NPHHAUISKHOCTD I10Jb30BaTelIs K JIOKAIBHON K-10 H6
rpynie U 3a0J0KUPYHTE YYETHYIO 3aIHCh MOJIL30BATENS
” 3arpysure penakrop Lllabaona 6e30macHOCTH, OTpEAaKTUPYHTE (MOAUDUIMPYITE HACTPOUKY OE30MTaCHOCTH) MK-10 H6
mabIoH 6€30IMaCHOCTH M COXPAHUTE €r0 C HOBBIM MIMEHEM
23 |Cozpaiite VPN-nonkitoueHe U BbIOIHUTE €r0 HACTPOUKY I1K-10 H6
24 |Hcmomnp3yst MeTo muppoBaHus - "TepecTaHOBKa", 3amn(poBaTh CBOU JaHHBIE: (paMIIIHIO, HIMsI, OTIECTBO TIK-10 V5
25 |Mcnone3ys meroxn mudposanus - "3ameHa", 3amudpoBaTs CBOU JaHHbIE: (GaMUIUIO, UM, OTYECTBO [IK-10 V5
2% Onpezenure IPUMEPHBIIT EpEeUeHb CBEICHUH, COCTaBIISIOINX KOMMEPYECKyo (CiIykeOHyr0) TaliHy TK-10 Vs
HPEIPUSTUS
27 |VYkaxure nocieoBaTenbHOCTh AeiicTtBuii B cucteme KpuntoAPM npu BeinonHeHuy noanucanus gokymenta | OIIK-3 H1
28 |YkaxuTe MoCiIe10BaTeNbHOCTD AeiicTBHU B cucteMe KpunToAPM 11st BEITOTHEHHS OTKPBITHS JOKyMEHTa OIlK-3 HI
29 |IloaroroButs pedepar no teme Mb ¢ yuerom tpedosanuii b OI1K-3 H7
30 [[TonroroButs moxsax no teme Mb ¢ yuerom tpebosanmii b OIIK-3 H7
31 [[TonroroButs HayuHyro nyonukanuio 1o reme Ub ¢ yuerom tpebosanmii b OIIK-3 H8
32 [Paspaborats [lonutiky 6e30nacHOCTH 00BEKTa OIIK-3 H8
33 [Paspaborats KonnenryansHyio Moaens HHGOpMaMOHHOW 0€30HacHOCTH 00BEKTa OI1K-3 HS

5.3.9. Bonipocs! Aj1s1 KOHTPOJIbHOM (pacyeTHO-rpaduyeckoii) paéoTsl

He npexycmorpeno




5.4. CucreMa olleHUBAHUS TOCTH:KeHUA KOMIIeTEeHINIi

5.4.1. Onenka 10CTH:KeHHS] KOMIIETeHIMI B X0/1e POMEeKyTOYHOM aTTecTANMA

MHauKkaToOpsl JOTHXKEHUS KOMIIETEHIMI Howmepa
BOIIPOCHI K
Kon Coneprkanue p
3a4eTy

OIIK-3 CniocoGeH pemars cTaHAapTHEIE 3aJa41 TPOGECCHOHAIBHOM AESTENFHOCTH Ha OCHOBE
uH}popMaoHHO! U GHOIHOTrpadUUECcKON KYJIBTYPhI C IPUMEHEHHEM HH(POPMALMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C YYETOM OCHOBHBIX TpeOOBaHMiIT HH)OPMAIIMOHHOH 6e30MacHOCTH

31 OCHOBBI INYHOH HH(OPMaMOHHON 0€30MacHOCTH 5,13-15
36 OCHOBHBIE HH(POPMAIIMOHHOH 6€30MaCHOCTH 1-4,9-12
y]  [mpuMeHATE MeTOAEI obecrniedeHus JINUHOM MH(POPMAIIMOHHO Oe30macHOCTH
y7  [MCTONB30BATE MHCTPYMEHTEI M METOMLI obecrnieyeHust HYOPMALIMOHHOI 6€30MaCHOCTH
Hl1 oOecriedeHus! TUIHOI HHPOPMAITOHHOM Oe30MacHOCTH
MOATOTOBKH 0030pOB, aHHOTALMH, COCTaBIIEHUS pe)epaToB, HAYUHBIX JIOKIAIO0B,
MyONMKanuii, 1 OnOIMorpaduy N0 HayIHO-NCCIIeI0BATENLCKON paboTe ¢ ydeToM
H7  [rpeboBanmii nadpopmanmonHoi 6e30nacHOCTH
H8  |omucanus cucreMsl obecneueHnss HHPOpMaMOHHON 6€301aCHOCTH
OIIK-4 CriocoGeH yyacTBOBaTh B pa3pabOTKe CTAaHAAPTOB, HOPM M IIPABHJL, 4 TAK)KE TEXHUIECKOMH
JIOKyMEHTALNH, CBS3aHHOH ¢ MpodecCHOHAIBHOMN NesTeIbHOCTBIO
35 HOpPMaTHBHOE oOecredeHne HHPpOopMalMoHHON 6e30IaCHOCTH 6-8
UCIIOJIb30BAaTh HOPMATHBHO-IIPABOBBIE AKTHI [0 BOIPOCaM MH(POPMaLMOHHOM
Y6  |6ezomacHOCTH
Hs 000CHOBaHHS MEPONPHUATHIA 110 00eCTIeYeHHI0 HH(POPMALMOHHON 0€301acHOCTH
ITK-10 CriocoGHOCTh NPUHUMATH y4acTue B opranuzanuu M T-uHGpacTpyKTyphl U ynpaBiIeHUH
nH}pOopMaOHHOH 6E30IIaCHOCTHIO
35 NPUHLMIIB 00ecreueHns: nHGOPMAOHHON 0€30IIaCHOCTH OpraHNu3aluy 16-30
Y5  |ynpaBusts nHGOpMAHOHHON O€30IACHOCTHIO
H6  |ucmonb3oBanus cpencts obecneyenus nHGOPMAIMOHHON 0€30MaCHOCTH




5.4. CucreMa OLleHUBAHMUS JOCTHKEHHUS KOMIIETEHIUMI
5.4.2. OneHka 10CTHKEHUs] KOMIIETEHI M B X0/1¢ TeKYIero KOHTPOJIs

I/IHZ[I/IKaTOI)LI JOTHKEHUS KOMIIETEHIIUI

HOMepa BOIIPOCOB M 3a1a4

Kon

ConepxaHue

BOIIPOCHI
TECTOB

BOTIPOCHI
YCTHOTO
ompoca

3a71a4uM IS
MIPOBEPKH
HaBBLIKOB

OIIK-3 CniocoOeH pemath CTaHIapTHBIC 331a41 MPO(PECCHOHANBHOM e TeIPHOCTH Ha OCHOBE HH()OPMAIIMOHHOHN 1
OnbIHOrpadMIECKON KYJIBTYPHI C IPUMEHEHHEM HH()OPMAIIOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI U C YYETOM OCHOBHBIX

TpeOoBaHUI HHPOPMAITIOHHOH Oe30MacHOCTH

31 |ocHOBBI TMYHON HH(OPMAIIMOHHOW 0€30IaCHOCTH 4-18 3,16,17
1-3, 25-37,
. 1,2,4-15,
36 |ocHOBHBIC HH()OPMALMOHHOH 0€30MaCHOCTH 45-67, 69- 18-41
77, 79-80
V1 |mpuMeHSTh METOIIbI 00eCTICUeHUS TMYHON HHPOPMAMOHHON 0€30MacHOCTH 21-24 2,4,7
VY7 |ucnonb30BaTh MHCTPYMEHTHI H METOIbI 00eCTIeYeHUs] HHPOPMAMOHHON 0€30MacHOCTH 19,20 1,3,5,6
HI |obecneuenus muHoM HHPOPMAITMOHHON O€30MaCHOCTH 8,9,27,28
MIOJIrOTOBKU 0030pOB, aHHOTAINH, COCTABJICHHS pedepaToB, HAYIHBIX JOKIAI0B,
H7 |ny6mukanmii, u 6ubarorpaduu mo Hay4HO-HUCCIIEIOBATEILCKOW PabOTe ¢ YIETOM 29, 30
TpeOoBaHMI MHGOPMAITMOHHOM 0€30MaCHOCTH
HS8 |onmcanus cuctembl odecniedueHnss HHGOPMAIIMOHHOMW 0€30IacCHOCTH 31-33

OIIK-4 Cniocoben yaacTBOBaTh B pa3paboTKe CTaHAAPTOB, HOPM U IIPABHUII, A TAKKe TEXHUIECKON JOKyMEHTAINH, CBSI3aHHOH ¢

npodeccroHaTbHON AESTENEHOCTEIO

35 HOpPMAaTHBHOE oOecIieueHre HHPOPMAITMOHHOI 6€30MaCHOCTH 87-97 42-49

HCTIONH30BaTh HOPMATHBHO-IIPABOBBIC aKTHI IO BOIMPOcaM HH()OPMAITOHHON 31-83 10,12, 13,
M 6e3omacHOCTH 17
Hs 000CHOBaHUS MEPONPHUSTHI IO 0OecIIeueHHI0 HH(POPMAIIMOHHOM 0€30IIacCHOCTH 84-86

IK-10 CiocobHOCTS IpUHUMATE yaacTue B opranmsanuu UT-uadpacTpykTyps! 1 ynpaBieHHN HHPOPMAINOHHOH 6€30IIaCHOCTHIO

35

MPUHIHUIE 00ecnedeHNst HHYOPMAIIMOHHOH 0€30IIaCHOCTH OpTaHU3AIIN

38-44, 65-
68, 98-113,
115-123,
125-156,
161

50-98

V5

YIIPaBIATh NHHOPMAIIMOHHOH 0€30II1aCHOCTHIO

69, 114,
124, 161

24-26

H6

HCIIOJIb30BaHMs CPCLICTB obecrneueHus PIH(I)OpMaI.IPIOHHOﬁ 0e30MMacHOCTH

157-160

18-23




6. YueOHO-MeTOANYECKOE 00ecneuyeHre JUCIUIIINHBI

6.1. Pekomenayemas Jureparypa

Bubnmorpadmyeckoe omrcanue

By uznanus

Bbapanoga E. K. MadopmarronHast 6e301macHOCTh U 3a1uTa HHGOPMAIMH [3IICKTPOHHBIN pecypc]: YueOHoe
nocodue / E. K. Bapanosa, A. B. bab6ar - Mocksa: U3narensckuii Llentp PUOP, 2022 - 336 c. [DU] [DBC
3nanmym]| URL: https://znanium.com/catalog/document?id=393765

VYuebuoe

I'oproxuna E. 10. MHdopManmoHHas 6€301acHOCTE: yaeOHOE MOCOOHE: IS CTYICHTOB, 00yJaIOMIUXCs M0
cnenuansHocTH 38.05.01 "OronoMuueckas 0ezomacHocTh" / E. 10. Toproxuna, JI. U. JIntBunoBa, H. B.
TxaueBa; BopoHexxcKuil rocyJapCTBEHHBII arpapHblil YHUBEpPCUTET - Boponex: Boponeskckuil
roCyJIlapCTBEHHBIN arpapHblii yausepcurert, 2015 - 221 ¢. [LIUT 13054] [ITT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

Yuebuoe

I'pumuna H. B. MHbopMannonHas 6€30MacHOCTb MPEANPUATHSI [3JIEKTPOHHBIN pecypc]: YuebHoe mocodue /
H. B. I'pumna - Mocksa: UznatensctBo "OOPYM", 2022 - 239 c. [OU] [OBC 3nannym] URL:
https://znanium.com/catalog/document?id=399940

VuyebHoe

I'oproxuna E.O. MndopmanmonHas 6e3onacHocTs: IpakTukym st ayautopHsix 3ansTuii / E. 1O.
l'oproxuna, 1. M. Cemenoga, E. I1. CyBoposa.- Boponex: B'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

Meroauueckoe

Vne3pko A.B. [lopsanok onieHMBaHMs pe3yIbTaTOB JOCTHKEHUS] KOMIIETEHIIMN: METOIMUECKHE MaTepralbl
JUISL OCHOBHOH 00pa3oBaTesibHO mporpaMMsl 1o HampasieHuto: 09.03.03 IIpuknagnas nHpOpMaTHKa,
npodmwis: MHpopMaMOHHBIE CUCTEMBI U TexHoJoruu B MeHekMenTe ATIK / A.B. Ynessko, C.A. Kyres,
A.A. Toncteix. — Boponex: B'AY, 2019. — 24 c.

Meroanueckoe

Vnespko A. B. Tlopsinok popMupoBaHHs KOMIETCHIHI: METONYECKHIE MATEPHAITBI UII OCHOBHOM
00pa3oBaTenbHOM MporpamMMbl OakanaBpuara 1o Hanpasienuro: 09.03.03 IIpuknanHas nHPOpPMATHKA,
npodms: MapopManmoHHbIe cucTeMsl 1 TexHostoruu B MeHekMenTe AIIK / A B. Viessko, C.A. Kynes,
A.A. Toncteix. — Boponex: BI'AY, 2019. -39 ¢

Mertoanueckoe

busHec - nHOOpMaTHKA: PELCH3UPYEMBIH MK TUCIUIUTNHAPHBINA HAYYHBIA )KypHAI / YUpeauTensp
HanmonanbHbIl HecenoBaTebCKUd YHUBEpCUTET ""Bhicias mKkoia S5koHOMUKH" - MockBa: HanmoHanmsHbIH
UCCIIeI0BaTeNbCKull yHuBepeuTeT "Beiciias mkona s3koHomuku", 2020 [OU] URL:
https://www.elibrary.ru/contents.asp?titleid=27958

[Iepuoanueckoe

Hudopmarus i 6e30macHOCTh: [Hay9HBIN XypHai] / Yapeaurens : Boporexckuii rocyjapcTBCHHBII
TEXHUYECKUIl yHUBEpCUTET - BopoHexk: BopoHexckuil rocyjapCTBEHHBIN TEXHUUECKUH yHuBepcureT, 2020
[D1] URL.: https://www.elibrary.ru/contents.asp?titleid=8748

Iepuonuueckoe

6.2. Pecypcnl cetu UnTEepHeT
6.2.1. DyrekTpOHHBIE OUOIUOTEYHbIE CUCTEMbI

Ha3Banue

Jlanp

ZNANIUM.COM

IOPAUT

IPRbooks

E-library

NI EN I I

OnexrponHas oubnuorexka BIAY




6.2.2. IIpodeccuonanibHbIe 6a3bl JAHHBIX U MHGPOPMALIMOHHBbIE CHCTEMbI

No HasBanue Pasmemenue
1 |ba3a naHHBIX MOKa3aTeeH MyHHIIUTATBHBIX 00pa30BaHUI http://www.gks.ru/free_doc/new_site/bd munst/munst.htm
2 |CnpaBouHas npaBoBas cucrema ['apaHar http://www.consultant.ru/

3 [CnpaBounas npasoBas cuctema Koncynsrant Ilmroc http://ivo.garant.ru

6.2.3. CaiiTbl 1 uHGOPMAITMOHHBIE TOPTAJbI
No HasBanue Pasmemenue

1 |Information Security/MupopmarmonHas 6e301acHOCTb http://www. egovernment.ru
’ SecurityLab: 3amura nHpopManun 1 HHGOPMAIHOHHAST 6e30macHOCTh  |http:/www.securitylab.ru/

Threatpost - caiit 06 uaGopmanmonHoi 6e3onacHocTH oT Kaspersk

P popmant P y https://threatpos

3|Lab

Anti-Malware - caiit IH(opMaIrMoOHHO-aHATUTHYECKOTO IIEHTPa https://www.anti-malware.ru/




7. MaTepua/IbHO-TeXHUYECKOE M IPOrpaMMHOe o0ecrnedeHne JUCIHHIIIMHbI

7.1. IlomenieHus 1Jis1 BeieHUs1 00pPa30BaTeIbLHOI0 Npouecca u 000py10BaHHue

HanmeHoBaHHE IIOMENIEHUH JUIi MpPOBEICHHS BCEX BHIOB
y4eOHOH NeATeIbHOCTH, IPETyCMOTPEHHOH y4eOHBIM IIIIAHOM, B

Anpec (MeCTOTIONIOKEHNE) TOMEIISHHUH IS TPOBEACHUS
BCEX BHJOB YueOHOH NeATeTbHOCTH, IPEIyCMOTPEHHON

No |TOM UMCIe moOMeweHHS A CaMOCTOSTEIBHONH paboTHI, C|y4eOHBIM TUTAHOM (B cllydae  peayd3aluu
" |ykazaHueM TepedHs OCHOBHOTO 00OpyJdOBaHHs, y4eOHO-|oOpa3oBaTenpHOW HporpamMMsel B ceTeBOM  (opme

HaIJSITHBIX ~ MMOCOOMH ¥ WCIOJB3YeMOro  MPOTPAMMHOTIO | IOTIOIHUTENEHO YKa3bIBaeTCs HaVMCHOBaHHE
obecrieueHns OpTaHU3aIMK, C KOTOPOH 3aKIIFOUCH JOTOBOP)
VYueOHast ayUTOpHs TS IPOBEACHUS YUCOHBIX 3aHSITHH :

| [xommrexT y4ueOHOI MebesH, JeMOHCTPAIOHHOE 000opynoBanue, |394087, BopoHexckas obnacts, T. BopoHex, yiI.
y4eOHO-HATJISTHBIC TOCOOUS B BUIIE PE3CHTALINIH, MuuypuHa, 1.1
mnporpammHoe obecrieuenne: MS Windows /Linux /Peg OC
VYueOHas ayIuTOpHs IS IPOBEICHAS YICOHBIX 3aHATHIA:
KOMIUIEKT y4eOHO# MeOent, yueOHO-HarIsAAHbIe TOCOOHS B
i{iezliﬁ(o)z:;rﬂ? iéﬁiﬁﬁﬁgﬁﬁf XSI;I(gziI:[porpaMMHoe 394087, Boponexcraz 001acth, r. Boporex, yi.

2 obecnieuenne: MS Windows /Linux /Pex OC, MS Office / g/ilgqu/(I)Ha, Al a 113, 115, 116, 119, 120, 122, 122a,
OpenOffice/ LibreOffice, DrWeb ES, 7-Zip, MediaPlayer ’
Classic, SIanexc Opaysep / Mozilla Firefox / Internet Explorer,
AST Test
VYueOHas ayTUTOpHs IS IPOBEICHUS YICOHBIX 3aHITHIA:
KOMIUICKT y9eOHOW MeOeln, KOMBTIOTEPHI C BO3MOKHOCTBIO
noakmoueHus K "UuTtepret" u obecneuenunem nocrymna B DM1OC; 394087, BopoHexckas o6nacts, T. BopoHex, yiI.

3 |mporpammuoe obecnieuenne: MS Windows /Linux /Pex OC, MS [Muuypuna, 1.1, a. a. 113, 115, 116, 119, 120, 122,
Office / OpenOftice/LibreOffice, DrWeb ES, 7-Zip, 122a, 219, 220
MediaPlayer Classic, SIuaekc Opay3sep / Mozilla Firefox /
Internet Explorer, AST Test
[oMmemeHue A1t CAMOCTOSTENBEHOM PadOTHI: KOMILIEKT y4eOHOM
MeOeIi, KOMBTIOTEPEI C BO3MOXKHOCTBIO ITOIKITIOYCHHS K
"NrTtepHetr" u obecneuenneM pocryna 8 SUOC; mporpamMmuoOe 394087, Boponexckast oonacts, T. Boporex, yi.

4 |ob6ecneucnre: MS Windows /Linux /Peg OC, MS Office / MuuypuHa, 1.1, a.: 113, 115, 116, 119, 120, 122, 122a,

OpenOffice/LibreOffice, DrWeb ES, 7-Zip, MediaPlayer
Classic, SIunexc Opaysep / Mozilla Firefox / Internet Explorer,
AST Test

126, 219 (c 16.00 o 20.00)




7.2. IlporpamMHoe oGecnieueHmne

7.2.1. IlporpaMmmHoe o0ecneyeHue 001ero HA3HAYEHUS

Ne HasBanue Pasmemenue
1 [Onepanmonnsie cucremsl MS Windows /Linux /Peg OC I1K B nokanpHOM cetn BITAY
2 [ITaxets! oucusx npunoxennit MS Office / OpenOffice/LibreOffice I1K B noxanbHoil cet BITAY
3 [[Iporpammsl mist mpocMoTpa daiinos Adobe Reader / DjVu Reader 1K B nokanbHo# cetnt BT AY
4 [Bpay3zepsr Aunexc bpaysep / Mozilla Firefox / Microsoft Edge I1K B noxansHoil cet BITAY
5 |AuTuBnpycHas nporpamma Drweb ES I1K B noxanbHoil cet BITAY
6 [[Iporpamma-apxuBarop 7-Zip I1K B nokanpHOM cetn BTAY
7 |Mynetumesma npourpsiBatens MediaPlayer Classic I1K B noxanbHoil cet BITAY
8 |IInardopma onnaitH-o0yueHus eLearning server I1K B nokanbHOl cetn BTAY
9 |Cucrema xkommnprotepHoro tectupoBanus AST Test I1K B nokanpHOM cetn BITAY

7.2.2. CnenuaJu3upoBaHHOE MPOrpaMMHOe oOecrievyeHne




8. Me:xxnucuunjJuHapHble CBS3H

BzauMocBsizaHHbIE TUCITUTIIMHBI

Kadenpa, Ha k0TOpOIi pemogaeTcst

IToanuce 3aBenyroiero

UCIUILINHA Kadenpon
Kon Ha3zpanue (ep
51.0.05 IIpaBoBeeHHE U MPABOBBIC OCHOBEI Hcrtopuu, ¢punocodun u coruansHo-

e MIPOTUBOAEHCTBUS KOPPYIIIHU MOTUTHIECKUX TUCIUILIHH
E1LB.06 OO0ydueHne moap30BaTeNei HudopmaimoHHOro 06ecredeHus u

o MH(GOPMALMOHHBIX CHCTEM MOJIETTHPOBAHUS aTPO3KOHOMHYIECKUX CHCTEM

HudopmanmoHHOro 06ecnedeHus 1 7

b1.B.12 Vnpasnenue [T-npoexramu (AT~

MOJCIMPOBAHUSA arpOIKOHOMUYECKUX CUCTEM




[punoxenne 1

Jluer nepuoanvyecKux NPoBEpPoOK padoyeii mporpaMmMbl H HHPOPMALHS 0 BHECEHHBIX H3MEHEHHIX

JloIDKHOCTHOE JTUTIO,
MIPOBOAMBILIEE TIPOBEPKY

[ToTpebHOCTH
B KOPPEKTUPOBKE YKa3aHUECM

@.1.0., 10KHOCTS, Jara COOTBETCTBYIOIIUX pa3zaenoB paboueit | MHdopManust o BHECEHHBIX N3MEHEHHSIX
HOJMUCH HIpOrpaMMBbl
3aB. xaenpoif
Her

P.B. Hozmon;ﬁi{
/1)

ITpoTtokon Ne 8 or
26.04.2024 1.

Pabouas nporpamma akTyaliu3upoBaHa Ha

2024-2025 y4eOHbIi roj

Her
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