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1. O0masi XapakTepucTUKA M CUUILINHBI

1.1. Heas AuCHMNJINHBI:

(dopMHUpOBaHKE 3HAHUI, YMEHUI 1 HABBIKOB IPOBEJICHHS aHAINM3a HHPOPMALMOHHBIX YIPO3 ISl IPEIIPUITHH U
opranuzanui, o0yueHue mprueMam 3allruThl HHPOPMALMOHHBIX PECYPCOB B MPO(eCcCHOHANBHOM AeSITEIbHOCTH

1.2. 3apaun AMCHUIJIMHBI:

(dopMupoBaHUE 3HaHUI OCHOB B 00J1aCTH HHPOPMAIIMOHHOM 0E30ITaCHOCTH;

(hopMUpoBaHUE 3HAHWI, YMEHUI U HABBIKOB 00OCHOBAHUSI MEPOIIPHUATHH 110 00eCIIeYeHNI0 HHPOPMAIIMOHHOM
0e30IMacHoCTH;

(dbopMupoBaHue 3HaHUH, YMEHUII U HAaBBIKOB MCIOIB30BaHMS METOAOB HH(POPMAIIMOHHOH 6€30I1acHOCTH B
npodeccoHaNbHON 1eTeTbHOCTH;

¢dbopMupoBaHue 3HaHUH, YMEHUI U HAaBBIKOB MCIOJIb30BaHNUs HOPMATHUBHO-TIPABOBBIX aKTOB II0 BOIIPOCAM
WH(POPMAIIMOHHOH 0€30MMacHOCTH;

dbopMupoBaHue 3HaHUH,yMEHUH 1 HaBBIKOB HCIIOJIb30BAHUSI HMHCTPYMEHTOB, CPE/ICTB U METOJJOB 00ECIICUCUHUS
WH(POPMAITMOHHOH 0€30MMacHOCTH;

(dhopMHUpOBaHUE 3HAHUIA,YMEHUH W HABBIKOB OITMCAHMSI CUCTEMBI obecrieueHus] HHQOpMamoHHON 0e30MaCHOCTH U
yrpaBieHus THPOPMAIMOHHOW OE€30MaCHOCTBIO.

1.3. IlpeameTr AUCHUIINHBI:
METOJIbl U MHCTPYMEHTHI o0ecrieueHrsi HHPOPMAIIMOHHOM 0€301acHOCTH

1.4. Mecto B 00pa3oBaTe/IbHOI porpamMmme:
o0s13aTeNbHAs 9acTh

1.5. B3auMocBs3b ¢ APYIrUMH AU CUUILINHAMU:

b1.0.05 I1IpaBo 1 0CHOBBI NPOTUBOACHCTBHS KOPPYIILIUU
b1.B.06 O6yuenue nonp3oBaTeseil HHPOPMAMOHHBIX CUCTEM
b1.B.12 Ynpasnenue IT-npoexkramun

1.6. Ocob6enHocTHn peanqu3anui IMCHUIIJIMHBI 1JI1 HHBAJUIAO0B H JIMI € OrPAaHUYCHHBIMHA BO3MOKHOCTSAMH 3/10POBbA

OCco0eHHOCTH pealn3aiuy AUCIUTUIMHBL 171 MHBATUIOB | JIWII C OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbSI
OTIPENIENSIFOTCS B MHANBUIYILHOM MOPSIKE UCXOAS U3 creniuduky 3a0oneBanus U TpeOoBaHMiA, yka3aHHBIX B OCHOBHOH
00pa3oBaTeNbHON poTrpamMme



2. Hna}mpyeMble PE3YJbTATHI U3YUCHUA TUCHUIIIUHBI

KommereHnust VHauKaTOp JOCTHKCHUS KOMITCTCHIIUH
Kon ConepxaHue Kon Conepxanue
31 OCHOBBI JINYHOI HH()OPMAIIOHHON 0€30MacCHOCTH
36 OCHOBHBIE HHPOPMAIIMOHHOH 0€30MacHOCTH
MIPUMEHSTH METOBI 00CCIICYCHUS JINIHON HHPOPMAaHOHHOM
Croco0eH pemats CTaHAaPTHEIE 3a1a91 Vi1
. 6e30I1acHOCTH
npodeccroHaTbHON AEATENFHOCTH HA
. HCIIONI30BaTh HHCTPYMEHTHI H METOIBI 00eCIICUCHUS
OCHOBE HH(POPMAITUOHHOHN H vi7 N
N nH(pOpMaOHHOW 0€30TaCHOCTH
6ubmmorpadIuecKkoi KyIbTypHI C = =
OIIK-3 H1 obecreyeHus! JTNIHON HH(POPMAIMOHHOH 0€301aCHOCTH
NPUMEHCHUEM HH(POPMAIHOHHO- —
N MOJTOTOBKU 0030pOB, aHHOTAIHH, COCTAaBIECHHS pedepaTos,
KOMMYHHKAITHOHHBIX TEXHOJIOTHH U C .
N HaYYHBIX JOKJIAI0B, MyOIuKanuii, u Oubdmmorpaduu mo HaydHo-
Y4€TOM OCHOBHBIX TpeOOBaHUMN H7 N .
. HCCIIEOBATENLCKOM paboTe ¢ y4eToM TpeOoBaHHI
WHPOPMAITMOHHOHN 0€30MacHOCTH N
rHGOPMALIMOHHON 0€30MacHOCTH
H8 OIMCaHMs CUCTEMBI o0OecrieueHns HHPOPMAMOHHON 0€30MacHOCTH
35 HOpMAaTHUBHOE o0ecrieueHne NHPOPMAITMOHHOH Oe30MacHOCTH
CrnocoOeH yuacTBOBaTh B pa3paboTke
OIIK-4 |CTAHAAPTOB, HOPM 1 TPABHL, A TAKIKE V6 HCIIONIh30BaTh HOPMAaTHBHO-TIPABOBBIC aKTHI IO BOIIPOCaM
TEXHHYECKOW TOKYMCHTAIIUH, CBSI3aHHOM C nH(pOpMaOHHON 0€30TaCHOCTH
npodeccroHaTbHON AESTENEHOCTEIO Hs 000CHOBaHUSI MEPONIPHUSITHIH 110 00ECTICUCHNI0 HHPOPMAITMOHHOM
6e30I1acHOCTH
MIPUHIUIIEL 00ecTieYeHUs] MH(DOPMAIOHHON 0€301acHOCTH
CrnocoOHOCTh IPUHUMATH YIACTHE B 35 PHHIL (opva
opraumsarmu UT-urppacTpykTypsl n Opranimsauy
[K-10 N Y5 YIIPaBIATh HHYOPMAIIMOHHOM 6€30MaCHOCTHIO
yIIpaBJIeHUU HHPOPMAHOHHON —
HCTIONB30BAHUS CPEACTB obecreueHns: HHPOPMAUOHHON
6€301macHOCTBI0 H6

0e30IacHOCTH




3. O0beM JMCUMIJIMHBI ¥ BUAbI Y4e0HOI padoThI

3.1. Ounas dpopma o0yueHus

Cemectp
IToxka3zaresn 2 Bcero
OO6mas Tpyao€MKOCTb, 3.€./9 3/108 3/108
OO0mias KoHTaKkTHas padboTa, 4 38,15 38,15
OO6mas camocTosTensHas paboTa, 4 69,85 69,85
KonrakthHas paboTa npu nmpoBeeHUN YIeOHBIX 3aHATHH, 38,00 38,00
B T.4. (4)
JIEKIIUU 20 20,00
MPaKTUYECKHE-BCETO 18 18,00
CaMOCTVOHTenLHa;I pabota TIpu TPOBEICHUH YUYEOHBIX 61.00 61,00
3aHATUH, 4
KonTakTHast paboTa mpu MpOBENECHUH MPOMEKYTOUHOM 0.15 0.15
aTTecTaluy 00yJIaroIMXCs, B T.9. (1) ’ ’
3a4yeT 0,15 0,15
CamocrosiTenpHas paboTa TpH  ITPOMEXKYTOUHOM
8,85 8,85
aTTeCcTaluy, B T.4. (1)
MOJIrOTOBKA K 3a4eTy 8,85 8,85
dopma MPOMEKYTOUHON aTTECTalUN 3a4eT 3a4er




3. O0beM IMCHUILVIMHBI M BU/IbI y4e0HOH PadoThl

3.2. 3aounan ¢popma o0yueHus

Kypc
IMoka3zarean ); Bceero
OO6mas Tpyao€MKOCTb, 3.€./9 3/108 3/108
OO0mias KoHTaKkTHas padboTa, 4 12,15 12,15
OO6mas camocTosTensHas paboTa, 4 95,85 95,85
KonrakthHas paboTa npu nmpoBeeHUN YIeOHBIX 3aHATHH, 12,00 12,00
B T.4. (4)
JIEKIIUU 6 6,00
MPaKTUYECKHE-BCETO 6 6,00
CaMOCTVOHTenLHa;I pabota TIpu TPOBEICHUH YUYEOHBIX $7.00 87.00
3aHATUH, 4
KonTakTHast paboTa mpu MpOBENECHUH MPOMEKYTOUHOM 0.15 0.15
aTTecTaluy 00yJIaroIMXCs, B T.9. (1) ’ ’
3a4yeT 0,15 0,15
CamocrosiTenpHas paboTa TpH  ITPOMEXKYTOUHOM
8,85 8,85
aTTeCcTaluy, B T.4. (1)
MOJIrOTOBKA K 3a4eTy 8,85 8,85
dopma MPOMEKYTOUHON aTTECTalUN 3a4eT 3a4er




4. Coaep:xxaHue TUCUUILINHBI

4.1. ConeprxaHue JTUCHHMILUIMHBI B pa3pe3e pa3/iesioB U MOApa3/iesioB

Paznen 1.

OcHOBBI THPOPMALTMOHHON 0€30ITaCHOCTH

TToppaznen 1.1.

HudpopmanronHas 0€30MacHOCTh B CUCTEME HAallMOHAJIbHOW Oe3omacHocTH Poccun
OCHOBHBIE ITOHSTHS U OIPEENIeHUs B 001acTH HHPOPMAITHOHHOK O€30I1acHOCTH
OCHOBHBIE COCTaBIISIOIINE HH(POPMALIMOHHON O€30MaCHOCTH.

[NonsiThe U cyniHOCTh 3auThl nHPopManuu. [IpenmMer 1 00BEKT 3aIMUTHI HHPOPMAIHH.
Ionpaznen 1.2.

Yrpo3sl HHPOPMAIMOHHOH 6€30MaCHOCTH

HNudopmanmonHas BoiiHa, METOJIbI U CPEJICTBA €€ BEICHHUS.
[Nonstue u knaccudukanus yrpos nadopManronHoi 6ezonacHoctu. Ciaydaitaeie yrpossl. [Ipennamepennsie
YTPO3BL.
Mozens THIIOTETHYECKOTO HapyIIUTeNs HH(OPMAIIMOHHOH 6e30IMacHOCTH
Paznen 2.
KoMmproTepHble MPECTYIUICHNS M IPABOBBIC OCHOBBI 3AIUTHI HH()OPMALIUH
Ionpaznen 2.1.

KommbrotepHsble pecTyIuIeHus 1 UX 0COOEHHOCTH
ToHsTHE KOMITBIOTEPHBIX PECTYIUICHUIN U UX BHIIBI
BpenoHocHoe nmporpaMMHoOe obecrieueHue.

Mertoabl U TeXHOIOTHH OOPHOBI C BPEIOHOCHBIMH ITPOrpaMMaMHU
Ionpaznen 2.2.

3aKkoHO/aTEeNIbHBIC ACTIEKTHI HH(POPMaMOHHOM Oe3omacHocTH B PO
3akoHoarenbeTBo PO obnactu nHdopMalioHHOH 6€30MacHOCTH
HopmartuHo-TipaBoBbIe OCHOBBI HH(OpMAIIMOHHOM Oe3onmacHoCcTH B PD.
OTBETCTBEHHOCTH 3a HapylIeHus B chepe nHPOpMannoHHOH Oe3omacHoCTH B PD.

Paznen 3.

CucreMHOe 00ecIieueHHe 3aIuThl HHPOPMAaIUH

Ionpaznen 3.1.

Kpunrorpadudeckne MeToap! 3aUThl HHPOPMAITUK
OCHOBHBIE TTOHATHSA U OIIpeAeeHns Kpunrorpaduu. Vicropus pa3BuTus kpunrorpaduu.
Knaccudukaius kpuntorpaguueckux METOJ0B 3aIIUThl HHPOPMAIUHH.

DJeKTpOoHHAas MOAMICH M MEXaHU3MBI €€ peann3alyy.
Ionpaznen 3.2.

CucreMHOe 0OecTieueHHe 3aInThl HHPOpMaIuu, oopadarbiBaeMoli B MHPOPMAIIHOHHBIX CHCTEMaX

Kputepru 3aueHHOCTH KOMITBIOTEPHBIX CHCTEM.
KoHuenryasnbHas MOJeIb HHPOPMALIMOHHON 0€30M1acCHOCTH.
OCHOBHbIC MPHUHIIHITBI TOCTPOCHHSI CHCTEMBI 3AIUTHI HH)OPMAIIUH.

Mero/b! 3aIUTh HHpOpMaLKH. MHTeIeKTyalIbHEIN HHTepdeiic.



4.2. Pacnpeneiienue KOHTAKTHON U CAMOCTOSITEILHOW padoThI M0 MoaApas3aeiamM
Ounas ¢popma o0yueHust

KonTakrHas pabora
Paznensl, noapazaensl AMCHUILUINHB CP

JIEKIIUH 113

OcHoBbI HHPOPMATMOHHOW 0€30MACHOCTH

HudopmarmonHas 6€30macHOCTh B CHCTEME HAIlMOHAIbHO# Oe30macHocTr Poccuu 33 3,0 10,1

Yrpo3bl HHHOPMAMOHHON 0€30MaCHOCTH 33 3,0 10,1

KOMHLIOTepHLIe NpPeCTyNJICHUs1 U MPaBOBbLIC OCHOBLI 3aIIIUTHI l/lH(l)OpMaIIl/lI/l

KoMmmsroTepHBIe IPECTYIUICHNS X HX OCOOCHHOCTH 33 3,0 10,2

3aKkoHOJaTENbHBIC aCTIEKThl HH(OPMAIIMOHHON 0e30TacHOCTH B PO 33 3,0 10,2

CucremHoe of0ecnieyeHne 3aiUTHI HHPOPMATIMHU

Kpunrorpaduieckne METOIbI 3aTUTH HHPOPMAITHH 33 3,0 10,2

CucremHOe obecrieueHre 3anuThl nHpopMain, 00padaTeiBaeMoi B MHGDOPMAIIMOHHBIX

33 3,0 10,2
cucTeMax




4.2. Pacnipe/iejieHHe KOHTAKTHOI U CAMOCTOSITEJILHOW padoThl MO MoApa3aeiam
3aounas ¢popma o0yueHusn

KonTakTHas pabora
Pa3nensl, noapazaensl AMCHUILUINHBL CP

JICKITUU 113

OcHoBbI HHPOPMAIMOHHOW 0€30MACHOCTH

HudopmarmonHas 6€30macHOCTh B CHCTEME HAIlMOHAIbHO# Oe30macHocTr Poccuu 1,0 1,0 14,4

YTrpo3sl HHPOPMAMOHHOH 0€30MaCHOCTH 1,0 1,0 14,4

KOMH]:IOTepH]:le NpeCTyIJICHUS U NIPAaBOBbIC OCHOBLI 3alIIUTBI l/lH(l)OpMalIl/lPI

KoMmsroTepHBIe IPECTYIUICHNS X HX OCOOCHHOCTU 1,0 1,0 14,5

3akoHOIaTeIbHbIC aCTIEKTHI HHQOPMAIIMOHHOM 6e30macHocTH B PO 1,0 1,0 14,5

CucremHoe o0ecnieyeHne 3aiUThI HHpoOpMaUu

Kpunrorpadudeckne METOIbI 3aTUTHI HHPOPMAIHH 1,0 1,0 14,5

CucremMHOe obOecriedueHre 3auuThl HHGopMaln, 00padaThiBaeMOi B MHYOPMAIIMOHHBIX
cucTeMax

1,0 1,0 14,5




4.3. [lepeyeHb TeM U Y4eOHO-METOANYECKOT0 00eceueHus AJIsl CAMOCTOATENbHON padoThl 00y4aIOIUXCH

Paznensl, mozxpasnensl AUCHUATUINHBL

Y4ebHO-MeToAnuecKoe 00ecIeueHue

O6bem yacoB CP

ounas | 3aoumas

OcHoBbI HH(POPMALTMOHHO 0€30MaACHOCTH

HNudopmarmonnas 6e30MacHOCTh B CUCTEME HAIIMOHATLHON
Oe3omacHocTH Poccun

Bapanosa E. K. Inpopmannonnas 6e301macHOCTb U
3anuTa MHGOPMALUH [3IeKTPOHHBINA pecype]: YueOHoe
mocobue / E. K. bapanosa, A. B. babam - Mocksa:
Wznarensckuii Lientp PUOP, 2022 - 336 c. [DU] [DBC
3nanuym]| URL:
https://znanium.com/catalog/document?id=393765
Toproxuna E. 0. MadopmarmonHas 6€301macHOCTS:
yueOHOe mocobue: I CTyIeHTOB, 00YJaIOIIHXCs IO
cnenuansHocty 38.05.01 "OxoHOMUUYECKast
6ezonacHocts" / E. 0. 'oproxuna, JI. U. JlutBuHOBa,
H. B. TxaueBa; BopoHexxckuiil rocyaapcTBEeHHBIN
arpapHbIil yHuBepcuTeT - Boponex: Boponexckuii
roCyJapCTBEHHBIN arpapHsliil yHuBepcutet, 2015 - 221
c. [IWT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
I'pummaa H. B. MHbopManmonHas 6€30macHOCTb
TIPEANPUSTHS [3IEKTPOHHEIN pecype]: YueOHoe
nocobue / H. B. I'pumnna - Mocksa: M3narenscTBo
"®OPYM", 2022 - 239 c. [DU] [OBC 3nannym] URL:
https://znanium.com/catalog/document?id=399940
Toproxuna E.10. Mudopmanronnas 6e301acHOCTS:
[Ipaktukym s ayautopHbx 3aasatuii / E. 0.
T'optoxuna, . M. Cemenosa, E. I1. CyBopoa.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,1 14,4

Yrpo3s! HHPOPMATHOHHON 6€30IaCHOCTH

bapanosa E. K. Undopmarrionnas 6e30macHOCTb U
3aniuTa HHPOPMALUH [3TEKTPOHHEIH pecype]: YdaeOHoe
noco6ue / E. K. bapanosa, A. B. babarr - Mocksa:
Wznarensckuii Lieatp PUOP, 2022 - 336 c. [DU] [DBC
3nannym] URL:
https://znanium.com/catalog/document?id=393765
Toproxuna E. 0. UudopmarironHas 6e30macHOCTS:
yaeOHOe TocoOue: IS CTYICHTOB, 00YJaIOIINXCS IO
cnenuanbHocTy 38.05.01 "OKxoHOMUYECKas
6ezonacHocTh" / E. 10. 'oproxuna, JI. U. JIutBuHOBAa,
H. B. Txauepa; BopoHeXCKHIi TOCY1apCTBEHHBIH
arpapHbIif yHuBepcuteT - Boponex: Boponexckuii
rocyIapCTBEHHBIN arpapHblii yHuBepcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

10,1 14,4

KOMl’lLlOTepHLIe NMPECTYNJICHUSI H IIPABOBbIC OCHOBBLI 3ALIIUTDLI ﬂH(l)OpMalll/Il(l




KommnbioTepHble MPECTYMICHUS U UX OCOOCHHOCTH

Bapanosa E. K. Undopmarmonnas 6e30macHOCTb U
3amuTa HHPOPMALUH [NIEKTPOHHBIH pecypc]: YdueOHoe
noco6ue / E. K. Bapanosa, A. B. ba6amr - Mocksa:
Mznarensckuit Lentp PUOP, 2024 - 336 c. [OU] [OBC
3uanmym]| URL:
https://znanium.ru/catalog/document?id=442107
T'oproxuna E. 10. MadopmanronHas 6e30macHOCTS:
yaeOHOe TOCOOUe: IS CTYICHTOB, 00YYAIOIIUXCS TI0
crierranbHocTH 38.05.01 "DKoHOMUYECKAs
6ezonacHocts" / E. 10. Toproxuna, JI. U. JIutBuHOBA,
H. B. TxaueBa; Boponexckuii rocy1apcTBeHHBbIN
arpapHblif yHuBepcureT - Boponex: Boponexckuii
roCyIapCTBEHHBIN arpapHblid yHIBEpcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
I'pummna H. B. MHpOpManmoHHas 6e30macHOCTb
MIPEINPHUATHS [NEKTPOHHBIN pecypc]: YuebHoe
noco6ue / H. B. I'pumina - Mocksa: M3garenscTBo
"®OPYM", 2022 - 239 c. [OU] [OBC 3nanuym] URL:
https://znanium.com/catalog/document?id=399940
T'oproxuna E.}O. Uadopmanronnas 6€30macHOCTb:
IpakTrkym st ayauTopHsix 3anstuii / E. 10.
T'oproxuna, U. M. Cemenosa, E. I1. CyBoposa.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,2

14,5

3aKoHOJaTEeNBHBIE ACTIEKTH HH)OPMAMOHHON 0€30MacHOCTH B
PO

bapanosa E. K. UadopmarrionHas 6e30macHOCTb U
3anuTa HHPOPMALUH [3TEKTPOHHEIH pecype]: YdueOHoe
noco6ue / E. K. bapanosa, A. B. ba6ar - Mocksa:
Wznarensckuii Lieatp PUOP, 2022 - 336 c. [DU] [DBC
3nannym] URL:
https://znanium.com/catalog/document?id=393765
[oproxuna E. 10. Mndopmarrionnast 6e30macHOCTb:
yaeOHOe TTocoOre: IS CTYIEHTOB, 00YJaIOIINXCS IO
cneruanbHocTH 38.05.01 "OKxoHOMUUECKAs
6e3onacHocTh" / E. 10. T'oproxuna, JI. U. JIutBuHOBA,
H. B. TxaueBa; BopoHexckuil rocy1apCTBEHHBIN
arpapHblil yHuBepcuret - Boponex: Boponexckuit
roCyIapCTBEHHBIN arpapHblii yHuBepcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

10,2

14,5

CucremMHoe o0ecreyeHHue 3aluThI m{q)opmaulm




Kpunrorpagpuueckre MeTOIbI 3aIIUTH HHPOPMALHH

Bapanosa E. K. Undopmarmonnas 6e30macHOCTb U
3amuTa HHPOPMALUH [JIEKTPOHHBIH pecypc]: YueOHoe
noco6ue / E. K. Bapanosa, A. B. ba6amr - Mocksa:
M3narensckuit Leutp PUOP, 2022 - 336 c. [DU] [OBC
3uanmym]| URL:
https://znanium.com/catalog/document?id=393765
T'oproxuna E. 10. Madopmanronnas 6e301macHOCTS:
yaeOHOe TIOCOOHe: IS CTYICHTOB, 00YYAIOIIHXCS IO
criermanbHocTH 38.05.01 "DKOHOMUYECKAs
6ezonacHocth" / E. 10. Toproxuna, JI. U. JlutBuHOBA,
H. B. TxaueBa; BopoHexckuii rocy1apcTBeHHbIN
arpapHblif yHuBepcureT - Boponex: Boponexckuii
roCyIapCTBEHHBIN arpapHblid yHuBEpcuTeT, 2015 - 221
c. [LIMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
Toproxuna E.10. Madopmarmonnas 6e30macHOCTS:
[paktukym s ayautopHbix 3ansatuii / E. 0.
T'oproxuna, . M. Cemenosa, E. I1. CyBopoga.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,2

14,5

CucreMHOe obecrniedeHue 3auTh HHYOpMaLuH,
obpabaTeiBaeMoii B MHYOPMAIIMOHHBIX CHCTEMax

Bapanosa E. K. Unpopmarnmonnas 6€30macHOCTb U
3amuTa HHGOPMALUHK [NIEKTPOHHBIH pecypc]: YueOHoe
nocobue / E. K. bapanosa, A. B. babam - Mocksa:
Mznarensckuit Leutp PUOP, 2024 - 336 c. [DU] [DBC
3nanmym| URL:
https://znanium.ru/catalog/document?id=442107
I'pummaa H. B. MHbOpManmonHas 6€30macHOCTh
HPENNpHUATHS [NEeKTPOHHBIN pecypc]: YueGHoe
nmocobue / H. B. I'pumnna - Mocksa: M3narenbcTBo
"®OPYM", 2022 - 239 c. [DU] [OBC 3nannym] URL:
https://znanium.com/catalog/document?id=399940
Toproxuna E. 0. UupopmanmonHas 6e301acHOCTb:
yaeOHOe TocoOre: IS CTYIEHTOB, 00YJaIOIINXCS TI0
cneruanbHocTH 38.05.01 "OKxOoHOMUYECKAs
6ezonacHocTs" / E. 0. T'oproxuna, JI. U. JIutBuHOBAa,
H. B. Txauepa; BopoHEXCKMIi TOCY1apCTBEHHBIH
arpapHblil yHuBepcuret - Boponex: Boponexckuit
rocyIapCTBEHHBIN arpapHblii yHuBepcuTeT, 2015 - 221
c. [IMT 13054] [IIT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf
T'oproxuna E.1O. Mndopmarmonnas 6e301macHOCTS:
IpakTtukym st ayanTopHeix 3anstuii / E. 0.
I'oproxuna, U. M. Cemenosa, E. I1. Cysoposa.-
Boponex: BI'AY, 2015.-93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

10,2

14,5

Htoro

61,0

87,0




5. ®oHIx OLIEHOYHBIX CPEACTB
5.1. Dranbl dopMupoBaHUsI KOMIIETEHIU I

Komnerenuuu u UJJ

Pa3nenst, moapasnens! IUCHUIITUHBL

OIK-3 OIK-4 | TIK-10

OcHoBBI HHPOPMAIMOHHOW 6€30MACHOCTH

31,36, Y1,
v7,H1, H7,
H8

HudopmarponHast 6e30acHOCTh B CHCTEME HAIMOHAIBHOMN
6e3omacHoctr Poccun

31, 36, V1,

v .
Ipo3bI HHPOPMAIIMOHHOW 0€30MTaCHOCTH V7.HI,HT.

KOMHblOTeprle NpeCcTyIJIeHUs U NNPpaBOBbIC OCHOBbI 3alIIUTHI nH(])opmamm

31,36, Y1,

KOMHI)IOTe HBIC IIPECT JICHUI U UX 0C06eHHOCTH
PHBIC TPCECTYT V7, H1, HT,

3aKoHOaTENbHBIE aCTICKTHI HH(OPMAIIMOHHOH 0€30IaCHOCTH B

PD 35,Y6, HS5

CucremHoe o0ecnieyeHHe 3a1IUTHI HHPOPMALUU

Kpunrorpaduueckne MeToas! 3aUThl HHGOpMAIIH 35, V5, H6

CucremHOe 00ecTedeHHe 3alUThl HHPOPMAaLUH,

. 35,¥5,H6
o0pabaTbIBaeMOil B HH(OPMAIMOHHBIX CHCTEMaX




5.2. lllkaabl 1 KPUTEPUU OLIEHUBAHUS TOCTHKEHUS] KOMIIETeHIUIA

5.2.1. lIIkaJjpl aKkaJeMHYEeCKHX OLIEHOK OCBOCHHS JUCIUILINHDI

Bun onienkun OueHku
o HEYIOBJIET- YIAOBJIETBO-
Axkaniemuyeckast OlieHKa 1o 4-X 0aJUTbHO# 1IKae X0opouro OTJINYHO
BOPUTEIBHO PHUTEIIBHO
Bun onenkun OueHku
AxameMuyecKkas oIleHKa 10 2-X OaJIILHOMN IIKaje HE 3a4€THO 3a4TEHO

5.2.2. KpuTepuu A0CTHKeHUsI KOMIIeTEHIMI B X0/1e OCBOECHMSI AN CLHUIINHBI
Kputepun onieHku Ha 3auere

OreHKa, ypOBEHb OnyrcaHue KpUTCPHEB

CTyZ[eHT BBITUIOHWJT BCC 3adaHusA, NIPEAYCMOTPCHHBIC HpOl"paMMOfI, oTYuTaNCA 00
3a‘ITeH0, BBICOKHIA HUX BBIIIOJIHCHUH, AEMOHCTPUPYA OTIMYHOC 3HAHHWE OCBOCHHOI'O Marcpuaja Hu
YMEHHUE CaMOCTOATEIIbHO PEHIATH CIOXKHBIC 3a1a49U AUCITUTIIIAHBI

CTyzeHT BBIIIOHWI BCE 33JaHMS, IPETyCMOTPEHHBIC IPOTPaMMOM, OTYHTANCT 00
3a4TeHo, NpOABUHYTHIH UX BBINOTHEHHH, IEMOHCTPHpPYS XOpOIlee 3HAHHE OCBOEGHHOTO MaTepHana H
YMEHHUE CaMOCTOSATENBHO PEIaTh CTAHAAPTHBIE 330a49H JUCLUMINHBI

CTyneHT BBIIIOHMI BCE 33JaHMs, IPETyCMOTPEHHBIE MIPOTPaMMOM, OTYHTANICT 00
3a4TeHo, HOPOroBbIi UX BBINOJIHEHUY, JEMOHCTPUPYs 3HAaHHE OCHOB OCBOEHHOI'O MaTepHuala U yMEHUE
peluaTh CTaHAApPTHBIE 3a1a4M AUCLMIUIMHBI C IOMOILBIO IPENOAaBaTENs]

CryneHT BBILIOHWI HE BCE 3aJaHMs, NPENyCMOTPEHHBIC NPOrpaMMON WM HE
OTYHTAICA 00 WX BBINOIHEHUH, HE MOATBEPXKIAET 3HAHHE OCBOCHHOTO MaTephaia
U HE YMEET pellaTh 3a7a4i JUCUUILIMHEI JaKE ¢ TIOMOUIBIO MIPENOoIaBaTes

He 3aureno, xomneTeHImm He
OCBOEHBI




5.3. MarepuaJibl JJis1 OLEHKHU JOCTHKEHUST KOMIeTeHIH
5.3.1. Bonpocs! k 3K3aMeHy
He npexycmoTtpeno

5.3.2. 3agaHus K 3K3aMeHy
He npeaycmorpeno

5.3.3. Bonpocs! k 3a4eTy ¢ OLEHKOI1
He npeaycmorpeno



5.3.4. Bonipochl K 3a4eTy

Ne Copneprxanue Kowne- nau
TEHIIHS

1 |OcHOBHBIC HOHSTHUS U ONIPEAETICHIUS B 001aCTH HHPOPMANMOHHOH 6€30MaCHOCTH OIIK-3 36
2 |OcHOBHBIE COCTABJISIONINE HHPOPMAITMOHHOHN 6€30MaCHOCTH OI1K-3 36
3 |3agaum mHpOPMAIMOHHON 6€30IIaCHOCTH OIIK-3 36
4 |TlonsiTne 1 CYIHOCTH 3aUTHI HHGOPMAIHH OI1K-3 36
5 |Iemu 3ammTs! nadopmanuu. [IpeaMer 3amuTs! HHOPMATHT OIIK-3 31
6 |3akoHomatenbcTBo PD B 001acTH HHGOPMAITMOHHON 0€30MaCHOCTH OIlK-4 35
7 |HopmaTuBHO-TIpaBOBas 06a3a 3aImuThl HHGOPMALUK: OCHOBHBIC 3aKOHBI PD u ykaswl [Ipe3unenra PO OIIK-4 35
8 [Mudopmamnms kak 00beKT npaBa coocTBeHHOCTH. OOBEKT 31U Thl HH(YOpMAIIH OIIK-4 35
9 |Cnygaiinble yrpo3bl HHPOPMAITMOHHOMN 6€30MacCHOCTH OI1K-3 36
10 |IIpennamepeHHbIE YTPO3b HHPOPMANMOHHOH 6€301aCHOCTH OIIK-3 36
11 |Mojenb rUmOTETHYECKOTO HAPYIIUTENS HHPOPMAITMOHHON 0€30MaCHOCTH OI1K-3 36
12 |AHanu3 KOMIbIOTEPHBIX NPECTYILUICHUH OIIK-3 36
13 |HecaHKIIMOHHUPOBAHHBIN TOCTYN K MHPOPMAITUH U €0 TIeIH OI1K-3 31
14 |KoMIblOTEpHBIE BUPYCHI OIIK-3 31
15 |IlInnoHCKHE MpOorpaMMHBIE 3aKJIa K1 OI1K-3 31
16 |OcHOBHBIEC IPHHIUIIBI TOCTPOSHHS CHCTEMBI 3aMIUTHI HH()OPMAIHN I1K-10 35
17 |Metonsl 3amuThl HHbOpManuu. VIHTENIeKTya bHbIH HHTEpdeiic TIK-10 35
18 |OcHOBHBIE IOHATHS H OIIPEAEIEHHs Kpunrorpaduu I1K-10 35
19 |Hctopus pa3BuTHs KpunTOrpapuu TTIK-10 35
20 |Kmaccudukamnms kpunrorpaduaecKkux METO 0B 3alUTh HHPOpMALHH I1K-10 35
21 |CoBpeMeHHbIC CHMMETPUYHBIE KPUNTOTpaGUISCKHE CHCTEMBI: CHCTEMBI C CEKPETHBIM KITIOYOM TIK-10 35
22 |CoBpeMeHHbIe CHMMETPUYHBIE KpUOTOrpadIecKue CHCTeMBI: cTanaapT mudposanus DES I1K-10 35
23 |CoBpeMeHHBIE CHMMETPUYHBIE KpUITOrpadmaeckue cucteMsl: cranaapt mmeposarus [OCT 28147 IIK-10 35
24 | AcuMMeTpUYHBIE KpUOTOTpaGUIECKUE CUCTEMBI: CHCTEMBI C OTKPBITHIM KITIOUOM; TIK-10 35
25 |AcuMMeTpHYHBIC KPUNTOTPA(UUECKHE CUCTEMBL: CTaHAapT mudposaHus RSA I1K-10 35
26 |DnexkTpoHHas HU(POBas MOANUCH U MEXAHU3MBI €€ pean3ainu TIK-10 35
27 |Kpurepuu 3alUIEHHOCTH KOMIBIOTEPHBIX CUCTEM I1K-10 35
28 |KonuenTyanbHas MOJeIb HHPOPMAITHOHHON 0€30MaCHOCTH TIK-10 35
29 |OcHOBHBIEC IPHHIMIIBI TOCTPOSHHS CHCTEMBI 3aIIUTHI HH()OPMAIHN I1K-10 35
30 |Metonbl 3aUThl HHOPMAITUH TIK-10 35

5.3.5. Tembl KypcoBOro npoext (padoThl) U BONPOCHI K 3al[UTe
He npeaycmorpeno




5.3. MarepuaJibl /151 OLEeHKH TOCTUKEHUS KOMIIeTeHIN i
5.3.6. Bonpochl TecTOB

ConepxaHue

Kowmre-
TEHIIUS

g

Wupopmanys, HeCaHKIMOHUPOBAHHOE KOIIMPOBaHHUE, XUILEHHE, pa3IilalleHue (pacipocTpaHeHHe,
omyOJIMKOBaHKE ), MOAU(UKALHS, YHHYTOXXECHNE M HCTIOIb30BaHNE KOTOPOH MOXET HAHECTH CYIECTBEHHBIH
MOpaJbHBIN WK MaTepUaIbHEIN yiiep0 ee cOOCTBEHHUKY MM BIAJETbIly, a TAkKe TPEThel CTOPOHE,
MHTEPECH KOTOPOH JlaHHast ”HGOpMAaLHs 3aTparuBacT, Ha3bIBaeTCs

KPUTHYIHOH HH(OpMaIHeH;

nH(popManyeil ooLIero 10cTymna;

MIePCOHATIBHBIMY JaHHBIMH.

OIIK-3

36

VYGOBITKH, KOTOPBIE MOTYT BO3HUKHYTH BCJIEJACTBUE BHECEHHSI N3MEHEHHH B HH(OpMAIIHio, eciu BhakT
MOIU(HUKAINU He ObLIT 0OHAPYKECH, HA3BIBAIOTCS

CTOMMOCTbD CKPBITOrO HAPYIICHUS [[ETIOCTHOCTH

CTOUMOCTb YTPATHI

CTOMMOCTh OTEPH KOH(PHICHIIMATLHOCTH

OIIK-3

36

Kareropus neHHocTr HHPOPMAIIUH, ONPEACIIAIONIAs FAPAHTHIO TOTO, YTO HCTOYHHKOM HH(OPMAIINH SBISETCSI
HMMEHHO TO JIUII0, KOTOPOE 3asIBJIEHO KaK €e aBTOP, HA3bIBACTCSI

AYTCHTUYHOCTD

anmneInpyeMocThb

JIOCTOBEPHOCTh

OIIK-3

31

Vnentudukarys u ayreHTHGUKAINST TPUMEHSIIOTCS:

JUTsL 00eCTICUeHHMS IEIOCTHOCTH JaHHBIX

JUTSL 3QI0UTHI OT KOMITBIOTEPHBIX BUPYCOB

JUTSL OTpaHUYCHUS TOCTYIIA CIYYaifHBIX i HE3aKOHHBIX CYOBEKTOB K HH()OPMAIIIOHHON CHCTEME
JUTSL TIOBBINIEHUS (pr3HUecKoil 3amThl HHOOPMAIIMOHHOW CHCTEMBI

OIIK-3

31

Kareropus neHHOCTH HH()OPMAILINH, FTAPAHTUPYIOLIAs, YTO IIPH HEOOXOANMOCTH MOXHO JI0Ka3aTh, 4TO
aBTOPOM COOOILCHUS SIBISIETCS UMEHHO 3asIBJIICHHBIH YEI0BEK, U HE MOJKET SBIISATHCS HUKTO APYTOi,
Ha3bIBACTCA

ayTeHTHYHOCTh

aNmenTnpyeMoCTb

JIOCTOBEPHOCTD

OIIK-3

31

Jst oTpaHWYeHHs TOCTYyIIA CIyJalHBIX 1 He3aKOHHBIX CyOBEKTOB K MH(OPMAIIMOHHOM CHCTEME IPUMEHSIOTCS
HACHTUPUKAIMA U ..........
IIpaBHIIbHBIN OTBET:

OIIK-3

31

[Iponecc pacrio3HaBaHMs MOTE30BaTENs aBTOMATH3UPOBAHHON CHCTEMOM, [T YeT0 IPEIbSIBISETCS
YHUKAJIbHOE MIMSI, Ha3bIBACTCH ......... (B UMm.TIa11.)
IIpaBHIJIbHBIN OTBET:

OIIK-3

31

INonbepure c10BO K JAHHOMY ONPEAEICHHIO: K......... - IPUCBOCHHUE CYOBEKTaM JINYHOTO UACHTU(HKATOpa U
CPaBHCHUE €I0 C 3aTaHHBIM»
IIpaBHIJIbHBIN OTBET:

OIIK-3

31

IIpouenypa npoBepky NOUIMHHOCTH, NpeAHAa3HAUEHHAs JUIsl [TOATBEPKICHUS] HICTUHHOCTH T10JIb30BaTENs,
MIPEIbSIBUBIIETO UISHTU(PHUKATOP, HA3BIBACTCS «......... » (B M. maj.)
IIpaBHJIbHBIN OTBET:

OIIK-3

31

10

UTo U3 MepevncIeHHOro SIBISETCSl COCTABIISIIONIEH HHPOPMAITOHHOH Oe30macHoCTr?
aHTUBHPYCHAs 3aIlnuTa

CaHKI[HOHUPOBAHHBIA TOCTYI K HHpOpMaLUH

HECAHKIIMOHUPOBAHHBIN TOCTYM K HHPOPMALTUH

LEJIOCTHOCTh HHGOpMAIHH

OIIK-3

31

11

KonpunernuaasHOCTs HHOOPMAIUU TAPAHTHPYET

JOCTYITHOCTh HH(OPMALUH TOJIHFKO TOMY KPYTY JIHII, A7l KOTO OHa IpeIHa3HAuYeHA
3aIIUIIEHHOCTh HH(OPMALUHK OT IIOTEPH

JIOCTYITHOCTh HH(OPMALIUH TOJIBKO aBTOPY

OIIK-3

31




12

BeckoHTpONBHBII BEIX0 KOH(PHUACHINATFHON HH(POPMAIIUH 32 TIPe/IeIIbl OPTaHU3AIIY HITH KPYTa JIHII,
KOTOPBIM OHA OBLIA TOBEPEHA — 3TO

pasrialeHue;

yTeuKa;

HECAHKLIMOHUPOBAHHBIN JIOCTYII.

OIIK-3

31

13

VYKaKuTe, 9TO HE SIBISICTCS IPSIHAMCPCHHBIM BO3ICHCTBHEM Ha HH()DOPMAIIMOHHYIO CHCTEMY
moA00p mapoms

nepexBat HHPOPMAIUU

XHIIeHne HHPOPMALIUT

MOTU(PUKAITUS HHPOPMAITHH

CTUXUHHBIC OC/ICTBHS

OIIK-3

v7

14

YkaxuTe, 4TO HE SBISCTCS MPUYUHOMN CITyJaifHBIX BO3JCHCTBIH Ha HHPOPMAITHOHHYIO CUCTEMY
o100 MapoJist

OTKa3bl ¥ COOM anmapaTypsl

OIIMOKY MepcoHana

TIOMEXW B JINHUSX CBSI3M M3-3a BO3/IEHCTBUN BHEITHEH CPEJIbL.

OIIK-3

y7

15

VYiep0 OT MOJTHOTO MM YaCTUYHOTO Pa3pyIleHUs HHQOPMAIK Ha3bIBACTCS
CTOMMOCTB CKPBITOTO HapYIICHUS LETOCTHOCTH;

CTOUMOCTb yTPATHI;

CTOMMOCTb IOTEPH KOH(PHICHIIMATLHOCTH.

OIIK-3

Vi

16

VYkaxuTe cocTaBmIsomye HHGOPMAHOHHON O€30MacCHOCTH
JOCTYITHOCTh HH(OPMaLUH

LETOCTHOCTDb HH(POPMAITUU

KOH(PHUIECHINATEHOCTh HHPOPMAITIH

HPOBEPKA MPaB JJOCTyIa K HHPOpMALN

BBISIBJICHHE HapymuTenei

OIIK-3

Vi

17

ToTeHIMAaTEHO BO3MOXKHOE COOBITHE, POLIECC HIIH SBICHUE, KOTOPBIE MOTYT MIPUBECTH K YHUYTOKEHHIO,
yTpaTe IEIOCTHOCTH, KOHMHICHIIMATFHOCTH WK JOCTYITHOCTH HH(POPMAIIUH HA3BIBACTCS

yrpo3oi nHMOPMAHOHHO# 6€30MacHOCTH

HECaHKIIMOHUPOBAHHBIM JJOCTYIIOM K HH(pOpMaIim

¢danscudukaimei naGopmMan

OIIK-3

36

18

JoctynHoCTh HH(pOPMAIIK TapaHTHPYET

nosy4eHue TpedyeMoit nHpopMaIyu 3a ONpeaeICHHOE BpeMs
HEM3MEHHOCTh HH()OPMAIHH B JTI000€ BpeMs

mosry4eHue TpedyeMoit HHPpOpMAIK 32 HEOTIPEIEIIEHHOE BPEMSI
3aIIUIICHHOCTh HH)OPMAIIHMU OT BO3MOXHBIX YIPO3

OIIK-3

36

19

LenocTHOCTS MH(DOPMAIIN TapaHTHPYET

CYIECTBOBaHNE NH(OPMALINH B HCXOTHOM BHJE

MIPUHAUICKHOCT HHPOPMALMHU aBTOPY

JOCTYI HH(POPMALIUH OIIPEACICHHOMY KPYyTy HOIb30BaTeIeH
3aIIMIICHHOCTh HH(QOPMalUK OT HECAHKIMOHUPOBAHHOTO IOCTYIIA

OIIK-3

36

20

[pucBoeHune cyObekTaM HICHTH(OUKATOPOB U (WIIN) CPAaBHEHHE MPEABSIBISICMBIX HICHTH(QUKATOPOB C
IepevHeM HICHTH(HKATOPOB, BIIAICIBIBI KOTOPBIX JOIMYIICHBI K HHPOPMAIIMOHHOH CHCTeMe, Ha3bIBaeTCs
naeHTu(UKaen

ayTeHTHU(QHKAITUCH

AYTEHTUYHOCTHIO

KOH(UICHIIHATEHOCTBIO

OIIK-3

36

21

INonGepure c10BO K JAHHOMY ONIPEAEICHHIO : ..... - IPUCBOCHHUE CYOBEKTaM JITYHOTO UACHTH(PHUKATOPA U
CpaBHEHHE €TO0 C 3alaHHBIM

ayTeHTH()UKAITUS

nAeHTH(GUKAIHS

AyTEHTUYHOCTb

KOH(DUICHIIMATHHOCTh

OIIK-3

36

22

TloTeHuanbHO BO3MOXKHOE C06I>ITI/IC, MpouecC WM SABJICHHUEC, KOTOPBIC MOT'YT IPHUBECTH K YHUUTOXKCHUIO,

yTpate HeJI0CTHOCTH, KOH(bI/IZ[eHL[PIaJ'IBHOCTI/I WA JOCTYITHOCTHU I/IHq)OpMaL[I/II/I Ha3bIBACTCA ............ (B M.

najieke) HHOPMAIMOHHOHM 6e30IMacHOCTH
IIpaBHIIbHBIN OTBET:

OIIK-3

36




23

Y MBIIIICHHBIE WIH HEOCTOPOXKHBIC NEHCTBUS ¢ KOH(DUACHINATBHBIME CBECHUSIMH, TPUBEATINAE K
O3HAKOMJICHHIO C HIMH JIUII, HE JOIMYIICHHBIX K HUM — 3TO

pasriianieHue;

yTeuKa;

HECaHKIIMOHUPOBAHHBII JOCTYII.

OIIK-3

36

24

IIpoTuBonpaBHOE IpeTHAMEPEHHOE OBJIAICHNAEC KOH(DUACHIINATBHON HHPOPMALHEeH JINIIOM, HE UMEIOIINM
IIpaBa JOCTYIA K OXPAHAEMBIM CEKPETaM — 3TO:

pasrialieHue;

yTeuKa;

HECAaHKIIMOHHUPOBAHHBIN JOCTYII.

OIIK-3

36

25

VYxaxwure 3 Buia yrpo3 nHGOpMAaHOHHON 0€30MacHOCTH:
yrpo3a IOCTYIHOCTH HH(OpMaIuu

yrpo3a [elI0CTHOCTH HH(OpManuu

yrpo3a KOHGUIACHIMAIFHOCTH HH(pOopMaIiH

yrpo3a WICHTHPHUKAINH HHPOpMaLUK

IK-10

35

26

IMpy momsITKE BHECCHNS YMBIIIICHHBIX WITH CITy9aifHBIX H3MEHEHUH B HH(POPMANNIO, XPAHSIILYIOCS B
“HPOPMALTMOHHON CUCTEMeE, BO3HUKAET YTPpo3a HAPYIIEHHS €€ .............
IIpaBHIJIbHBIN OTBET:

IIK-10

35

27

Co3nanue yCIoBUiA, TPU KOTOPBIX AOCTYI K HHGOPMALIUHU WIH HHYOPMAIIMOHHOH yciryre OyIeT HEeBO3MOKEH
WJIM OTPaHUYEH, BEJIET K YTPO3€ HAPYIICHUS .............
IIpaBHIJIbHBIN OTBET:

IIK-10

35

28

Co3nanue yCIoBUiA, TPU KOTOPBIX AOCTYI K HH(OPMALIUHU WIH HHYOPMAIIMOHHOH yciryre OyIeT HEBO3MOKEH
WJIM OTPaHUYEH, BEJIET K YTPO3€ HAPYIICHUS .............
IIpaBHIJIbHBIN OTBET:

IIK-10

35

29

CocTosiHHe 3alIUIICHHOCTH HH(POPMAIIMH U ITOICPKUBAIONICH e HHPPACTPYKTYPHI OT CITy4aifHBIX W
IIpeIHaMEePEHHbIX BO3/I€HCTBUI €CTECTBEHHOTO WIIM HCKYCCTBEHHOI'O XapaKTepa, KOTOphle MOI'YT HAHECTH
yiep6 BiIaenbIiaM M MOJIb30BATENSIM HHPOPMAIINU HA3bIBACTCH ............ 0€3011aCHOCTBIO.
IIpaBUIIBHBIN OTBET:

IIK-10

35

30

Komrmieke cpecTB u METOI0B, HANPaBJIEHHBIX Ha MPEAOTBpaIleHHe yrpo3 HHPOPMAIMOHHON 0€30macHOCTH
U YCTpPaHEHHUE UX MOCJIEJCTBUM, HA3bIBAETCH ............ (B uM. mazexe) uHPOpPMALIUH.
IIpaBuUIIBbHBIN OTBET:

IK-10

35

31

Meponpustust 1o GOpMHPOBAHUIO OCO3HAHHOTO OTHOIICHHUS COTPYJHUKOB K 00ECIICYEHHIO
nH(GOPMAMOHHOH 0€30MTaCHOCTH OTHOCATCA K:

TP IYTPEXACHUIO YIPo3;

BBIIBJICHHIO YTPO3;

JIOKaJIN3aLiH yrpo3;

JINKBUIAINHI ITOCTIEACTBHN YIpo3.

OIIK-3

36

32

ACHCTBENA, HAIIPdBJICHHBIC Hd yCTPAHCHWC ACHCTE YIOLICKH yI'DOSbI M KOHKPCTTHBIX TIPDCCTYIIHBIX ICMCTBEM K
OTHOCSITCS K :

MIpEeIyNPEeXIEHUIO YTPO3;

BEISIBIICHHIO YTPO3;

JIOKaJIM3aLuH yrpo3;

OIIK-3

36

33

Y MBIIUICHHBIE WK HEOCTOPOKHBIC NEHCTBUS ¢ KOH(HICHINATBHBIME CBECHUSIMH, TIPHUBEALIHAE K
03HAKOMJICHHIO C HUMH JIMLI, HE JIOMYLIEHHBIX K HUM — 3TO:

pasrnameHue

yTeuka

HECAHKIIMOHUPOBAHHBIN IOCTYII

OIIK-3

36

34

[IpoTnBONpaBHOE IpETHAMEPEHHOE OBJIA/ICHAE KOH(OUICHIINATBHON HHPOpMALEeH JINIIOM, HE HMEIOIINM
IpaBa JOCTyma K OXPaHsAEMBIM CEKPeTaM — 3TO:

pasrnameHue

yTeuka

HECAHKIIMOHUPOBAHHBIN IOCTYII

OIIK-3

36




35

JlelicTBHSI IO BOCCTAHOBJIEHUIO COCTOSIHUS, NPEALIECTBOBABILIETO BOSHUKHOBEHHUIO YTPO3bI, OTHOCATCS K:
MIPEeIYNPEXIEHUIO YTPO3;

BBISIBJICHUIO yTPO3;

JIOKaJIM3aLuH yrpo3;

JIUKBUIAIIAN TIOCJIEACTBUHA yrpo3.

OIIK-3

36

36

3ammra OT HECAaHKIIMOHUPOBAHHOTO OCTYIA K KOH(HUICHIINAIbHOH HHPOPMAIK 00eCIIeunBACTCS
BBINOJIHCHUEM:

TOJIbKO OPraHU3allMOHHBIX MEPOIPUATUH;

TOJIbKO TEXHUYECKUX MEPOIPUATHM;

OpIaHU3aLMOHHBIX U TEXHUYECKUX MEPONPUATHUI.

OIIK-3

36

37

Onpeneneﬂne COCTOSIHUS] TEXHHYECKOH 0€30MacHOCTH 00BEKTa OTHOCHUTCS K:
OpraHn3alilMOHHBIM MEPOIIPUATHUAM;

TEXHUYCCKUM MEPOTIPUATUAM,

OPraHn3aliuOHHO-TCXHUYCCKUM MCPOIIPUATUIM.

OIIK-3

36

38

YroaosHo HaKa3yeMbIC 06HI€CTBGHHO OIIaCHBIC ,HQfICTBI/IH, B KOTOPBIX MAallIMHHAS I/IH(I)OpMaIII/IH SABIICTCA
00BEKTOM O0CATaTCIIbCTBA, HA3BIBAIOT:

KOMIIBIOTCPHBIM MIPECTYIIICHUEM

HECAaHKIIMOHUPOBAHHBIM ,Z[eI\/'ICTBI/IeM

KOMIIBIOTCPHLIM MOIICHHUYECTBOM

OIIK-3

36

39

Jlrobast mporpamma, HaITMCaHHAsI C IEJIbI0 HAaHECEHHS yiepOa MM UCTIONIb30BAHMUS PECYPCOB aTaKyeMOTO
KOMIIbIOTEpA, HAa3bIBACTCA ......... IIporpamMMoin
IIpaBHIIbHBIN OTBET:

OIIK-3

36

40

Kiace nporpamm, criocoOHBIX K caMOPa3MHOXKEHHUIO M CaMOMOJU(HKALINK B pabOTarowIeii BBIYUCINTEILHON
CpeJie U BBI3BIBAIOIIMX HEXKeTIaTeIbHbIE JUIS T0Jb30BaTeNel 1eHCTBHUS, HA3bIBAETCS KOMITBIOTEPHBIE .........
IIpaBunbHBIN OTBET:

OIIK-3

36

41

VYKaKHUTE STaIbl )KH3HEHHOTO IIUKJIA KOMITBIOTEPHOTO BHPYCa:
BHe/IpeHre (MHPHUIUPOBAHNUE)

MHKYOAIMOHHBIH Iepruos

3apaKCHUE

caMopa3MHOXEHHeE (PETpoIyIIHpOBaHHUE)

BBIIIOJIHCHNE CHCUATIBHBIX (QYHKITHN

IIPOSIBIICHHE

BEISIBJICHHC

OIIK-3

36

42

Mo cpene oOuTaHMs KOMIIBIOTEPHBIE BUPYCHI ITOPA3CIIOT Ha!
(ailiToBBIC BUPYCHI

3arpy304HbIC BUPYCHI

(aiiinoBoO-3arpy30UHbIE BHPYCHI

CETEBBIC BUPYCHI

ToIUMOpP(HBIC BUPYCHI

CTEJIC-BUPYCHI

OIIK-3

36

43

JocTtatouHo TpyIHO OOHAPYKUMBIE BUPYCHI, HE UMEIOIIIE CUTHATYP, TO €CTh He COAEpIKaIlIie HA OJJHOTO
TIOCTOSIHHOTO y4acTKa KoJia, 3TO:

MOTUMOP(PUK-BAPYCHI

CTeJIC-BUPYChI

MaKpO-BHPYChI

KOHCTPYKTOPBI BUPYCOB

OIIK-3

36

44

But HHTEpHET-MOIIIEHHHYECTBA, 1IEJIbI0 KOTOPOTO SBISETCS MOMyYeHHE JOCTYIA K KOHPUICHIIMATbHBIM
JIAHHBIM TI0JIb30BaTeNei (HapuMep, JIOTHHA U apOoJis OT AJIEKTPOHHOI MOYThI, HOMepa TenaedoHa Hin
JIAHHBIX OaHKOBCKOW KapThl) HA3BIBACTCS ......... (B UM. majiexe).

OIIK-3

36

45

77?7 — 3TO BUPYCHI, 3apakaroriye Gpaiibl HEKOTOPBIX cucTeM 00paboTku nokymentoB (MS Word, MS Excel),
KOTOPBIC HMCIOT BCTPOCHHBIE MaKPO-s3bIKU

Macro-BUpPYyCHI

CTEJIC-BUPYCHI

MTOJTUMOP(UK-BHPYCHI

OIIK-3

36




46

?7?7? MacCKHPYIOT CBOE MPUCYTCTBUE MyTeM Hepexsara obpamennit OC k nopaxeHHBIM (aiiaM, CeKTopam U
nepeanpecytoT OC Kk He3apaKeHHBIM ydacTKaM

Macro-BUPYCHI

CTEJIC-BUPYCHI

IIOJIMMOP(UK-BUPYCHI

OIIK-3

36

47

JocTtatouHo TpyAHO OOHAPYKUMBIE BUPYCHI, HE UMEIOIIIEe CUTHATYP, TO €CTh HE COAEpKaIIie HA OJJHOTO
MIOCTOSIHHOTO Y4aCTKa KOJAA, OTHOCATCA K ............... BHpPYCaM.
IIpaBHIJIbHBIN OTBET:

IIK-10

35

48

[Iporpamma, CKpbITHO BHEAPEHHAS B 3AIUIIEHHYIO CUCTEMY U NO3BOJIAIONIAS 3I0YMBIIUIEHHUKY, ITyTeM
MOIU(HUKAINU CBOMCTB CHCTEMBI 3allIUTHI, OCYIIECTBISTh HECAHKIIMOHUPOBAHHBIH JOCTYI K pecypcam
CHCTEMBI, Ha3bIBA€TCSA IPOTPAMMHOH ..........

IIpaBuIIbHBIN OTBET:

IIK-10

35

49

VYkaxure 4 Meto1a 0OHAPYKEHHUSI KOMITBIOTEPHBIX BUPYCOB:
CKaHHPOBaHHE

oOHapyXeHHE U3MEHEHUH

IBPHCTUYECKU# aHATH3

NCTOJB30BAHUEC PE3UICHTHBIX CTOpO)Keﬁ

AHATMTHIECKOE peodpa3oBaHie

IIK-10

35

50

KoMriekc mporpaMMHBIX WIIH allliapaTHBIX CPEACTB, OCYIIECTBISIOINNA KOHTPOIb U (PUIIBTPALINIO
MPOXOJSAIINX YE€PE3 HETO CETEBBIX MTAKETOB B COOTBETCTBUU C 33JaHHBIMU NIPABUIIAMH, MO3BOJISIONIMN
OIOKHPOBATH HEXKETATEIBHBIIN ceTeBOH Tpaduk u odecreunBaronyii HeBuAUMOCTh 11K B cetn ¢ 1enpro
MIPEIOTBPAICHUS KHOEp aTak, Ha3bIBACTCS .......... 9KPaHOM.

IIpaBunbHBIA OTBET:

IK-10

35

51

Kakue neiicTBust HEOOXOIMMO BBIIONHHUTE B CITydac 0OHAPY)KEHUS 3apa)KCHHBIX BPSIOHOCHBIMH
porpamMmamu (haiios:

3aBEPIIUTH PA0OTY MEPCOHATHLHOTO KOMIBbIOTEpa (MHQOPMAIIMOHHOW CHCTEMBI) U HEMEIUIEHHO COOOIINUTh
CIICIHAUCTY 110 HH(POPMAIMOHHOW 0€30MacHOCTH

MIPOUTHOPHPOBATH COOOIIEHHE AHTUBUPYCHOH MPOTPaMMBbI

MIPUHATH CAMOCTOSATEIIBHBIC MEPHI 110 MPEAOTBPALICHHUIO PACTIPOCTPAHCHUS 3apaXKeHHs

Tepe3arpy3uTh MEPCOHATBHBIH KOMITBIOTED

IK-10

v5

52

Kakoii 13 BUpYCOB IpH HHPHUIUPOBAHUU KOMITBIOTEPA OCTABIISICT B ONIEPATHBHON NMAaMSTH CBOIO YacTh,
KOTOpas 3aTeM IIepeXBaThIBacT OOPAIICHUS ONEPAIIMOHHON CHCTEMBI K 00BEKTaM 3apakeHUs U BHEAPSIETCS B
HUX?

HEpEe3UIECHTHBII BUpPYC

(ailIoBEIA BUPYC

PE3UAEHTHBIN BUPYC

3arpy304HbIil BUpYC

OIIK-3

36

53

CamommdpoBanue U MOIUMOPGUIHOCTD UCIONB3YIOTCS IS
CaMOpPa3MHOXKEHHUS BUpyca

MaKCUMAJIbHOTO YCIOKHEHHS TPOIIeYphl 0OHAPYKEHHUS BUpYCa
pacmmppoBKH TN BHpyca

JUISL CKPBITUS IEUCTBUI aHTUBUPYCHOM IPOTrpamMMBbl

OIIK-3

36

54

Onuum u3 Hanbosee 3pHEeKTUBHBIX CTOCOOOB OOPLOBI C BUPYCAMH SBJIICTCS:
HCIIONIb30BaHNE aHTUBHPYCHOTO IPOTPAMMHOTO 00eCTIeYeHHS
MpOQHUITAKTHKA KOMITBIOTEPHBIX BUPYCOB

OorpaHHYEHHE JIOCTYIa NoJb30BaTeneil kK 9BM

mudpoBaHe JaHHBIX

OIIK-3

36

55

?7?? - 3TO TIpOrpaMMa, CKPHITHO BHEJPEHHAS B 3aLIHIICHHYIO CHCTEMY U ITO3BOJITIONIAS 37I0YMBIIUICHHHUKY,
ITyTeM MO (UKAINK CBOMCTB CUCTEMBI 3aIUTHI, OCYLISCTBISITh HECAHKIIMOHUPOBAHHBIN TOCTYII K pecypcam
CHCTEMBI

IporpaMMHas 3aKiIaaKa

TPOSIHCKast TIporpamMmma

CTEJIC-BUPYC

OIIK-3

36




K mecTpyKTUBHBIM J€HCTBHAM, OCYILECTBIAEMBIM IPOrPAMMHBIMH 3aKJIaJIKAMH OTHOCSATCS:
KOIMPOBaHHEe KOHMHICHINATEHOH HHpOpMaLIH
HM3MEHEHHE aNrOPUTMOB ()YHKIIHOHUPOBAHUS CHCTEMHBIX, IPUKJIAIHBIX U CIYKEOHBIX IIPOTpaMM

56 OIIK-3 36
HaBsI3BIBAHHE OTPE/ICIICHHBIX PEXKUMOB PabOTHI
YMEHBIIAIOT 00bEM CBOOOIHOH MaMATH Ha AUCKE B Pe3yIbTaTe CBOETO PACIPOCTPAHEHHS
CHIKAIOT 9P (PEeKTHBHOCTD (DYHKIIHOHUPOBAHUS KOMIBIOTEPHOI CHCTEMBI
TIporpamMMa C N3BECTHBIMH €€ 110J1b30BaTelI0 yHKLUISIMH, B KOTOPYIO ObLIN BHECEHBI N3MEHEHISL, UTOOH,
ITOMHUMO 3TUX (YHKIMA, OHA MOTJIa BTAfHE OT HETO BBINOJIHATH HEKOTOPBIC APYTHUE (pa3pyIIUTEIEHBIC)
57 I[ef/'ICTBI/IH,“HaSI)IBaeTCSIZ § OIK-3 36
TPOSTHCKOM IporpamMmoit
MIPOTPAMMHOM 3aKJIa KO
KOMIOEIOTONHEIN RIINVCON
7?7 — 3TO KOMIBIOTEPHAS IPOTPaMMa, KOTOPast BEIABIIACT, IPEJOTBPAIAET U BHITOIHSACT ONPEACICHHbIC
JEeHCTBUS, 9TOOBI OIOKHUPOBATH WIIH YHAIATH BPEIOHOCHBIC TPOTPAMMBL:
58 |aHTHBHpYCHAas Mporpamma OIIK-3 36
IporpamMMa oOHapyKeHHS BTOPKCHUI
[IporpaMMHasi 3aKJajika
?7?? - KOMIIIEKC IPOTPAMMHBIX MITH AlNAPATHBIX CPEJICTB, OCYIIECTBIIONINI KOHTPOIb U (PUIBTpanuio
MIPOXOJSAIINX YePe3 HETO CETEBBIX ITAKETOB B COOTBETCTBUH C 3aJaHHBIMU IpaBmiamu. [lo3Bomster
OJIOKMPOBATh HEXKETATEIBHBIN ceTeBor Tpaduk, odecrieunBaeT HeBUIUMOCTh [IK B ceTH ¢ mensio
59 |mpemorBpamenus kubep aTak OIIK-3 36
ceteBoii akpaH (firewall)
MapIIpyTHU3aTop
HHTEPHET-1IUII03
Macku (CHTHaTypBI) BUPYCOB HCIIONIB3YIOTCS:
JUIS IOUCKA U3BECTHBIX BUPYCOB
60 |1 co3maHus U3BECTHBIX BUPYCOB OIIK-3 36
JUISL yHIYTOXKCHUS N3BECTHBIX BHPYCOB
JUISl pa3MHOKEHHUSI BUPYCOB
VYKaKuTe JOKYMEHT, TapaHTUPYIOIIUIA TaliHy IepeiCKH, TeJIe(OHHBIX IEPEroBOPOB, IIOYTOBHIX,
TeslerpadHbIX U UHBIX cO0OIeHuH (CT. 23, 4. 2); mpaBo cBOOOTHO HUCKATh, TOJIYYaTh, IEPEIaBaTh,
IIPOU3BOAUTE U PACIIPOCTPAHATH HH(OPMAIIHIO JIFOOBIM 3aKOHHBIM CIIOCOO0M (CT. 29, 4. 4); cBoOOIy
MaccoBoi uadopmarmu (ct. 29, 4. 5):
61 |Koucruryrmus PO OIIK-4 )
Crparerust HaLlMOHANILHOU Oe3onacHocTH PO
JoktpuHa nHpOpMannoHHOU Oe3omacHOCTH PO
Vronosusiii Kogexe PO
3akoH 00 nHpopMaIuH, THHOPMAIMOHHBIX TEXHOJOTHIX U 3aIUTe HHHOPMAIIUU
VYkakuTe JOKyMEHT, ONpeACIIAIOMINA BayKHEHIITHe 3a1auu obectiedeHns nHpopManoHHoi 6e3onacHoctu Pd:
Koncrurynus PO
62 Crparerusi HAlIMOHAIILHOU 6?30HaCHOCTI/I PO OIK-4 V6
Joktpuna napopMannoHHoi 6ezomacHocTH PO
Vronosueiii Kogexe PO
3axoH 00 mHbOpManUH, HHPOPMAUOHHBIX TEXHOJIOTUIX U 3alIUTe HHYOPMAIIUT
VYKaKuTe CBEICHNs, UMEIOIINE KOHPHICHIIHAIBHBIA XapaKTep:
NIepPCOHAJbHBIE JaHHbIE
TalHa CJICACTBUS U CyJOIPONU3BOJACTBA
ciyxeOHas TaifHa
63 [mpodeccnonanpHas TaitHa OIIK-4 )
KOMMepuecKasi TalHa
CBEJCHUS O CYITHOCTH N300peTeHHS
ITaH pHeMa CTYJEHTOB B BY3
yCTaBHBIC JOKYMEHTHI OI0/PKETHOH OpraHU3aIiN
B npemaraeMoM nepedHe YKaXUTe MEPONPHUSTHS 3aIIUTH HH(OPMAIMHU MPEAPUATHS, OTHOCSIINCCS K
MpaBOBBIM?
64 |oprarmsanus pexuma U OXpaHbI, OIIK-4 HS5

pa3paboTka BeIOMCTBCHHOI HOPMATHBHOM JOKYMEHTAIHH;
oxpaHa 000pyJ0BaHUsI, TPOIYKIUH, GHHAHCOB ¥ HHPOPMAIIH




65

OCHOBOMIOIATAIONIMMHE JOKYMEHTaMH 110 HH(POpMaMOHHOH Oe3omacHoCTH B PO sBmsioTCS:
Koncrurynus PO

Crparerus HalMOHAIBHOM Oe30macHoCTH PO

Jokrpuna napopMannoHHon 6e3omacHocTH PO

Vronosueiii Kogexe PO

3akoH 00 nHpopMaIun, THHOPMAIMOHHBIX TEXHOJOTHIX U 3aIUTe HHHOPMAIIUU

OIIK-4

H5

66

CKOJIBKO KaTeropuii roCyAapCTBEHHBIX HH(POPMAITOHHBIX pecypcoB omnpenenstetr O3 «O6 nHpopmanum,
nH(GOPMAMOHHBIX TEXHOJOTHSAX U 0 3anute nadopmarmm» oT 27.08.2006 T. Ne 149-D37? (3anmmmuTte nudpoit)
IIpaBuUNBHBIN OTBET:

OIIK-4

H5

67

JokyMeHTHpOBaHHAs: HH(OPMAIHS, IPABOBON PEKUM KOTOPOH YCTAaHOBIICH CIICIIMAIBHEIMH HOPMaMH
JCHCTBYIOIIETO 3aKOHOJATENILCTBA B 00JIACTH TOCYJaPCTBEHHOH, KOMMEPUECKOH, TPOMBIIUICHHON U APYTOit
OOIIECTBCHHOH ESITEIBHOCTH, HAa3bIBACTCH ............ nHpOpMaLys.

ITpaBuJIbHBIN OTBET: KOH(UICHIIMATbHAS

OIIK-4

35

68

JIro6ast mH(pOpMAIHs, C ITOMOIIBI0 KOTOPOI MOXHO OJTHO3HAYHO MICHTU(GHUIIMPOBATE (PU3HUECKOE JIHIIO,
SIBIISICTCS ...evnvenen.. JAHHBIMU.
IIpaBuJIbHBIN OTBET:

OIIK-4

35

69

3amumaeMple TOCYIapCTBOM CBEJICHHS B 00JIACTH €0 BOSHHOH, BHEITHETIOJIMTHYECKOH, DKOHOMUYECKOH,
pa3BenbIBaTeIbHON, KOHTPPa3BeAbIBATEIbHON U ONEPATUBHO-PO3BICKHON JIeATEIbHOCTH, PacIipOCTPaHEHUE
KOTOPBIX MOXKET HaHEeCTH yIiepO 6e3omacHocTi PO, oTHOCATCA K:

rocyIapCTBEHHOU TailHe

JOKYMECHTHPOBAHHOM HH(pOPMaLlUK OTrPAaHUYEHHOTO TOCTYIIA

ciryxeOHOH TaiiHe

OIIK-4

35

70

HemnpaBoMepHBIiT 10CTYN K KOMIBIOTEPHOH HH(OpMAIIMK HaKa3bIBACTCs MITPAPOM:
OT IISITU 10 JBaJllaTH MUHUMAJbHBIX pa3MepoB OILIaThl TpyJa

OT JIBYXCOT JI0 TSITUCOT MUHUMAJIBHBIX Pa3MEPOB OILIATHI TPYyIa

OT CTa ISITUAECATH A0 IByXCOT MUHUMAJIBHBIX Pa3MEPOB OILIATHI TpyHa

JI0 TPEXCOT MHHUMAJIbHBIX Pa3MEPOB OILIATHI TPy

OIIK-4

35

71

Hapymienne npasmi skcinryatamun 9BM, cuctembl 9BM mimn MX ceTr HaKa3bIBaeTCS OTrPaHUYCHHEM
CBOOOJIBI Ha CPOK:

JI0 TOna

JI0 IBYX JIET

IO TISITH JIET

JI0 TPEX MecsIIeB

OIIK-4

35

72

Co3nanue, UCHONBE30BaHIE M PACIIPOCTPAHCHUE BPEIOHOCHBIX IporpamM st DBM HakasbBaeTcs:
JIMIICHUEM CBOOOJIBI JI0 TOzIa

mTpadom 10 ABAAIATH MUHIMAIBHBIX Pa3MEPOB OIUIATHI TPYyIa

JUIICHHEM CBOOOIBI Ha CPOK 110 3 JeT co mTpadoM B pazmepe oT 200 10 500 MUHUMAITLHBIX Pa3MEpOB
OTLIATHI TPYyIa

HCIIPABUTENBEHBIMA pa0OTaMu JI0 TIATH JIET

OIIK-4

35

73

Hapymenue npasun sxcrutyatanuun 9BM, cuctembl 9BM nnu Ux ceTH Haka3bplBaeTCA:

JIMILIECHHUEM TIPaBa 3aHUMAaTh OIPEEIICHHbIE JOJKHOCTH WU 3aHUMAThLCS OIPEACICHHON AeATEIbHOCTBIO 10 5
JeT

o0s3aTensHBIME paboTamu oT 180 1o 240 gacos

orpaHu4YeHHEM CBOOOABI J10 2 JIeT

OJIHMM U3 [IEPEUUCICHHBIX BbIIIE HAKA3aHUI 110 YCMOTPEHUIO Cy/ia

OIIK-4

35

74

Uro Takoe JlokTprHa HH(OPMAIIMOHHOH Ge3omacHoCcTH PD?

COBOKYITHOCTH O(HIINATBHBIX B3TJISI0B HA IIEJH, 33/1a4H, IPUHIUITEI 1 OCHOBHBIE HAIIPABJICHUs 00eCTIeYeHNs
nHpOpMAITMOHHOH Oe3omacHocTH Poccuiickoit denepanum;

COBOKYITHOCTh HOPMATHUBHBIX aKTOB, 00S3aTEILHBIX JJIS BEITIOJIHEHHSI BCEMHU XO3SMCTBYIOIINMU CyObEKTaMH;
COBOKYITHOCTb JJOKYMEHTOB, PETJIAMEHTUPYIOLINX OPraHU3allHOHHO-TEXHUYECKUE MEPOTIPUSTHS 110
obecrieueHnto nHpopManroHHoi 6e3onacHoct Poccuiickoit denepanmu.

OIIK-4

35

75

[epeuens cBeneHnid KOHPHUACHINATBLHOTO XapaKTepa ONpPE/ICIICH:
VYkazowm [Ipesunenta PO ot 6 mapta 1997 r. Ne 188;
®enepanbHbIM 3aK0HOM OT 27 uroiig 2006 1. N 149-03;

Yxazom Ipesunenta PD ot 30 Hos6pst 1995 r. N 1203.

OIIK-4

35




76

[lepedeHs cBeneHNH, JOCTYI K KOTOPHIM HE MOXET OBITh OTPaHMUYEH, OMPEeIIeH:
®enepasibHbIM 3aK0HOM OT 27 uroiig 2006 1. N 149-03;

VYkazowm [Ipesunenta PO ot 6 mapta 1997 r. Ne 188;

Yxazom [Ipesugenta PO ot 30 HosOpst 1995 r. N 1203.

OIIK-4

35

71

Hayka o MmeTomax npeoOpa3oBaHus HHGOPMAINH C IEIBI0 €€ 3aIUTHl OT HECAHKIIMOHHPOBAHHOTO JIOCTYIIA
Ha3bIBACTCA

Kpunronorueit

Kpunrorpadueit

Creranorpadueit

Crenorpadueit

Kpunroananuzom

IK-10

35

78

Hayka (1 mpakTHKa ee IpUMEHEHHs) O METOIaxX M criocobax pacmmdpoBaHus HHPOpMauH 6e3 3HaHU
KIIFOUCH Ha3bIBaeTCs

CreHorpadueit

Creranorpagueit

Kpunroananuzom

Kpunronoruei

Kpunrorpadueit

IK-10

35

79

HaGop cpeacTB 1 METOIOB COKPHITHS (haKTa Iepeiadd COOOIICHNS Ha3bIBACTCS
Crenorpadueit

Kpunroananuzom

Creranorpadueit

Kpunronorueit

Kpunrorpadueit

IIK-10

35

80

IIponecc npeobpazoBanust HCXOAHOTO (OTKPBITOTO) COOOIIEHUS B MIM(POBAHHOE MO ONPEICIIEHHBIM
IIpaBUIaM, COJEPIKAIIMCS B MHU(pe Ha3bBaeTCA

KOJIUPOBaHHEM

mmppoBaHIEM

JenuGpoBaHUEM

BCKpBITHEM Inudpa

IK-10

35

81

Iporecc npeobpazoBaHus MUPPOBAHHOTO COOOIIEHUS (IMHUPPTEKCTA) B UCXOTHOE (OTKPBHITOE) COOOIIECHHE C
ITOMOIIBIO ONPE/ICIICHHBIX TIPABIII, COJEPIKAIIUXCS B MU (PE Ha3bIBACTCS

KOAMPOBaHHEM

mudpoBaHreM

JemrppoBaHIEM

BCKpBITHEM mudpa

IIK-10

35

82

Cnoco6 npeoOpa3oBaHus HHGOPMALINH C HETBIO €€ 3aIUTHI OT HE3aKOHHBIX T0JIb30BaTeNIeH Ha3bIBACTCS
mudpoBaHreM

mmppom

JenuGpOoBaHUEM

IK-10

35

&3

[Iponecc momyyeHus 3aIMUIIEHHOTO COOOMIEHNUs (OTKPBITOTO TEKCTa) U3 IU(PPOBAHHOTO COOOIICHUS
(umpoTexcTa) 6e3 3HAHUS IPUMEHEHHOTO MH(pa HA3BIBACTCS:

mudpoBaHreM

JemrppoBaHIEM

BCKpBITHEM mudpa

IK-10

35

84

CMeHHbI# drieMeHT mupa, TPUMEHIEMbIH st IH(POBAHNS KOHKPETHBIX COOOIIECHNH, HA3bIBASTCSI
mudpom

KITFOUOM

mdpoTEKCTOM

IK-10

35

&5

VYkaxkure cocoOsl Ipeobpa3oBaHus IpH MH(POBAHIH:
IIOJICTAaHOBKA

KOJMPOBaHHE

IIepeCcTaHOBKA

aHAJIMTHYECKOoe peoOpa3oBaHme

C)KaTHe/pacIInpeHne

raMMHpOBaHHE

IIK-10

35




86

Kpunrocucremoii siBisercs

CPEZCTBO aNNapaTHON 3aIUTHI JaHHBIX

CHCTEMa HECAHKIIMOHHUPOBAHHOTO JIOCTYTA K TEKCTY

ceMeicTBO 0OpaTHMBIX IPE0OPa30BaHMH OTKPHITOrO TEKCTA B MIM(POBAHHBII
CeMEHCTBO HEOOPaTUMBIX IpeoOpa3oBaHUH OTKPHITOrO TEKCTa B MIM(POBaHHbBIA

IK-10

35

87

UTo U3 NepeuncIeHHOTO He BXOIUT B KPHUITOCHCTEMY:
noauMopQuUK-reHepaTop

aJITOPUTM MIN(POBAHUS

Ha0Op KIFOUEH, HCTIONB3YeMBIX A MH(POBAHHS
CHCTEMa yIpaBICHHS KII0YaMU

IK-10

35

88

I'OCT 28147-89 ABASETCS CTAHAAPTOM ....e'evnenenennnnne. mmgpoBaHUs
IIpaBUIbHBIIA OTBET:

IK-10

35

&9

Anroput™m RSA sBusiercs crangapToM:
CHMMETPUYHOTO ITH(POBAHUS
4CHMMETPUYHOTO MIH(PPOBAHUS
TaMMHPOBAHUS

cteranorpaduu

IK-10

35

90

IMpu acuMmeTpraHOM M(POBAHUH I IMU(PPOBAHUS U eI (DPOBAHUS UCTIONB3YIOTCS:
J(Ba B3aUMOCBSA3aHHBIX KJIIOUa

OJIMH OTKPBITHIH KIII0Y

OJIUH 3aKPBITBIN KIIIOY

JIBa OTKPBITBIX KJIIOYa

IK-10

35

91

PekBU3HT 3JIEKTPOHHOTO JJOKYMEHTA, TOJYYCHHBII B pe3yJIbTaTe KPUOTOrPpahUIECKOro Ipeodpa3oBaHus
nH(pOPMALIUH C UCTIOIB30BAHUEM 3aKPBITOTO KIIF0Ya, IIPEeIHA3HAYCHHBIH IS 3aIUTHI JAHHOTO TOKYMEHTA OT
TIOJIACTIKH, ¥ TTO3BOJLIFOIIUHA MASHTH(UIIMPOBATH BIAIENbIIa KIF0Ya, a TAKKE YCTAHOBUTH OTCYTCTBHE
HCKaXCHUSI THOOPMAIHHU B JJICKTPOHHOM JIOKYMEHTE, IPEICTABISACT COOOM ITEKTPOHHYIO ....vveveveeveneveneeneeenennes

IK-10

35

92

DneKTpoHHAas MOAMUCH HE 00ECTIeUnBAeT:

KOHTPOJIb LIEJIOCTHOCTH TIOKYMEHTa
KOH(UICHINATBHOCTD JOKYMEHTa

BOCCTaHOBJICHHE MTOBPEXAECHHOTO IOKyMEHTa
JIOKa3aTeJIbHOE MTOATBEPK/IEHUE aBTOPCTBA JOKYMEHTA

IK-10

35

93

VYkaxkuTe BUbI 2JIEKTPOHHOM MMOAINCH:
rpocTasi HoJIICh

KBaJTU(UITUPOBAHHAS EKTPOHHAS TONUCH
yCUIIEHHAsT HEKBATU(PHUIIUPOBAHHAS TTOIITIChH
HEKBATU(HUIINPOBAHHAS SJICKTPOHHAS MOTHChH
yCHUJICHHAS KBAJTM(UITMPOBAHHAS TTOINUCH

IK-10

v5

94

ANTOPUTMBI IU(PPOBAHUS OBIBAIOT
MHOTOSIICpHBIC

C UCTIONB30BaHUEM XAII-(DyHKIHI
MIEPUOANICCKHE

PEeKypCHBHBIC

CHMMETpPUYHbIC

IIK-10

35

95

AnropuT™MBI I(POBAHUS OBIBAIOT:
MIePUOANIECKHE

aCUMMETPUYHBIC

PEKypCHUBHBIC

CHUMMETpUYHbIE

IK-10

35

96

OnexTpoHHAs MOJINCH yCTaHABIHMBACT 777 HHPOpMaIUH
HEIPOTUBOPEUUBOCTh

OJJHO3HAYHOCTb

IIPOTUBOPEYUBOCTD

LIEIOCTHOCTh

IK-10

35

97

DNeKTpoHHAs HOAMUCH 00ECTICUUBACT:
YIOCTOBEPEHUE UCTOYHMKA TOKYMEHTA
OBICTPYIO MEPECHUIKY TOKYMEHTa
yIAJICHHBIHA JOCTYI K IOKYMEHTY

IIK-10

35




98

OnexTpoHHas MOIIHUCH 00eCIIeUNBAET
HEBO3MO>KHOCTb OTKa3a OT aBTOPCTBA
yIaJICHHBIHA JOCTYI K TOKYMEHTY
OBICTPYIO IEPECHUTKY JOKyMEHTa
HEBO3MOXKHOCTb YCTAHOBJICHUSI aBTOpa

IK-10

35

99

YkakuTe mporpaMMHbIE MOAYJIH WM alllapaTHBIE YCTPOWCTBA, PETHCTPUPYIOIINE KaX10€ HAXKaTHE KIABUIIN
Ha KJIaBHAType KOMITBIOTEpa

CKPUHIIOTEI

KEHUIorrepsl

Opay3epbl

OpanIMayIpsl

IK-10

35

100

Jli1s TeHepanuy JIeKTPOHHOM TTOITUCH MOXKET OBITh HCIIOJIb30BaH AJITOPUTM
DES
RSA
AES

IK-10

35

101

Kaxue U3 nepe4ucieHHbIX aITOPUTMOB OTHOCSATCA K CHMMETPUUHBIM?
DES

RSA

I'OCT 28147-89

IIK-10

35

102

J1J11 KOHTPOJIS IETIOCTHOCTH MEPEIaBaEMBbIX 0 CETSM JIAHHBIX HCIOIb3YeTCs
AyTCHTH()UKAIUS TAHHBIX

ayauT COOBITHI

AIEKTPOHHAS TONUCH

MEXCETEBOEC YIKPAHUPOBAHUE

IIK-10

35

103

B npennaraemom nepeune Boiienute 3ana4un, HE sBnstonmecs 3agauamn kpunrorpadun
MEKCETEBOE SKPAaHUPOBaHHUE

M poBKa HHPOPMAIIUH B IIETIX €€ 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA
00ecIIeueHHUE IIEIOCTHOCTH JaHHBIX

AyTEHTH(UKAIMS JAHHBIX M MX HCTOUYHHKOB

IIK-10

v5

104

YTO M3 MEePEeYNCICHHOTO He SABIseTCS (YHKIUCH YIIPaBICHHS KPUITOIPAaQUISCKUMHU KITFOYaMU
TeHepanus

n3ydeHHe

XpaHeHHE

pacopejiesicHue

IIK-10

35

105

SHCKTpOHHaﬂ TIOAIHNCH IMMO3BOJIACT:

YAOCTOBEPUTHCA B UCTUHHOCTH OTIIPABUTCIIA U IEJIOCTHOCTH COO6H.[CHI/I5[
BOCCTAaHaBJIMBATH IMTOBPCIKICHHBIC COO6HI€HI/I$[

nepecoliaTbh COO6H.[CHI/I5[ 10 CCKPETHOMY KaHaITy

o0ecreunThb KOH(])I/I,[[CHI_[I/IZU'II:HOCTB JOKYMCHTaA

IIK-10

35

106

Pasmep kimoua B 'OCT 28147-89 pasen:
64 Outa

56 out

128 out

256 6ut

IIK-10

35

107

Pa3mep kimoua B cranmapte DES paBen:
256 out

128 6ur

64 6ura

56 out

IIK-10

35

108

CHUMBOJIBI HCXOJTHOTO TEKCTa CKJIAJbIBAIOTCSA C CUMBOJIAMH HEKOM cIy4aiHOi 1ociie[oBaTeIbHOCTH — 3TO
AJITOPUTM MEPECTAHOBKU

ITOPHUTM aHATUTHIECKUX MPe0oOpa3oBaHui

aJITOPUTM TaMMHUPOBAHH

IIK-10

35

109

CHMBOJIBI OPUIMHAIBHOTO TEKCTA MEHSIOTCS MECTaMU IO OTIPEEICHHOMY IIPUHIUITY, SIBJSIOIIEMYCS
CEKPETHBIM KIIFOUOM — 3TO

aJITOPUTM TMOJCTaHOBKU

AITOPUTM NEPECTAHOBKH

AJITOPUTM FaMMHPOBAHHS

IIK-10

35




110

Cdepsr mpumenenns: DES-anropurma

M pOBaHUE CBEACHUH, SBISIOIIXCS TOCYJAPCTBEHHOHN TalfHOMH
3aKpBITHE KOMMEPYECcKoi HH(pOopMaIuu

peanu3anys 3JeKTPOHHOM OAIUCH

IIK-10

35

111

Anropurm 'OCT 28147-89 nucnonb3yeT KiTtod, SBISIOUIHACS
[10CJIEIOBATEIILHOCTBIO YUCET

MacCHUBOM, COCTOSIIIIUM U3 32-MEpHBIX BEKTOPOB

anhaBUTOM

IK-10

35

112

VYxaxure ocHOBHBIE oOnactu mpumeHeHust DES-anroputMma:
peanm3arys 3IeKTPOHHOH MOINCH

XpaHeHMe JaHHBIX Ha KOMIIBIOTEPE

JJIEKTPOHHAS CUCTEMA IIIaTeKeH

ayTeHTH(UKAIS COOOIICHU

IK-10

35

113

COBOKYITHOCTB TOKYMEHTHPOBAHHBIX YIPaBICHYECKUX PEUICHUH, HAIPABICHHBIX HA 3aIUTy UH(QOpMAIN 1
ACCOIMHUPOBAHHBIX C HEH PeCypCcoOB MPeNNpUsSTHS WIH OpraHn3alliH, Ha3bIBAETCH. . ... .. .. (B UM. TIafIeKE)
0e30I1aCHOCTH.

IIpaBuIIbHBIN OTBET:

IIK-10

35

114

Crparernio opranusanyy B 00;1acTi HHPOPMALMOHHOH 0€30I1aCHOCTH, MEpY BHUMAaHUSI ¥ KOJIMYECTBO
pecypcoB, KOTOpbIE PyKOBOJCTBO CUUTAET LIEIECO00PAa3HBIM BBLIEIUTH Ul obecriedeHnst HHPOPMAIOHHOH
0€301aCHOCTH, OIpEeIsIeT:

KOHIIENIUsI 0€30I1aCHOCTH

cTparerus 6e30MacHOCTH

IIOJINTHKA O€30I1aCHOCTH

IIK-10

35

115

OpraHn30BaHHAsI COBOKYIMHOCTh CHEIHATBHBIX OPTaHOB, CPEICTB, METOJOB M MEPOIIPHATHIH,
o0ecHeynBalOINX 3aMIUTY HH()OPMAINK OT BHYTPEHHHUX U BHEITHUX YTPO3, HA3BIBACTCS ....... (B uM. magexe)
3aIIUTH HHPOPMALIH.

IIpaBuIIbHBIN OTBET:

IIK-10

35

116

Kakum ciocodbom B MS Word MOXKHO YCTaHOBHTB 3aIIUTY JOKYMEHTOB OT MaKpOBHPYCOB?
Daiin — [Mapametpsl — LleHTp ynpasieHust 6€30MaCHOCTHIO;

®aiin — [Napametps! — CnenyanbHble BO3MOKHOCTH;

Daiin — YuetHas 3anuchk — [lapameTpbl OOHOBIICHHUS;

PenenzupoBanue — 3anuTuTh;

IIK-10

Hé

117

VYkakuTe BEpHBII BapHAHT MApOIsi ¢ TOYKH 3PESHHS COBPEMEHHBIX TPEOOBAHHIA:
1R#g0*v$85

IvaNova2005

89089521318

AIeKTpUUKAIS

IIK-10

Hé

118

Kakum ciocodom B MS Word MOKHO YCTaHOBHTB 3aIIUTY Ha JOKYMEHT?
®aiin — CeneHus — 3alUTUTD JTOKYMEHT

®aiin - CoxpaHuTh

Daiin — OOuwMiA 0CTYI

Paitn — CoxpaHUTh KaK

IIK-10

Hé

119

Kakum ciocodbom B MS Excel MOXKHO YCTaHOBHTP 3aIUTY HA STYCHKY OT PEIaKTHPOBAHMS?
®dopmar siueek — 3amuTa 3aTeM PerieH3upoBaHue - 3alUTUTh JIUCT

PeuensupoBanue - 3alIUTHTH JTUCT

®dopmar siueek — 3aimuTa

PeniensnpoBanue — 3allUTUTh KHATY

IIK-10

Hé

120

Bam 11o3BoHMI YenoBeK, NpeCTaBUIICS COTPYAHHKOM CITy’KObl 0€30IaCHOCTH M IOIPOCHII IPEJOCTaBUTh Bamm
IIapoJib YYETHOH 3aIMCH WIIM KOPIIOPATHBHOM IOYTHI JUISl IPOBEJICHHS pabOT IO MOBBIIICHHIO 3aIIUTHI
nHpopmanun. Bamm nedicTus:

OTKaXy

IIPEJOCTABIIIO

ITOUHTEPECYIOCH JUIsl KAKHX Iieed U IPEJOCTaBIII0

IIK-10

v5




5.3. MarepuaJibl /I OLIEHKH JOCTHKEHUS] KOMIIeTeH il
5.3.7. Bonpocsl Jist yCTHOTO 0Ipoca

Ne Conepxanue Kowre- na
TEHLIUS
1 | daiite onpenesnenie KoOHGHICHIMATBHON HH(OPMAIIHH. OIIK-3 31
Kaxoe 3HaueHHE UMEIOT COCTaBILIOINE HH(POPMAIIMOHHON 6€30MacHOCTH IJIst CyOBEKTOB HH(OPMAIIMOHHBIX OITK-3 31
2 |oTHOLIEHUI?
[laiiTe onpeneneHne NOHATUIO HHPOpMannOHHas 6e30macHOCTb. [lepedncinTe OCHOBHBIE COCTABIISAIOIINE OITK-3 36
3 |unpopManroHHON OE30MaCHOCTH.
4 Omnpenennute HCTOYHUKU YTpo3 nHGpopMannoHHOH O6ezomacHocTH PO 1 mpoBeanTe ux Knaccupuxanuio. OIlIK-3 36
5 |Ilepeuncinte OCHOBHBIE METOIbI OOecTiedeHus1 HH(pOpMaIMOHHOH Oe3omacHocT PO. OI1K-3 36
Kakosl untepecsl P® B nnpopmannonnoii chepe? KakoBo, Ha Balll B3IJIs I, MOJOKEHUE IE]T B 00JIACTH OITK-3 36
6 |MupoBo# HH(POPMAIIMOHHOM 0€30MaCHOCTH CeroHs?
ITpoananu3upyiiTe pa3innyHbIe ONpPEAeNICHNs OHATUS «3aluTa HHYOPMALUN) U «MH(POPMAIIMOHHAS OITK-3 36
7 |6e3zonacHOCTb»
3 Jaiite onpenenenne NOHATHIO 3amuTa nHdopmanuu. Uto BKiIovaer B ceds 3ammTa HHGopMauu? OIIK-3 36
9 |Yro noHumaercst moj TepMUHOM 0€301aCHOCTh HH(popManuu? OIIK-3 36
Kaxwue nenu npecnenyer 3ammra napopmanun? Kakoe Mecto 3aHuMaeT 3amura HHGOPMAIUY B OITK-3 36
10 |nrpopmaronHoii 6e3omacHocTU?
11 [Onpenenure npeamer 3amuThl HHGOPMAIHH. OI1K-3 36
12 |IlepeuncnuTe YpoBHH CEKPETHOCTH IOCYJAPCTBEHHON TAIfHEL. OI1K-3 36
PackpotiTe cymHocTs HHpOpPMaUU Kak 00beKTa IpaBa cOOCTBEHHOCTH. PackpoliTe CymHOCTs 00BbeKTa OITK-3 36
13 |3ammTsl.
14 |Onpenenure nonsiTue yrpo3sl HHpopMaonHoi 6esonacuoctu (1b). OIIK-3 36
15 |Oxapakrepusyiite ciyuaiinble 1 npeaHamepeHHble yrpossl Ub. OIIK-3 36
16 |Onpenenure nonsTust Hapymutens Mb 1 310yMblIIeHHNKA. OIIK-3 36
Kaxwue nmpeonokeHus BBIBUIAIOTCS IPU pa3paboTKe MOJeNnu runoTerndeckoro Hapymmrens Vb oobekra. OITK-3 36
17 |Ha ocHOBaHMU uYero CTpOUTCS MOJEIIb FHUIoTeTHYecKoro Hapymmurens 1b?
Kaxkue kateropuu nepconaia o0beKTa MOryT OBITh BHyTpeHHUMHE HapymuTensimu Vb oobexra? Kakue nmma
MoryT ObITh HapymmTeasiMu b o0bexTa u3 uncina moctopoHHUX aun? Ha3oBuTe OCHOBHBIE MOTHBBI OIIK-3 36
18 |mapymenwuii Ub.
19 |[aiite onpeseneHne KOMIBIOTEPHOIO IPECTYIUICHUS U OXapaKTepu3yiiTe UX BUAbL OIIK-3 36
Omnpenenurte MOHATHSA BPEJOHOCHOTO IPOrPaMMHOT0 00eCIIeYeHUs 1 KOMITBIOTEPHOTO BUpYyca. [lepeunciure
20 |ocHOBHBIE KJIacChl KOMIbIOTEPHBIX BUPYCOB OI1K-3 36
B ueM 3aKiI1I04aroTCs pasiIHyKs MEK/y ITOHSATHUSIMYI KOMITBIOTEPHOT0 BUPYCAa H IIITMOHCKON IIPOrpaMMHOIt
21 |3aknagku? OIIK-3 36
HasoBuTe ocHOBHBIE METOIBI BHEAPEHHS IPOrPaMMHBIX 3aKJIaI0K. JlaiiTe XapakTepHUCTHKY OCHOBHBIX
22 |mopneneii BO3AE€HCTBUS NPOrpaMMHBIX 3aKJIaZOK HA KOMIbBIOTEP U KOMIIBIOTEPHYIO CETh OI1K-3 36
23 |B gyem pa3nuuust TPOSHCKHUX ITPOTPaMM H ITPOTPaMMHBIX 3aKJIaT0K? OI1K-3 36
24 | MaiiTe xapakTepUCTUKY JEHCTBUI OCHOBHBIX PAa3HOBUIHOCTEH TPOSIHCKUX POrpaMM OI1K-3 36
25 |Ha3oBute u 0xapakTepu3yiiTe METos 0OHApYKEHHS BUPYCOB OI1K-3 36
26 |IlepeuncauTe BUAbI U HA3HAUYEHHSI aHTUBUPYCHBIX ITPOrpaMM OI1K-3 36
27 |Kakumu AeHCTBUSIMI MOXKHO ITPEIOTBPATHTh BUPYCHYIO aTaKy? OIIK-3 36
Ha3zoBure ocuoBononaratomue nokymentst no b B P®. Uro aBnsercs npeaMeTom npaBoBoro
28 |perynupoanus B obnactu 1B? OIIK-4 35
29 |Ha3zoBure 3anaun obecniedenus Vb, chopmynuposannsie B KoHnennuu HarmoHaneHoi 6e3omacHocti PO OI1K-4 35
30 |Kakoii 3aKo0H siBsieTcst 0a30BBIM B 00JIACTH 3aIUTHI HH(OPMAIH, H KaKUe OTHOIICHUs OH pernamentupyer? | OITK-4 35
31 |Ha3oBuTe KaTeropuu rocy1apCTBEHHBIX HH()OPMAIOHHBIX PECYpCOB OIIK-4 35
Kakas nnpopmaius MOKeT ObITh OTHECEHA K KaTeropuu KoHpuIeHIHanbHoi? Onpenenure qaHHbIe, KOTOpbIS
32 |MOTryT OBITh OTHECEHBI K IEPCOHATBHBIM JAHHBIM OIIK-4 35
Hazosure cratbu YK PO, npemycMaTpuBaomiie OTBeTCTBEHHOCTD 32 COBEPIIEHHE KOMITBIOTEPHBIX
33 |npectymnenuii OI1K-4 35




Yro noHumaercs nox cucteMoit 3amutsl nHGopMannu? ChopMynupyiite OCHOBHBIE IPHHIIUIIBI HOCTPOSHUS
cucTeMbl 3amuThl nH(opManuu. Kakyio posnb urpaer noAroToBIeHHOCTh EPCOHANA B IOCTPOSHUH CHCTEMBI

34 |3aumts! nHGOpManun? I1K-10 35

35 |Kakue ypoBHU 3a/1eHCTBOBaHBI B 00eCIeueHNH HH(POPMAIIMOHHON Oe30macHoCTH? I1K-10 35

36 |Yro npencraBisieT coOOM NOMUTUKA O€301aCHOCTH OpraHu3auu? I1K-10 35

37 |Yro BXOAUT B aHAIU3 PUCKOB? I1K-10 35

38 |Ilepeunciute OCHOBHBIE MOJIEIN 3aIIUTHI HHPOPMAIIUU M UX OCOOCHHOCTH. I1K-10 35

39 |B 4em 3axiouaercs CyIHOCTb METOOB 3aIlUThI OT CIy4ailHbIX yrpo3? I1K-10 35

40 |Haiite ompeneneHue MOHATHAM HICHTHOUKAIMU U ayTCHTU(DHUKALIUH. TIK-10 35

41 |B yem 3axurodaeTcs MOBHIIIEHNE HAJEKHOCTH U OTKa30yCTOHYMBOCTH HH(OPMAIIMOHHBIX CHCTEM? [1K-10 35
Kaxue MeTozbl ¥ Cpe/icTBa HCIOIb3YIOTCS JUIsl OpraHU3aliy IPOTHBOAECHCTBHS TPAANIIMOHHBIM METO/IaM

42 |mmnuonaxa u guBepcuin? I1K-10 35

43 |Packpoiite 0COOEHHOCTb IIOCTPOESHHSI 3aLIUTHI OT HECAHKIIMOHHPOBAHHOTO JOCTYIa I1K-10 35

44 |Kakue MeToabI 3anuThl ”HGOPMALUK OTHOCSITCS K KpHOTOrpadHIecKum? I1K-10 35

45 |Haiite onpenenenue kpunronoruy. Kakue Tpu OCHOBHBIX II€pHO/ia KPUNITOJIOTUH Bbl 3HaeTe? I1K-10 35

46 |O0BsCHUTE NOHSTHE KKPUITOJIOTMYECKUIT AJITOPUTM. I1K-10 35

47 |Yro Takoe kpunrorpadus? Uro coboli npencTaBisiioT mudpoBaHue U fenmpposanue? I1K-10 35

48 [KaxoBa cyTb IpeoOpa3oBaHuUil NEpeCTAHOBKU U 3aMEHBbI? I1K-10 35
JaiiTe onpeenenne aHATUTHIECKOMY MPE0OPa3oBaHHIO, TAMMHUPOBAHHIIO 1 KOMOHMHHPOBAHHOMY

49 |[mmdposanuio. [1K-10 35
UYTo Takoe CUCTEMBI C OTKPHITHIMHU Kitouamu? [IpuBeanuTe CTpyKTypHYIO CXeMy IIpolecca MU(pPOBaHUS C

50 |oTkpbIThIM KItOUOM. JlaliTe onpeseeHue CTOMKOCTH KPUIITOCUCTEMBL. I1K-10 35

51 |[IpuBeauTe OCHOBHBIE IPOrPaMMHO-ANIIAPATHBIEC peaNn3aliy MHQPOB. I1K-10 35
B ugem 3akmrouaetcs cyte DES-anroputma? KakoBsl ero ocobernocTr? B kakux pexxumax MoxeT paboTaTh

52 |DES-anroputm? [1K-10 35
JlaiiTe ommcaHne 0TeUECTBEHHOTO aJIrOPUTMa Kpunrorpaduueckoro npeodpasosanus janHbx (IOCT 28147 -
89) 1 ero oTIMUUTENBHBIX OCOOeHHOCTEH. KakuMu XapakTepuCTUKaMU OLlEHUBAETCs CTOMKOCTh

53 |kpunrorpaduueckux cucrem? I1K-10 35

54 |B uem 3akiroyaeTcs CyThb 3IE€KTPOHHOH noanucu? I1K-10 35
Jlaiite onperneneHne MexceTeBoro skpana. HazoBure THIIBI MeXKCeTEBBIX SKpaHOB. OOBSCHUTE Pa3IUIHs

55 |mMexny MexceTeBbIMM SKpaHaMH pa3HbIX TUIIOB. [1K-10 35
Yro npencrapisier coboi nomutHka Oe3onacHoctTy opranuszanuu? Ha xakoM U3 ypoBHeit obecrieueHus

56 |undopmarmonHoOl Ge30macHOCTH pa3pabaThIBaeTCs MONIUTHKA OE30I1aCHOCTH? I1K-10 35

57 |Ha30BHTe KOMIIOHEHTHI KOHIIENTYaTbHON MOJeH Oe30macHoCTH HH(popmarun? I1K-10 35
UYro sBRISeTCS CoepKaHUEM aIMHUHUCTPATHBHOTO YPOBHS o0ecnedeH s nH(popMamoHHoi Oe3onacHocTn? Ha

58 |kakuX ypoBHSX 3aIIUTHI HHGOPMALIMH PEATHU3YIOTCS OpraHH3allHOHHbBIE MEPOIIPHUATHSA? [1K-10 35
Kaxoii ypoBeHb obecreueHust ”HHOPMALOHHOK 0€30I1aCHOCTH BKIIIOYAET KOMIUIEKC MEPOIIPUSTHUA,

59 |peanusyronmx npakTHyecKHe MEXaHU3MBI 3aIIUTHI HHpOpMAIUU? I1K-10 35

60 |Kaxue MeponpusiTys 3anuThl THGOPMALUK OTHOCSTCS K KJIACCY HHKEHEPHO-TEXHHYECKHUM ? I1K-10 35
YTo MOXKHO CUATaTh TOCTOMHTCBAMH M HEJJOCTATKAMH alIapaTHBIX CPECTB MHKEHEPHO-TEXHUIECKOMH

61 [3ammTel nHGOpMaIUK? [1K-10 35
Yro mpeuecTByeT Hayary paboT 110 CO3/IaHUIO WM COBEpPIICHCTBOBAHUIO CHCTEMBI 3alUThI HH(popManuu

62 |(C31)? C gero ciemyer HAYNHATH MEPOIPHUSTHS 110 CO3JAHHIO CUCTEMBI 3alIUTHI HHpOpMauu? I1K-10 35




5.3.8. 3apanus nJist npoBepku (POPMUPOBAHUA HABBIKOB

Komme-
No Conepxanue na
TEHIINS
| Omnpenennte MUHAMAIBHYIO JJIHHY Hapois, aja(aBUT KOTOPOro cocTout u3 10 cuMBoIoB, BpeMs nepebopa OITK-3 vl
KOTOpPOro ObUI0 He MeHbIe 10 et
) Omnpezenute MUHIMAJIBHYIO JJIMHY Napoiisi, ai)aBUT KOTOPOro COCTOUT M3 N CHMBOJIOB, BpeMs liepedopa OIK-3 Vi
KOTOpOro ObL10 He MeHblIe t ieT. CKopocThb Hepebopa s naponeil B CeKyHay
BrimonuuTe apxuBanuro ¢aiiia ¢ mapoyieM, cocTosIuM 13 3-x mudp. Beimonaurte nonsiTky noxbopa napois
3 |c ucnonp3oBanueM nporpaMMHOro obecredeHus. B otuere 0TpasuTh: KOHTPOJIBHYIO CyMMY UCXOJHOIO OIIK-3 v1
(aiina, cxaroro Qaiisa, BeIaBaeMble COOOIICHUS, BpeMsl Moxoopa
4 Omnpenenure BpeMs Iepedbopa Beex naposnei, cocrosux u3 6 mudp. Onpenenutre Bpems nepedbopa Beex OIK-3 V7
naposel ¢ napaMmeTpamu
OnpeaenuTe KOJIMYECTBO CUMBOJIOB alipaBUTA, TIAPOJIb COCTOUT U3 Kk CUMBOJIOB, BpeMsi iepedopa KOTOpOoro
5 |OB10 HE MeHbIIE t JIeT. OIIK-3 v7
CKopocTh nepedopa s naposeil B CeKyHIy.
BrmonnnTe apxuBanuro ¢aiiia ¢ naponeM. BHecuTte HckakeHUs, ONbITAliTeCh pasapXUBHpoBaTh. B oTuere
6 |oTpa3uTh: KOHTPONILHYIO CyMMy UCXOJHOTO (haiina, cxaroro Qaiisia, BbIaBaeMble COOOIIEHUs 00 omubKax OIIK-3 v7
HpY pazapX1BUPOBAHNUH UCKXEHHOTO (aiina.
7 VkaxkuTe ocienoBaTenbHOCTb AeiicTBUil B cucteme KpuntoAPM 1npu BBIIOMHEHUH NOANUCAHUS JOKYMEHTA OTIK-3 HI
. YKaxkuTe 1ocienoBaTeabHOCTb AeicTBuil B cucteme KpuntoAPM uis BBIIOMHEHUS OTKPBITUS JOKYMEHTA
3 Boccranosure ¢aiin (.doc, .docx, .xls, .xIsx) , 3apakeHHbIH MaKpOBHUPYCOM (HE HCIOJb3Ys aHTHBUPYCHYIO OTK-3 HI
nporpamMMy). 3aTeM BKJIIOYUTE 3aIUTY OT 3aIlyCKa MaKpOCOB.
9 |IIpoBepbTe MOTEHIMATBHBIC MECTA 3aITUCEH «TPOSIHCKUX MPOrpaMm» B cucteMHoM peectpe OC OI1K-3 Hl
10 [Onpenenute uTo TakOE HACHTH(UKATOP, HAPOIB TOIH30BATENS M YUETHAS 3aIIUCh [T0TIH30BATEIS OI1K-4 Y6
11 |OxapaktepusyiiTe CTPYKTypy IPaBOBBIX aKTOB, OPHEHTHPOBAHHBIX HA IPABOBYIO 3alUTy HH(OpManuu OIIK-4 Vo6
12 | YkaxuTe Kak nojpasesnsercs: nHGopManus orpaHM4eHHOro foctyna B coorserctBuu ¢ $3-149? OIIK-4 Y6
13 |Tlepeuncaute 6 BUnoB MHGOpMAIMU KOH(DHCHINAIBHOTO XapaKkTepa OIIK-4 Y6
14 [YxaxuTe B IOArOTOBICHHOM IIEPEUHE CBEIEHMUS, JOCTYI K KOTOPHIM HE MOXKET OBbITh OrpaHUYEH OIIK-4 H5
15 |Brigenute nadopMaIiio KOHGUISHINATBHOTO XapakTepa. Beigennre nHpopManuo OrpHIYeHHOTO JOCTyIa OIIK-4 HS5
16 |Bbiaennute OCHOBHBIE OpPraHU3alMOHHBIC MEPOIPHUSATH IO 3aluTe HHOpMaIu OI1K-4 HS5
17 |Coznaiite B Outlook Express cuctemy npaBui mo o0paboTKe BXOSIIMX COOOIICHU AIEKTPOHHOM TOYTHI [IK-10 H6
18 Jnst ornipaBnienus coobienus B Outlook Express , moanmucanHoro nudpoBoii MoANUCHI0 U 3an(ppPOBAHHOTO, TK-10 H6
nostyuute mdposoit uaeHTH(GUKATOD
19 |HactpotiTe napameTpsl JIOKaJIbHOW NOIUTHKH Oe3omnacHocTr OC T1IK-10 H6
20 CozmaiiTe ydqeTHyIO 3alMCh U JOKAIBHYIO TPYIITy, H3MEHUTE MPHHAISKHOCTD TT0Ib30BaTels K JIOKAIBHON MK-10 H6
Tpymnne u 3a0I0KUpYHTE yIETHYIO 3alHCh TOIb30BATENS
21 3arpysute penakrop llla6iona 6e3onacHocTy, oTpenakTUpyiTe (MOIU(UIUPYIiTEe HACTPOHKY O€30IIacCHOCTH) TK-10 H6
11a6J10H 6€30I1aCHOCTH U COXPAaHUTE €ro C HOBBIM HMEHEM
22 |Cozpaiite VPN-nonkiro4eHne 1 BEIOIHUTE €T0 HACTPOHKY I1K-10 H6
23 [HUcnonb3ys Merox mudpoBanus - "mepecTaHoBKa", 3aMM(pPOBATh CBOH AaHHBIE: (hJaMUIIHIO, UMsI, OTYECTBO [IK-10 V5
24 |Ucmonp3yst MeTo mmppoBaHus - "3aMeHa", 3alIMpoBaTh CBOM JaHHBIC: (HPaMHUIHIO, M5, OTYECTBO IIK-10 V5
25 Ormpenenute TPUMEPHBII EpeUeHb CBECHHH, COCTABISIOMINX KOMMEPUECKyo (CITyke0Hyr0) TaiHy MK-10 Vs
TPEANPUSITHS
26 |[logroroButs pedepat no teme Ub c yuerom tpeboBanuii b OIIK-3 H7
27 |loaroroButsh nokiaja no reme Ub ¢ yuerom tpeboBanuii b OIIK-3 H7
28 |I[loproroButs HayuHylo my6iukanuio 1o teme Ub ¢ yuerom tpeboanuii b OIIK-3 H8
29 [Pa3paborars [Tonuruky 6e30macHOCTH 00bEKTa OIIK-3 H8
30 |Paspaborats KoHllenTyansHyro Mojenb HHPOPMAIMOHHOW 0e301acHOCTH 00BbEKTa OIIK-3 H8

5.3.9. Bonpocs! Jisl KOHTPOJIBHO¥ (pacueTHO-rpaduyeckoii) padoTnl

He npexycmorpeno




5.4. CucreMa olleHUBAHUS TOCTH:KeHUA KOMIIeTEeHINIi

5.4.1. Onenka 10CTH:KeHHS] KOMIIETeHIMI B X0/1e POMEeKyTOYHOM aTTecTANMA

MHauKkaToOpsl JOTHXKEHUS KOMIIETEHIMI Howmepa
BOIIPOCHI K
Kon Copepxanue P
3a4ery

OIIK-3 CnocoGeH penrath CTaHIapTHBIC 33J1a41 IPOGECCUOHANILHOM IESTEILHOCTH Ha OCHOBE
uH}pOopMaOHHOHN U GHOIHOTrpadUUeCcKON KYJIBTYphI C IPUMEHEHHEM HH(POPMALMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C YYETOM OCHOBHBIX TpeOOBaHUiT HHHOPMAIIMOHHOH 6e30MacHOCTH

31 OCHOBBI JINYHOH HH(OPMaMOHHON 0€30MMacHOCTH 5,13-15
36 OCHOBHBIE HH(POPMAIIMOHHOH 6€30MaCHOCTH 1-4,9-12
y]  [mpuMeHATE MeTOAEI obecrniedeHus JINUHOH MH(POPMAIIMOHHO Oe30macHoCTH
y7 [MCTONB30BATE MHCTPYMEHTEI M METOMLI obecrnieyeHust MHYOPMALIMOHHOI 6E30MaCHOCTH
H1 oOecriedeHus! TMIHOI HHPOPMAITOHHOM Oe30MacHOCTH

MOATOTOBKH 0030pOB, aHHOTALMH, COCTaBIIEHUS pe)epaToB, HAYUHBIX JIOKIAIO0B,

MyONMKanuii, 1 OnOIMorpaduy N0 HayIHO-NCCIIeI0BATENLCKON paboTe ¢ ydeToM
H7  [rpeboBanmii nadpopmanmonHoii 6e30nacHOCTH
H8  |omucanus cucreMsl obecrneueHnss HHPOpMaMOHHON 6€301aCHOCTH

OITK-4 CrniocoGeH yuacTBOBaTh B pa3pabOTKe CTaHJapPTOB, HOPM U MPABHJI, & TAKKE TEXHUYECKON
JOKYMEHTAIUH, CBSI3aHHOM C IPO(ECCHOHANBHOI AESTEIEHOCTHIO

35 HOpMaTHBHOE oOecredeHne HHGpOpMaMoOHHON 6€30aCHOCTH 6-8

UCIIOJIb30BAaTh HOPMATHBHO-IIPABOBBIE AKTHI [0 BOIPOCaM MH(POPMaLMOHHOM
Y6  |6e3zomacHoCTH
Hs 000CHOBaHHS MEPONPHUATHIA 110 00eCTIeYeHHI0 HH(POPMAMOHHON 0€301acHOCTH

[IK-10 CniocoGHOCTh NPUHUMATH y4acThe B opranuzanuu M T-uHdpacTpyKTyphl U ynpaBieHUH
nH}pOpMaOHHON 6E30IIaCHOCTHIO

35 NPUHLMIBI 00ecreueHnst HHGOPMAIOHHON 0€30IIaCHOCTH OpPraHNu3aluy 16-30
Y5  |ynpaBusts nHGOpMAHOHHON 6€30IaCHOCTHIO
H6  |ucmonb3oBanus cpencts obecneyenus nHGOPMAIMOHHON O0€30MaCHOCTH




5.4. CucreMa OLleHUBAHMUS JOCTHKEHHUS KOMIIETEHIUMI
5.4.2. OneHka 10CTHKEHUs] KOMIIETEHI M B X0/1¢ TeKYIero KOHTPOJIs

I/IHZ[I/IKaTOI)LI JOTHKEHUS KOMIIETEHIIUI

HOMepa BOIIPOCOB M 3a1a4

Kon

ConepxaHue

BOIIPOCHI
TECTOB

BOIIPOCHI
YCTHOTO
ompoca

3a71a49 IS
MIPOBEPKHU
HaBBLIKOB

OIIK-3 CnocoOeH pemats CTaHIapTHBIC 331a41 IPO(PECCHOHANBHOM eI TeIPHOCTH Ha OCHOBE HH()OPMAIIMOHHOHN 1
OnbIHOrpadMIECKON KYJIBTYPHI C IPUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI U C YYETOM OCHOBHBIX

TpeOoBaHUI MHPOPMAITIOHHOH Oe30MacHOCTH

31 |ocHOBBI TMYHON HH(OPMAIIMOHHOW 0€30MaCHOCTH 3-12 1-2
. 1-2,17-24
36 |ocHOBBI HH(MDOPMAIIMOHHOM GE30MACHOCTH ’ ’ 3-27
31-46, 53-60
V1 |mpuMeHSTh METOIbI 00eCTIeUeH s TMIHON HHPOPMAMOHHON 0€30MacHOCTH 15-16 1-3
Y7 |ucnonb30BaTh MHCTPYMEHTHI H METOIbI 00ecTIeYeHUs] THDOPMAMOHHON 0€30MacHOCTH 13-14 4-6
H1 [o6ecneuenus smaHO# nH(GOpPMAIOHHON 0€30MaCHOCTH 7-9
MIOJIrOTOBKU 0030pOB, aHHOTAINH, COCTABJICHHS pedepaToB, HAYIHBIX JOKIAI0B,
H7 |ny6mukanmii, u 6ubarorpaduu mo Hay4HO-HUCCIIEIOBATEILCKOW PabOTe ¢ YIETOM 26-27
TpeOoBaHMI MHGOPMAITMOHHOM 0€30MaCHOCTH
H8 |onmcanus cuctemMbl odecnieueHns HHGOPMAIIMOHHOMW 0€301acHOCTH 29-30

OIIK-4 Criocoben y9acTBOBaTh B pa3paboTKe CTAaHAAPTOB, HOPM U IIPABHUII, a TAKKe TEXHUIECKON JOKyMEHTAIUH, CBI3aHHOH C

npodeccroHaTbHON AESTENEHOCTEIO

35 HOpPMAaTHBHOE oOecIieueHre HHPOPMAITMOHHOI 6€30MaCHOCTH 67-76 28-33
WCTIOJIb30BaTh HOPMATUBHO-TIPABOBBIE aKTHI IT0 BOMPOCaM HH(POPMALMOHHON 61-63 10-13

M 6e3omacHOCTH

Hs 000CHOBaHUS MEPONPUATHH 10 0OECTICUeHIIO HHPOPMAITHOHHOHN 6€30MacHOCTH 64-66 14-16

IK-10 CiocobHOCTS IpUHUMATE yaacTue B opranmsanuu UT-uadpacTpykTyps! 1 ypaBiaeHHH HHPOPMAINOHHOH 6€30IIaCHOCTHIO

25-30, 47-
. 51,77-92,
35 |npuHIHMIBE 0OecedeH st HHPOPMAIHOHHOMN 6€30MacCHOCTH OpraHU3aul 34-62
94-102, 104-
115
V5 |ympaBuats nH(GOpMAIOHHON 6€30MaCHOCTHIO 103,120 23-25
H6 |ucnonb3oBanus cpeAcTB obecneueHrss HHPOPMAIMOHHON 6€30MacHOCTH 116-119 17-22




6. YueOHO-MeTOANYECKOE 00ecneuyeHre JUCIUIIINHBI

6.1. Pekomenayemas Jureparypa

Bubnmorpadmyeckoe omrcanue

By uznanus

Bbapanoga E. K. MadopmarronHast 6e301macHOCTh U 3a1uTa HHGOPMAIMH [3IICKTPOHHBIN pecypc]: YueOHoe
nocodue / E. K. Bapanosa, A. B. ba6ar - Mocksa: U3narensckuii Llentp PUOP, 2024 - 336 c. [DU] [DBC
3nanmym]| URL: https://znanium.ru/catalog/document?id=442107

VYuebuoe

I'oproxuna E. 10. MHdopManmoHHas 6€301acHOCTE: yaeOHOE MOCOOHE: IS CTYICHTOB, 00yJaIOMIUXCs M0
cnenuansHocTH 38.05.01 "OronoMuueckas 0ezomacHocTh" / E. 10. Toproxuna, JI. U. JIntBunoBa, H. B.
TxaueBa; BopoHexxcKuil rocyJapCTBEHHBII arpapHblil YHUBEpPCUTET - Boponex: Boponeskckuil
roCyJIlapCTBEHHBIN arpapHblii yausepcurert, 2015 - 221 ¢. [LIUT 13054] [ITT] URL:
http://catalog.vsau.ru/elib/books/b107623.pdf

Yuebuoe

I'pumuna H. B. MHbopMannonHas 6€30MacHOCTb MPEANPUATHSI [3JIEKTPOHHBIN pecypc]: YuebHoe mocodue /
H. B. I'pumna - Mocksa: UznatensctBo "OOPYM", 2022 - 239 c. [OU] [OBC 3nannym] URL:
https://znanium.com/catalog/document?id=399940

VuyebHoe

I'oproxuna E.O. MndopmanmonHas 6e3onacHocTs: IpakTukym st ayautopHsix 3ansTuii / E. 1O.
l'oproxuna, 1. M. Cemenoga, E. I1. CyBoposa.- Boponex: B'AY, 2015. - 93 c.
<URL:http://catalog.vsau.ru/elib/books/b107312.pdf>

Meroauueckoe

Vne3pko A.B. [lopsanok onieHMBaHMs pe3yIbTaTOB JOCTHKEHUS] KOMIIETEHIIMN: METOIMUECKHE MaTepralbl
JUISL OCHOBHOH 00pa3oBaTesibHO mporpaMMsl 1o HampasieHuto: 09.03.03 IIpuknagnas nHpOpMaTHKa,
npodmwis: MHpopMaMOHHBIE CUCTEMBI U TexHoJoruu B MeHekMenTe ATIK / A.B. Ynessko, C.A. Kyres,
A.A. Toncteix. — Boponex: B'AY, 2019. — 24 c.

Meroanueckoe

Vnespko A. B. Tlopsinok popMupoBaHHs KOMIETCHIHI: METONYECKHIE MATEPHAITBI UII OCHOBHOM
00pa3oBaTenbHOM MporpamMMbl OakanaBpuara 1o Hanpasienuro: 09.03.03 IIpuknanHas nHPOpPMATHKA,
npodms: MapopManmoHHbIe cucTeMsl 1 TexHostoruu B MeHekMenTe AIIK / A B. Viessko, C.A. Kynes,
A.A. Toncteix. — Boponex: BI'AY, 2019. -39 ¢

Mertoanueckoe

busHec - nHOOpMaTHKA: PELCH3UPYEMBIH MK TUCIUIUTNHAPHBINA HAYYHBIA )KypHAI / YUpeauTensp
HanmonanbHbIl HecenoBaTebCKUd YHUBEpCUTET ""Bhicias mKkoia S5koHOMUKH" - MockBa: HanmoHanmsHbIH
UCCIIeI0BaTeNbCKull yHuBepeuTeT "Beiciias mkona s3koHomuku", 2020 [OU] URL:
https://www.elibrary.ru/contents.asp?titleid=27958

[Iepuoanueckoe

Hudopmarus i 6e30macHOCTh: [Hay9HBIN XypHai] / Yapeaurens : Boporexckuii rocyjapcTBCHHBII
TEXHUYECKUIl yHUBEpCUTET - BopoHexk: BopoHexckuil rocyjapCTBEHHBIN TEXHUUECKUH yHuBepcureT, 2020
[D1] URL.: https://www.elibrary.ru/contents.asp?titleid=8748

Iepuonuueckoe

6.2. Pecypcnl cetu UnTEepHeT
6.2.1. DyrekTpOHHBIE OUOIUOTEYHbIE CUCTEMbI

Ha3Banue

Jlanp

ZNANIUM.COM

IOPAUT

IPRbooks

E-library

NI EN I I

OnexrponHas oubnuorexka BIAY




6.2.2. IIpodeccuonanibHbIe 6a3bl JAHHBIX U MHGPOPMALIMOHHBbIE CHCTEMbI

No HasBanue Pasmemenue
1 |ba3a naHHBIX MOKa3aTeeH MyHHIIUTATBHBIX 00pa30BaHUI http://www.gks.ru/free_doc/new_site/bd munst/munst.htm
2 |CnpaBouHas npaBoBas cucrema ['apaHar http://www.consultant.ru/

3 [CnpaBounas npasoBas cuctema Koncynsrant Ilmroc http://ivo.garant.ru

6.2.3. CaiiTbl 1 uHGOPMAITMOHHBIE TOPTAJbI
No HasBanue Pasmemenue

1 |Information Security/MupopmarmonHas 6e301acHOCTb http://www. egovernment.ru
’ SecurityLab: 3amura nHpopManun 1 HHGOPMAIHOHHAST 6e30macHOCTh  |http:/www.securitylab.ru/

Threatpost - caiit 06 uaGopmanmonHoi 6e3onacHocTH oT Kaspersk

P popmant P y https://threatpos

3|Lab

Anti-Malware - caiit IH(opMaIrMoOHHO-aHATUTHYECKOTO IIEHTPa https://www.anti-malware.ru/




7. MaTepua/IbHO-TeXHUYECKOE M IPOrpaMMHOe o0ecrnedeHne JUCIHHIIIMHbI

7.1. IlomenieHus 1Jis1 BeieHUs1 00pPa30BaTeIbLHOI0 Npouecca u 000py10BaHHue

HanmeHnoBaHHe NOMEIIEHHMI I IMPOBEACHUS BCEX BHUJOB
y4eOHOH NeATeIbHOCTH, IPEIyCMOTPEHHOH Y4eOHBIM IIIaHOM,
B TOM 4YHCJIE NOMELICHUS IUISI CaAMOCTOSATENBHOW pPaboThI, C

Anpec  (MECTOTMOJNIOKEHHE)  TOMEIIESHWH st
TIPOBCACHUA BCEX BHIOB y‘le6H017I JCATCIIBHOCTH,

HOpPeIyCMOTPEHHOM y4eOHBIM TIaHoM (B citydae

e yKa3aHWEM TIepeYHs OCHOBHOTO 0OOpymoBaHMs, YydeOHO-|peamm3anuu oOpa3oBaTENFHOM MPOTpaMMBI B CETEBOH
HaIJSHBIX  TI0COOMIT M WCIOJB3YEMOTro INPOrPaMMHOrO  [(popMe MOMOJHUTENBFHO YKa3bIBACTCS HaUMCHOBAHUEC
obecrieyeHus OpraHu3aIHy, C KOTOPO 3aKIF0UEH JOTOBOP)
YdeOHast ayTuTOpHS sl TPOBEICHUS YICOHBIX 3aHSITHH : N
KOMILIEKT ;]‘IG6H£))I71 Me6eJII/II), I[eMOHCTp};:H/IOHHOC o0opyioBanue, POCCHHCK':M Penepauns, Boponekckas obracts,

! y4eOHO-HATIISIHBIC TOCOOUS B BUJIE MIPE3CHTAIINIA, ropockoit okpyr ropoa Bopotexk, ropoa Boporeii,
nporpammHoe obecrieuenue: MS Windows /Linux /Pen OC ymiua Murdypusa, o 1
VYueOHast ayIUTOpHS IS IPOBEICHUS YUCOHBIX 3aHITHIA:

KOMIUICKT y4eOHO# Mebein, yueOHO-HarIsIHbIe T0OCOOHs B
2JIEKTPOHHOM BHUJIE, KOMBTIOTEPHI C BO3MOYKHOCTBIO Poccuiickas @enepanust, Boponexckas o6nacts,

5 [momxmouenns K Hutepuer u noctynom B DMOC; nporpaMMHoe [roponackoii okpyr ropoa Boponex, ropox Boponex,
obecmnieuenne: MS Windows /Linux /Pex OC, MS Office / yiuna Muaypuna, gom 1, a. 113, 115, 116, 119, 120,
OpenOffice/ LibreOffice, DrWeb ES, 7-Zip, MediaPlayer 122, 122a, 219, 220
Classic, SIanekc Opaysep / Mozilla Firefox / Internet Explorer,

AST Test

VYueOHast aymUTOpHs ISl IPOBEACHUS YUCOHBIX 3aHSITHIA:

KOMIUIEKT y4yeOHO! MeOenr, KOMBTIOTEPHI C BO3MOKHOCTBIO .

nokiroueHus K "MHTepHeT" N 00ecrieueHreM JT0CTyma B POCCHHCK?’I ®enepanus, Boponesxckas odmact,

3 |9MOC; nporpammuoe obecnieyenue: MS Windows /Linux /Pen TOPOZACKOT OXpYT rop onlBop OHlel)I;’ Flolpoli ]1360 plo 1H 9e )I;’Z 0
OC, MS Office / OpenOffice/LibreOffice, DrWeb ES, 7-Zip, }llgguizl\;[:qgf;H;égOM (a8 > 115, ’ ’ ’
MediaPlayer Classic, SIunexc 6paysep / Mozilla Firefox / ’ T
Internet Explorer, AST Test
[oMmemeHue A1t CAaMOCTOSTENBEHON PadOThI: KOMIUIEKT y4eOHOM
MeOeITi, KOMBTIOTEPEI C BO3MOXKHOCTBIO ITOIKITIOYCHHS K Pocctiickas (deepars, Boporeskekas o6macTh
"UnTepuer" u obecneuenuem gocryna B DUOC; mporpaMmuoe N ’ ’

4 |obecneuenne: MS Windows /Linux /Pex OC, MS Office / TOpOJICKOIi OKpyr ropoa Bopowex, ropox Bopowex,

OpenOffice/LibreOffice, DrWeb ES, 7-Zip, MediaPlayer
Classic, SIunekc Opaysep / Mozilla Firefox / Internet Explorer,
AST Test

ynuna Muuypusa, om 1, a.: 113, 115, 116, 119, 120,
122, 122a, 126,219 (c 16.00 no 20.00)




7.2. IlporpamMHoe oGecnieueHmne

7.2.1. IlporpaMmmHoe o0ecneyeHue 001ero HA3HAYEHUS

Ne HasBanue Pasmemenue
1 [Onepanmonnsie cucremsl MS Windows /Linux /Peg OC I1K B nokanpHOM cetn BITAY
2 [ITaxets! oucusx npunoxennit MS Office / OpenOffice/LibreOffice I1K B noxanbHoil cet BITAY
3 [[Iporpammsl mist mpocMoTpa daiinos Adobe Reader / DjVu Reader 1K B nokanbHo# cetnt BT AY
4 [Bpay3zepsr Aunexc bpaysep / Mozilla Firefox / Microsoft Edge I1K B noxansHoil cet BITAY
5 |AuTuBnpycHas nporpamma Drweb ES I1K B noxanbHoil cet BITAY
6 [[Iporpamma-apxuBarop 7-Zip I1K B nokanpHOM cetn BTAY
7 |Mynetumesma npourpsiBatens MediaPlayer Classic I1K B noxanbHoil cet BITAY
8 |IInardopma onnaitH-o0yueHus eLearning server I1K B nokanbHOl cetn BTAY
9 |Cucrema xkommnprotepHoro tectupoBanus AST Test I1K B nokanpHOM cetn BITAY

7.2.2. CnenuaJu3upoBaHHOE MPOrpaMMHOe oOecrievyeHne

He npexycMmoTpeHo




8. Me:xxnucuunjJuHapHble CBS3H

BzauMocBsizaHHbIE TUCITUTIIMHBI

Kadenpa, Ha K0TOpOIi mpemofaeTcst

IToanuce 3aBenyroiero

MUCIUTLINHA Kadenpon
Kon Ha3zpanue (ep
51.0.05 IIpaBoBeeHHE U MPABOBBIC OCHOBEI Hcrtopuu, ¢punocodun u coruansHo-

e MIPOTUBOAEHCTBUS KOPPYIIIHU MOTUTUYECKUX AUCIHUILIHH
E1LB.06 OO0ydueHne moap30BaTeNei HudopmaimoHHOro 06ecredeHus u

o MHPOPMALMOHHBIX CHCTEM MOJIETTHPOBAHUS aTPO3KOHOMHYIECKUX CHCTEM

HudopmanmoHHOro 06ecnedeHus 1

b1.B.12 Vnpasnenue [T-npoekramu bop

MOJCIMPOBAHUSA arpOIKOHOMUYECKUX CUCTEM




[punoxenne 1

JlueT nepuoanyecKkux NPpoBEPOK padoyeii mporpaMmMbl 1 HHGOPMALHS 0 BHECEHHBIX H3MEHEHHUSIX

JIOJKHOCTHOE JIHIIO,
MIPOBOJIUBIIIEE TPOBEPKY
®.1.0., 10IKHOCTS,
MOINCH

Jlara

[ToTpebHOCTH
B KOPPEKTUPOBKE YKa3aHUECM
COOTBETCTBYIOIINX Pa3iesioB paboyeit
HIpOrPaMMBI

I/IH(I)OpMaI_II/IFI O BHCCCHHBIX U3MCHCHUAX
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