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1. IlepeyeHb KOMIETEeHIMI ¢ YKa3aHHEM 3TANOB UX (POPMHUPOBAHHSA B Npoluecce
0CBOCHHSI 00pa30BaTeJIbHON NMPOTrPAMMbI

Paznenbl quCIUIIIHHBL
Kon Conepxxanue

1 2 3 4 5 6

CriocoOHOCTH paboTaTh C pa3INdHBIMHU HHPOPM ALIU-
OHHBIMHU PECypCaMU M TEXHOJOTUSMH, TIPHIMEHSITh OC-
OK-12 [HOBHBIC METOBI, CTIOCOOBI U CPEICTRA MOy CHHS, + + + + + +
XpaHCHWs, TIONCKA, CHCTeMaTH3aIli, 00pa0OTKU 1
niepeaun nHpopMarmm

CnocoOHOCTh MPOBOAMTH CTICIMAIbHBIC UCCIIEI0BaHNUs
[MIK-48 |B 1ensx onpesieieHusl MOTEHIMAILHBIX U PeallbHBIX + + + + +
YIpO3 SKOHOMHUYECKOIl O€30MacHOCTH OpraHU3aLN

2. Onucanue nmokaszaresjiell M KpuTeprueB OLEHMBAHUS KOMIIETEHIIHI HA Pa3JIMYHBIX
ranax ux opMHPOBaHHUSA, ONHUCAHUE LKA OLCHUBAHUSA

2.1. Ikana AKaICMHYCCKHUX OICHOK OCBOCHMA AUCIHUIIIINHBI

Bun onenku OneHku
He 3auteno 3auTeHo
o 3auTeHo 3auTeHo
AxkanemMuueckas OLEHKA 10 4-X 0aJUIbHOI IIKaJIe (neymoBie- | (ymoBieTBO-
(xoporro) (ormmaHO)

TBOPHUTEIILHO) | PUTEJIHHO)




2.2. Texkymuii KOHTPOJIb

Kon

[ImannpyeMsle pe3ysbTaThl

Pa3neisl
JIUCILIIUIAHGI

Conepxanue
TpeOOBaHMIA B
paspese pa3esoB
JUUCATUTAHBI

Texnomorust

hopMupoBaHU

dopma
OIICHOYHOT'O
cpeacTBa
(KOHTpOJIST)

YpoBHU

TIOPOr OBBIM
(ymoBi.)

TOBBIIIIE HHBIA
(xoporro)

BBICOKHHA
(0TI HO)

OK-12

3HaTh:

- OCHOBHBIE METOIBI, CIIOCOOLI H
CpeACTBa TONyYCHHSI, XPAaHCHHUS, TIOUC-
Ka, CHCTeMaTW3almH, OOpabOTKH W
nepesayy MHQOpMAIMK C HCTIONH30Ba-
HAEM TIpaBWI HMHPOPMAIMOHHON Oe3-
OIMAaCHOCTHU
Ymers:

- TPUMEHATH B TPOQECCHOHAHHOM
cdepe AeATEIHHOCTH OCHOBHBIC METO-
JIBI, CTIOCOOBI M CPEJCTBA TOTyYCHUS,
XpaHeHUs, Tiepeauyd W 3aluThl WH-
dopMarm ¢ y4eToM TpaBWI HHPOP-
MAIMOHHOW 0€30MacHOCTH
NmeTs HaBBIKK:

- paboThl C pa3NMYHBIMU HHPOpPMA-
[IMOHHBIMHM PeCcypcamM¥ M TEXHOJIOTHSI-
MU C Y4€TOM NpaBWwil HH(OPMAIMOH-
HOW 0e30macHOCTH

11 2! 3! 4! 5]

CopmupoBaHHBIE
SHaHWA, YMCHHUA U
HABBIKU

AynuropHsie
3aHATHS,

CaMOCTOATCIbHASA

pabora

Y cTHBIH ompoc,
TECTUPOBAHHE

TecTsl 3
pasnena 3.5.

TecTsl 13
paznena 3.5.

TecTsl 3
paznena 3.5.

I1K-48

3HATh:

- OCHOBHBIE BUIbI yrpo3 HHPOpMAIIH-
OHHOM M DKOHOMHYECKOH Oe30IacHo-
CTH OpraHu3aLMil

VYMeTs:

- MIPOBOJIWTH CIIeTMANILHBIE MCCIIE0Ba-
HAS B LEJSX OMNpPEJeNeHUS TOTEHIU-
aJbHBIX M PEabHBIX YIPO3 SKOHOMH-
YeCKOl 0€30MacHOCTH OpraHM3aliH
IMeTr HAaBBIKH:

- OCYIIECTBIICHUSI MEPOIPUITHH,
HATIPaBJICHHBIX HA OMNpPEJCIICHUE TIO-
TCHIMATIBHBIX U PEajibHBIX Yrpo3 3KO-
HOMHYECKOH O€30MacHOCTH OpraHu3a-
115171

1,2,356

CdopmupoBanHbie
3HAHWS, YMCHHS U
HaBBIKH

AynuropHsie
3aHATH,

CaMOCTOATCJIbHAA

pabora

Y cTHbIi ompoc,
TECTHUPOBAHUE

TecTe! 13
pasnena 3.5.

TecTel 13
paznena 3.5.

TecTel 13
pasnaena 3.5.




2.3. [IpomerxxyTouHasi aTTrecTanys

dopma YpoBHH
Texnonorus OLICHOYHOI' O . . .
Kon [Mnarnpyemblie pe3yabTaThl TIOPOTOBBIM | MOBBIIICHHBIN |  BBICOKHI
(hopmMupoBaHus cpelcTBa
(ymoBi.) (xoporto) (oTIHIHO)
(KOHTpOJIST)
3HATE: AynuropHsie Jauer ¢ Bompocsr u3 | Bompocs! u3 | Bonpock! 13
- OCHOBHBIE METOJIbl, CIIOCOOBI U CPEACTBA HOIydeHHs, XPaHEHUS, 3aHATHS, —— pasnena 3.2. | pasnena 3.2. | pasjena 3.2.
TIOMCKA, CHUCTEMaTH3al|y, oOpabOoTKU M nepefadd MHQOPMAIMM C|caMOCTOATE bHAS TecmpOBa}’MG TecTsl 13 TecTsl 13 TecTsl 13
HUCTIOJIb30BAHNEM TIPABHWI MHPOPMAIMOHHOKM 0€301aCHOCTH paGora paszena 3.5. | pasnena 3.5. | pasnena 3.5.
YMeTh: . AyIHTOpHBIC 3 Bomnpocer u3 | Borpocs! w3 | Borpockr m3
- IPUMEHATH B TPOQeCCUOHATBHON cepe esTeTHHOCTH OCHOBHBIC SAHSTHSL a4uer € pasaena 3.2. | pasaena 3.2. | pasnena 3.2
OK-12 [meTompl, cnocoOBl M CPEJCTBa MONYyYCHUSI, XpaHCHHS, Nepeaavyd U CaMOCTOHTeJ';LHaH OLICHKOW, TecTsl 13 TecTsl i3 TecThl i3
3anmTel MHPOPMAIMHM C YY€TOM NpaBwil HMH(POpPMAIMOHHOH Oe3omac- TECTHPOBAHHE
HOCTH pabora pasnena 3.5. | pazmgena 3.5. | pa3zgena 3.5.
AynuropHsie 3 Bompocs u3 | Bornpocs! u3 | Bonpocs! u3
HMeTh HaBBIKH: a4uer € 2 2 2
3aHATHS, ., pasnena 3.2. | pasnena 3.2. | pasnena 3.2.
- paboTHI ¢ pa3IMYHBIMH MHPOPMAIMOHHBIMH PECYPCaMU U TEXHO- OIICHKOH, T T T
JIOTHSIMU C YU4€TOM TIPaBIIT HHPOPMAIMOHHOH 0€30MacHOCTH CaMOCTOATC/IbHAS TECTHPOBAHKE CCTBI 113 CCTBI M3 CCTBI 113
pabora pasnena 3.5. | pasgena 3.5. | paszgena 3.5.
AynuropHsie Bompocsr u3 | Bonpocst 13 | Bonpocst 13
3HaTh: YAHTOp 3auer ¢ P P 1P
. . 3aHATUA, . paznmena 3.2. | pa3zgena 3.2. | pasznena 3.2.
- OCHOBHBIE BHIBI YTPpo3 MH(POPMAIMOHHON M 3KOHOMHYECKOH 0e3- OLICHKOH,
N CaMOCTOATEIbHAS TecThl 13 TecThl 13 TecTh 13
OTNIACHOCTH OpTraHHM3aIMi TECTHPOBAHIE
padora pasnena 3.5. | pasnena 3.5. | pasaena 3.5.
3auer ¢
Ymers: AynuropHsie OLCHKO Bompocsr 3 | Bonpocs! u3 | Bonpocsr 13
- TPOBOJUTH CIICIMAJbHBIE HWCCIICIOBAHUA B IEJSX ONpe.lelCHUs 3aHATHS, TCCTH OBa};I/Ie pasnena 3.2. | paznena 3.2. | pa3nena 3.2.
[1K-48 |moTeHIManbHBIX M pPEajbHBIX yIpo3 SKOHOMUYECKON O0e30MacHOCTH |CaMOCTOSTENIbHAS aKI";III?I‘leCKI/Ie’ TecTsl 13 Tectsl 13 Tectsl 13
opraHv3aImn pabora p pasnena 3.5. | pazmena 3.5. | pasnena 3.5.
3a/1aHUS.
3aueT ¢
VIMETE HABBIKK: AynuropHsle OLEHKO Bompocs! w3 | Borpoce! 13 | Bonpock! u3
- OCYIIECTBICHHS MEPONPHATHI, HATPABICHHBIX HA OINpeesIcHHE 3aHATH, yOTHEL onp’oc pasnena 3.2. | pasnena 3.2. | pazuena 3.2.
MOTCHIMAIIFHBIX M PEaNbHBIX yIpo3 SKOHOMHYECKOW OE€30MacHOCTH |CaMOCTOsTEbHAS | Tecthl 13 TecThl 13 TecThl 13
TPAKTUIECKHC
OpraHusanyu pabora sana pasnena 3.5. | paznena 3.5. | pasnena 3.5.




He npenycmotpen

2.4. Kpurepun OIIEHKHM Ha K3aMEHE

2.5. Kpurepun oIeHKM Ha 3ayeTe C OLEHKOM

OrneHka, ypoBeHb

Kpureprm

3aureHo (OTaNIHO)

BeicTaBnsteTcs, eciii CTyIeHT MoKa3all MOJHbIe U INTyOOKHe 3HaHUA Ipo-
rpaMMHOIO MaTepHana, JIOTMYHO M apryMEHTHpOBAaHO OTBETWI Ha BCE
TIOCTABJICHHBIE BOIPOCHI

3auTteHo (Xoporio)

BricTaBnseTcs, eciiu CTyIeHT TBEpPAO 3HAET MPOrpaMMHBIN MaTepual,
TPaMOTHO €r0 M3JIaraeT, He JOMYyCKaeT CYIIECTBEHHBIX HETOYHOCTEH B
OTBETE, JOCTaTOYHO MOJHO OTBETWI Ha 3a/1aHHBIE BOMIPOCHI

3aureHo (Y 10BJICTBOPUTEIIHHO)

BricTaBnseTcs, ecim CTYACHT MOKa3ajl 3HAHUE TOJIBKO OCHOB MPOTPaM M-
HOTO MaTepualia, YCBOWI €ro MOBEPXHOCTHO, HO He JIOMyCKajd IpyObIX
ONMOOK WM HETOYHOCTEH, TpeOyeT HABOMSANMX BONPOCOB JJISL TIpa-
BIWILHOTO OTBETA

He 3auteno (HeynosneTBopu-
TEJIbHO)

BricTaBnsieTcs, ecam CTyIeHT He 3HAeT OCHOB MPOrPAMMHOIO MaTepHa-
7na, JIoMycKaeT rpyOble ONMMOKH B OTBETE

2.6. Kpurepuu onenku Ha auddepeHIMpoBaHHOM 3aueTe

He mpenycmotpen

(3amura KypcoBOTO IMPOEKTA)

2.7. Kpurepun OIIGHKM KOHTPOJILHON PabOTHI

He npenycmotpen

2.8. Kpurepun OLEHKH YCTHOTO OTMpOcCa

Onenka Kpurepmm
OT/mHo CTyneHT 4eTKO BhIpaXkaeT CBOIO TOUY 3pPEHHS TI0 paccMaTpPUBAEMbIM BO-
npocam, MPUBOASL COOTBETCTBYIOLIME TPUMEPBI
XoDoLIo CryaeHT XOpoIlo BiaJeeT MaTepHasoM, HO JIOMyCKAaeT OTJeibHbIEC MO-
P TPEIIHOCTH B OTBETE
CryneHt AeMOHCT €T CYILECTBEHHbIC MPOOEIbl B 3HAHMSIX OCHOBHO-
Y 1OBJIETBOPHUTEIILHO A A PHPYET CyIll P
ro yueOHOro MaTepuana
CryneHT IeMOHCTPHpYeT HEyMEHHE JjaXke C NMOMOILbIO MPEnoiaBaTess
HeynoBneTBopureabHO HOTYy4YUTh TPaBWIBHOE pELICHHE 3aJayd M3 4YKCJa HpeayCMOTPEHHBIX

paboueii nporpaMMoi yaeOHOM TUCTIMILTHHBI

2.9. Kpurepun OIICHKH TECTOB

YpoBHU OCBOCHUSA
. Ouenka Kpureprm
KOMIICTEHLIMIA
Bricoxkwuit OTJINIHO ConeprkaHye TpaBWILHBIX OTBETOB B TecTe HE MeHee 90%
[TponBuHyTHII XOPOLLO ConeprxaHre npaBUWIbHBIX OTBETOB B TECTE HE MeHee 75%
[Toporosbrit YIIOBJIETBOPHUTEJTHHO ConeprkaHre MpaBUIbHBIX OTBETOB B TecTe He MeHee 50%
He chopmupoBansl | HeynosierBopurensHo | ComepskaHue MpaBWIBHBIX OTBETOB B TecTe MeHee 50%




2.10. Kpurepun oneHKH 3aad

OrneHka Kpurepuu

CTyieHT BBITIONHIWI pabOTy COTJIACHO BCEM TPEOOBAHUSIM, TIPOSIBHIT TBOP-
OTmaHO qecKre CTiocoOHOCTH mpH 0(hopMIIEHHH PaboT, CYIIECTBEHHO pa3o0paics B
BOTPOCAaX PelICHus 3a7a4

CTyaeHT BBHINONHII paboTy COrMIACHO BCEM TPEeOOBAHUSAM, OTHAKO HMEIOT-
Xopomio Csl HE3HAUUTEJIbHbIE HeJ0paOOTKY; MPOSIBWI TBOPYECKUE CIIOCOOHOCTH Y|

oopmnennn paboT, pazodpaics B BONpoOcax pelieHus 3a1a4

CTYI[GHT JACMOHCTPHUPYCT CYIICCTBCHHBLIC HpO6CJ'II>I B 3HaHMUAX, HC COBCEM

Y 10BIIETBOPUTEJILHO

pazobparcs B Bolpocax penieHus 3aaad.

CryzmeHT AEMOHCTpUpPYET HEyMEHHE Jake C TMOMOIIBIO MpernoaaBaTes
HeynosneTBopurensHO MPaBWIHLHO BBITIONHUTE MOCTABJICHHYIO 33a/1ady W3 UYHCIA MPeTyCMOTPEH-

HBIX pabodeil mporpaMMoi ydeOHON TUCTIMIUTMHEB

2.11. Kpurepun Jomycka K dK3aMeHY

BrimosiHeHye 1iaHa 1abOpaToOpHBIX 3aHATHHA, CIada UTOTOBOTO TecCTa.

3.

Tunosble KOHTPOJIbHBIC 3aJaHus I OIHCHKHA 3H3HI/IIVI, yMeHI/lﬁ U HABBIKOB

3.1. Bompochl K 3K3aMeHy

He npenycmoTpenst

NooakrwdE

© ®

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

3.2 Bompocsl K 3a4€Ty € OILCHKOM

OcHOBHBIE TOHATHS U OTIpeJieNieHus B 001acTH MH(POPMALIMOHHOI 6e30macHoCTH
OCHOBHBIE COCTABJISIIOIIME UH(OPMAITMOHHOM O€30MMaCHOCTH
IloHsATHE M CYIHOCTH 3alMTHI HHPOPMALIUU
Henu 3aumThl HHGOPMAITTU
KoHnenTyansHas Mojiels HHGOPMAITMOHHON 0€301MacHOCTH
3akoHoaTenbeTBO PD B 065acTi nHGOpPMAIIMOHHON 0€30ITaCHOCTH
HopmartuBHO-1mipaBoBas 6a3a 3amTsl HHGOPMALUK: OCHOBHBIE 3aKkoHBI PD B obnacTu 3anm-
Thl HH(GOpManuu u ykassl [Ipesuaentra PO
IIpeamer 3aumThl HHpOpMaUU
Nudopmanus kak 00BEKT MpaBa cOOCTBEHHOCTH
OOBeKT 3aumMThl HHPOPMALTHU
Ciyqaiibie yrpo3bl
[IpennamepeHHBIE YIPO3bI
Mozenbs ruIOTEeTUYECKOrO HapyIMTells NHQOpMauoOHHON 6€3011aCHOCTH
AHanu3 KOMIBIOTEPHBIX MPECTYINIEHUN
HecankiimonnpoBaHHbIi AOCTYIT K HHPOPMALIMH U €TO LIEIH
KommnerorepHbie BUpPYCHI
[InroHCKKME NPOrpaMMHBIE 3aKIIAIKH
OCHOBHBIE IPUHITUIIBI IOCTPOEHU I CHCTEMBI 3aILUThHI
Mertonbl 3aM Tl UHPOPMALUU
OCHOBHBIE TOHATHUSA U ONIPEAETICHUS
Hcropus pa3Butus kpunrorpadpuu
OcHOBHBIE 337]a4ll KPUIITOJIOTUHU - KPUNITOTpadus U KpUIITOAHAIIN3
Knaccudukanust kpunrorpagpuyeckux METO0B
AHanu3 OCHOBHBIX KpUNITOIPaPUUECKUX METOOB 3alThl HHPOPMALUU: METOJIbl 1OJCTa-
HOBKH




25.

26.
217.

28.
29.
30.

31.
32.

AHaln3 OCHOBHBIX KPUIITOIpa(UuecKUuX METOAOB 3allThl HH(OPMALUK: METO/bI IIepe-
CTaHOBKH;

AHamM3 OCHOBHBIX KPUNITOTPA(QUUECKUX METOJIOB 3alMThl HHOOPMALMH: TaMMHPOBaHUE
CoBpeMeHHbIE CUMMETPUYHBIE KpUIITOIpa(QUUECKHe CUCTEMbI: CUCTEMBI C CEKPETHBIM KITIO-
40M,;

CoBpeMeHHbIE CHMMETPUYHBIC KPUTITOTpaQUUECcKre CUCTEMBI: CTaHIApT MM (POBAHUS
DES;

CoBpeMeHHbIe CHMMETPUYHBIE KpUIITOrpa(uuecKue CUCTEMbl: CTaHAApT HM(pPOBaHUS
I'OCT 28147

AcuMMeTpuYHbIE€ KpUIITOTPaUUIECKUE CUCTEMBI: CUCTEMBI C OTKPBITHIM KIIIOUOM,;
AcuMMeTpuYHbIe KpUNITOTpauUYecKiue CUCTEMBI: cTanapT mm@poBanus RSA;
DnexTpoHHas udpoBas MOAMNUCH

3.3 Bompocs! k quddepeHInpoBaHHOMY 3a4eTy
(3amura KypcoBOTO MPOEKTA)

He npenycmoTpensl

3.4. Bonpochl K yCTHOMY OTPOCY

1. [laiite ompeeneHue MOHIATHIO HHPOPMaIUOHHA S 0€30TaCHOCTb.

2. TlepeuncnuTe OCHOBHBIE COCTABIAIOIINE HHPOPMALMOHHON 0€30MaCHOCTH.

3. Kakoe 3HaueHHe MMEIOT COCTABIAIOINE HH(POPMAMOHHON 6e301macHOCT! I CyOBeKTOB HH(OPMAI] HOHHBIX
OTHOIICHUH?

4. Kaxossl unrepecsl PO B undopmannonHoii chepe?

5. Omnpenenure MUCTOYHUKH YyTPpO3 HHPOPMAHOHHOU 6e3omacHOcTH PD 1 mocTpoiiTe HX KIacCH(UKAIHIO.

6. Ilepeumncimte OCHOBHBIC METOBI OOeceueHUs HHPOPMALKO HHOM Oe3onacHoCTH PD.

7. Kaxkue ocHOBHBIE TPOOJIEMBI MEXAYHAPOIHOTO COTPYAHIY €CTBA CTOAT Ha MOBECTKE JHS CEroaHs?

8. KakoBo, Ha Balll B3IJIif, [TOJIOXKCHUE AN B 00JaCTH MHPOBOW HH(POPMAIIMOHHON 6€30MacHOCTH CeroaHs?

9. TIIpoanammupyiite pa3mUYHbIC OMpPECICHHUS MOHATUS «3aIluTa WHPOpManuu» U «uHPpopManuoHHas Oe3-

OIIaCHOCTB), 3aIIOJIHUTE T3.6.]'II/II.ly.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
KIaaKu?
36
37

. Yto 0o0miero MoxHO 0OHapYKUTh BO BceX omnpesenieHusx? O ueM 3T0 CBUICTEIbCTBY ET?

. JlaiiTe onpenenenne NOHIATHIO 3alUTa UH(OPMALHH.

. Urto moHmMaeTcs 1oJi TepMUHOM O€3011aCHOCTb HHPOPM annu?

. Uro Bkmouaer B cebs 3amura nHGopmanuu?

. Kakue nemm npecnenyer 3amura napopmanuu?

. Kakoe mecTto 3anuMaert 3amuTa nHpOpManuu B nHGOpManMoHHO Oe3omacHoCcTH?

. Onpenemute npeaMeT 3aIIUThl MHPOPMAIHH.

. Chopmymipyiite OCHOBHBIE CBOICTBa HH(OpPMAIIHH.

. Jlaiite onpenenenue KOHPUACHITMATBPHON WHPOPMAIUH.

. Ilepeuncnure ypOBHH CEKPETHOCTH rOCYIaPCTBEHHOW TalHBI.

. Packpoiite cyImHOCTh OCHOBHBIX ITOAX0JI0B K MU3MEPEHHMIO KOJTHMYECcTBAa MH(OPMAIIHH.

. Packpoiite cymHuocTs nHOpMAIIK Kak 00BEKTa IIpaBa COOCTBEHHOCTH.

. Packpoiite cymHoOCTh 00bEKTa 3aIIHTHI.

. Ompenenute moHSTHE YTpo3bl HHYOpMaIMOHHOM Oe3onacHoctr (UB).

. Oxapakrepusyiite ciyuaiinsie yrpo3sl Ub.

. Oxapaxrepusyiite npenHamepeHHsle yrpo3ssl Ub.

. Onpenemure moustusa HapymmTens b U 370yM bIIUICHHUKA.

. Kakue npeamnonosxeHus BBIABUIAalOTCA MPU pa3paboTke MofesH runoTeTndeckoro Hapyumrens UMb o6bekra.
. Ha ocHOBaHUM 4ero cTpoUTCS MOJEINh TUIIOTeTHIeCKoro Hapymmtens Mb?

. Kakue xateropuu nepconana o0bekTa MOTyT OBITh BHYTpEHHIMH HapymutensMu b o6bexra?
. Kaxue mina moryT Ob1Th HapymmTeaiMu Wb o0bekTa U3 uynciaa moCTOPOHHUX JIUI?

. HazoBute ocHoBHBIE MOTUBBI HapyuieHuil Ub.

. Haiite onpeneneHne KOMIBIOTEPHOTO MPECTYIUICHUSI U OXapaKTepU3yiTe HX BUJBI

. Onpenenure MOHATHSA BPEAOHOCHOTO MPOrPaMMHOIO 00ecledeHus i KOMIBIOTEPHOTO BUpyca

. Ilepeunciyte 0CHOBHBIE KIIACCHI KOMIIBIOTEPHBIX BUPYCOB

. B uem 3axmovaroTcs pasnuuus MeXIy HOHATUSIMH KOMIIBIOTEPHOTO BUpPYCa M MIMHOHCKOH MporpaMMHOM 3a-

. HazoBuTe OCHOBHBIE METOIbI BHCJPCHHU NPOrpaMMHBIX 3aKIaI0K
. I[ai’ne XapaKTEPpUCTUKY OCHOBHBIX MoOJiejel BO3ICUCTBUS MpOorpaMMHBIX 3aKJIaIOK Ha KOMIIBIOTEP U KOMIIbIO-

TepHYIO CEeTh



JICHUM
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B 1yem pa3miuans TpOSIHCKHX NMPOTPaMM U IPOTPaMMHBIX 3aKIaI0K?

JlaliTe xapaKTepUCTUKY JIEMCTBUIM OCHOBHBIX Pa3HOBUAHOCTEH TPOSIHCKUX NPOTpaMM

HazoBute u oxapaktepusyiite MeTOAbl 00HAPYKEHHS BUPYCOB

INepeuncimTe BUIBI M HAa3HAYCHUS AHTUBHPYCHBIX IPOTPAMM

Kakumu neficTBUSMH MOSKHO MPEAOTBPATUTh BUPYCHYIO aTaky?

Haszosure ocHoponosararomue 10kyMeHtst o 1Ib B PO.

UYro sBISIeTCA MpeaMeTOM IMPAaBOBOTO perymmpoBaHus B oomacta UB?

HazoBure 3amaun obecneuenus Ub, chopmympoBanusie B KoHuenuuun HanuoHansHO# 6e3omacHoctn PO
Kakoii 3axoH siBisieTcsi 6a30BBIM B 00JIACTH 3aIIUTHI HHPOPMALIMHU, U KAKAE OTHOILEHUS OH pPerjaMeHTHPYeT?
HasoBute kaTeropuu rocynapcTBeHHBIX HH(OPMAIMOHHBIX PECYPCOB

Kaxkast uH(pOpMAaIHs MOXKET OBITh OTHECCHA K KATCTOPUH KOH(UACHIHATBHOMH?

Omnpenenure AaHHbIE, KOTOPbIE MOTYT OBITh OTHECEHBI K MIEPCOHANBHBIM JAaHHBIM

Ha3oBute crateu YK P®, npegycmaTpuBaroniie OTBETCTBEHHOCTb 3a COBEPIICHHE KOMIBIOTEPHBIX MPECTY -

Cdopmymmpyiite OCHOBHBIC IPUHIUIBI TOCTPOCHUS CUCTEMBI 3allIUThl HHPOpMAaInH.

Kakue ypoBHHM 3a1eiicTBOBaHBI B 00ecTiedeHUH HHPOPMAIIMOHHON Oe30macHoCTH?

Yro npexcrasisier co0oii mosmTKa 6€30MaCHOCTH OpraHU3alnuu?

Uto BXOIUT B aHAJU3 PUCKOB?

Yro npexcrasnsier co6oii mporpamMma 6€30MacHOCTH OpraHU3anuu?

[epeunciaute OCHOBHBIE MOJENH 3aIUTHl HHYOPMAIMH U UX OCOOEHHOCTH.

B uem 3axmodaeTcsi CyIHOCTh METOJIOB 3aIUTEI OT CIIyYalHBIX yTpo3?

Jaiite ompeneneHne MOHATHAM HICHTU(QUKAINN W ayTSHTH (] HKAIHH.

IlepeuncTnTe OCHOBHBIE BUBI ayTCHTH(NKAIIHN.

B gem 3akmogaeTcs MOBBIIIEHHE HAEKHOCTH M 0TKa30yCTOWIMBOCTH MH(OPMAIIMOHHBIX CHCTEM ?
Kakyro posb Urpaet moAroToBICHHOCTh MEPCOHANA B IIOCTPOCHUH CHUCTEMBI 3alUThl HHpOpMannuu?
Kakme MeTompI M cpeacTBa HWCHONB3YIOTCS UI1 OpPTaHW3ALUH MPOTUBOJICHCTBHS TPaJUIIHOHHBIM METOJaM

LIMHOHAXKA U IMBEPCUIi?

HHIO.
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79.

. Packpoiite 0cOOEHHOCTb TOCTPOCHUS 3AIUTE OT HECAHKIIMOHMPOBAHHOTO IOCTyMa

Kaxne meTtoms! 3ammtel HHQOPMAIIMH OTHOCSTCS K KPUIITOTP ah HIECKUM ?

Jaiite onpezneneHre KpUNTOJIOTUN.

Kakue Tpu OCHOBHBIX HEepHO/a KPUITOJIOTUU BHI 3HaeTe?

OOBsICHUTE TOHATHE KKPUMNTOJIOTHUECKUH aIrOPUTM».

Uro Takoe xpunrtorpadus?

IpuBemuTe OCHOBHYIO KIACCHU(HKAIIMIO KPUITOTPA(PHIECKIX METOIOB.

KakoBa cyTs mpeoOpa3oBaHuil mepecTaHOBKU U 3aMEHBI?

Yro coboil npeacTaBisiroT wWUdpoBaHue U Aemudpopanme?

[Jaiite onpeneneHrne aHATUTUYECKOMY NpeoOpa30BaHUIO, TAaMMHUPOBAHUIO U KOMOMHUPOBAaHHOMY MIKU(pPOBa-

YT0o Takoe CHCTEMBI C OTKPBITBIMH KIIIOUaMu?

[puBemuTe CTPYKTYPHYIO CXeMy Ipoiiecca MH(POBAHHS C OTKPHITHIM KIFOYOM.

[Haiite onpeneneHne CTOMKOCTH KPUMTOCUCTEMBI.

[puBemmTe OCHOBHBIC MPOTPAaMMHO-aMIIApaTHBIC Pealn3aliy IH(POB.

B 4ewm 3akmouaetcs cyth DES-anroputma? KakoBbl ero oco6eHHOCTH?

B kakux pexxumax MoxxeT pabotath DES-anroputm?

JaiiTe ommcaHWe OTEUYECTBEHHOTO aJTOpHUTMa KpHumrorpadudeckoro mnpeobdpasosanus maHHBX ([OCT 28147

- 89) ¥ ero OTIMYHUTETBHBIX 0COOCHHOCTEH.

BCETO

80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.

KakuMu xapakTepHCTHKaM¥ OIEHUBACTCS CTOMKOCTh KPUNTOTPAa)UIECKUX CHCTEM?
B gewm 3akmouaetcs CyTh 3JIEKTPOHHOU U POBOH MO TUCH?

Kax mpoBepseTcs 1enocTHOCTh coo0meHns?

JlaliTe onpezeseHne MeXCETeBOTO dKpaHa.

HazoBute TUIBI MEXCETEBBIX IKPAHOB.

OOBsICHNTE PAa3MHIUS MEXKIy MEKCETeBEIMU YKPAHAMHU PA3HBIX THIIOB.
OO0BsICHUTE TPEUMYIECTBA BUPTyIbHBIX CETEH.

Ha3oBuTe KOMIIOHEHTH! BUPTYaJIbHOM CETH.

OO0BsiCHHTE Ha3HAYCHHE UM HUINTAPU3UPOBAaHHON 30HEI (DMZ).
Ha3oBute memm MCTONB30BAHUS CHCTEMBI 00HAPYKEHUS BTOPIKEHHH.
Ha3zoBuTte OCHOBHBIE TUIIBI CHCTEM OOHAPYIKEHUS BTOPIKEHUH.
VYxkaxute npeumyniectsa U Hegoctatku NIDS.

3.5 TecToBble 3agaHust

3.5.1 KomuecTBO TECTOBBIX BOTIPOCOB:

156



o pazzaeny |1 30

1o paszzaeny 2 22
1o pazzaeny 3 25
no pasneny 4 17
1o pazzeny 5 41
no pazzaeny 6 21

3.5.2 CtpykTypa TECTOB M BpeMs Ha BBIIOJHCHUE:
TecThl MO OTACIBHBIM pa3jieliaM JOJDKHBI BKITFOYAThH CIIEAYIONIEE KOJMIECTBO BOMPOCOB:

Bpewms Ha BBITIOTHEHHE TeCTa,
Howmep paznena KomuuecTBo Bommpocos ML
Paszmen Nel 30 30
Paszmen No2 22 20
Paszmen Ne3 25 25
Pazmen Ned 17 15
Paznmenr NS 41 40
Paznen Nob 21 20
HrtoroBsiii TECT NOJHKEH coAepkarh 45 BOMPOCOB:
KonnyecTBo Bonpocos
Bpewms na
BH’H nu3 nu3 nu3 nu3 nu3 n3 BBIIIOJIHEHUE
TeCTd | paspena | paspmena | pasnena | pasmena | pasmena | pasmena | Beero TecTa
Nel No2 Ne3 Ne4 Nob Nob6
Hrorosmii 9 7 8 5 10 6 45 45

3.5.3 Comepxanre TECTOBBIX 3aJaHUN
Pa3nesnt Nel-Und opmanmonnasi 6e30MacHOCTD

1. Hudopmanus, HeCaHKIIMOHMPOBAHHOE KOMTMPOBAaHNUE, XUILEHUE, pa3IIallleHue (paclpocTpaH eHuE,
oIyOJIMKOBaHUE), MOIU (PUKALIMS, YHUUTOKEHUE UITU UCII0Ib30BaHUE KOTOPOH MOYKET HaHECTU
CYLLIECTBEHHBI MOPAJIBHBIN UM MaTepHAJIbHBIN yIIIepO €€ COOCTBEHHUKY WJIU BIIaJIeNblly, a TaK-
e TPEThel CTOPOHE, MHTEPECHl KOTOPOW AaHHas HH(OpMAIUs 3aTparuBaeT, Ha3bIBACTCSL:

KpUTHYHOU MH(pOpMaLnei
nHpopmaluei o0Iero 1ocTymna
[1€PCOHAJIBLHBIMU IaHHBIMU

2. YKaxuTe KaTeropuu IEHHOCTH MH(OpMaLINK ¢ TOYKH 3peHUs] HHPOPMAIIMOHHOM 0€30MMacHOCTH:

KOH (b1 IeHIIMabHOCTh
L[EJIOCTHOCTb
CTaTUYHOCTb
JOCTYITHOCTb
ayTEHTUYHOCTh
aJIeKBaTHOCTb
anmneIupyeMocThb

3. Kareropus neHHOCTH HH(pOpPMAIUHU, OIIPENENISIONAs TapaHTHIO TOTO, YTO HCTOUHUKOM HMH(opMa-
LIUU ABJISIETCA UMEHHO TO JIMII0, KOTOPOE 3asBJIEHO KaK €€ aBTOP, Ha3bIB AETCSL:

ayTEHTUYHOCTh
anmneIupyeMocThb
JOCTOBEPHOCTh

10




4. AyTEeHTUYHOCTH CBSI3aHA:
C IPOBEPKOM IIpaB 10CTyIa
C JI0Ka3aTeIbCTBOM aBTOPCTBA JOKyMEHTA
C UI3BMEHEHUEM aBTOPCTBA JIOKyMEHTA
C KOHTPOJIEM LE€JIOCTHOCTH JaHHBIX
Kareropus nenHOCTH HH(MOPMAITNH, TApAaHTHUPYIOLAS], YTO MPH HEOOXOAMMOCTHA MOXHO JJOKa3aTh,
YTO aBTOPOM COOOIICHUS SBJISETCS MMEHHO 3aBJICHHBIN YEIOBEK, 1 HE MOXKET SBJIATHCS HUKTO
JPYroii, Ha3bIBAETC:
ayTeHTUYHOCTh
anIenaupyeMocCThb
JIOCTOBEPHOCTh
6. YOBITKU, KOTOpbIE MOTYT BO3HUKHYTH BCJIE/ICTBUE BHECEHU S U3MEHEHUH B MHQOPM alluIo, €ClIn
dakT MoauduUKauK HE OB OOHAPYKEH, HA3bIBAOTCS:
CTOMMOCTb CKPBITOTO HapyLUIeHUsI LETOCTHOCTH
CTOMMOCTbB YTpaThbl
CTOMMOCTb ITOTEPH KOH (P I€HIIMATBbHOCTH
[NoTeHmuanbHblie YOBITKH, KOTOPBIE TIOHECET BiIaieNel] HHPOPMAaIlUU, €CITU K Hel MoTydaT HeaB-
TOPU30BAHHBIN JOCTYI CTOPOHHHUE JINIIA, Ha3bl BAIOTCS:
CTOMMOCTB CKPBITOTO HapyLIEHUsI LETOCTHOCTH
CTOMMOCTb yTpaThbl
CTOMMOCTb ITOTEPU KOH (PUACHIINATBHOCTH
VYiepd OT MOJHOTO UM YACTHYHOTO pa3pyllieHus] HHHOPMAallMi Ha3bIBACTCSL:
CTOMMOCTb CKPBITOTO HapyLUIeHUsI LETOCTHOCTH
CTOMMOCTb yTpaThl
CTOMMOCTb ITOTEPH KOH (U ICHIINATbHOCTH
9. Yro He sBisIeTCS NpeAHAMEPEHHBIM BO3ICHCTBMEM Ha HHPOPMAIITMOHHYIO CUCTEMY:
o00p mapoJs
nepexsaT HHGOPMaIUH
XuleHue HHpOpMauu
MoauUKamus uH(popMaum
CTUXUIHBIE OCICTBUS
10. YUro He sBJISIETCS TPUIMHOM CITydaifHBIX BO3/ICHCTBHH Ha HH(POPMAITHUOHH YIO CHCTEMY:
o00p MapoJs
OTKa3bl ¥ cOOU armaparypbl
OIMOKH TepcoHasa
IIOMEXU B JIMHUSIX CBSI3U M3-3a BO3ACHCTBUII BHEUIHEN CPE/Ibl
11. Vkaxkute myTH HECAaHKIIMOHUPOBAHHOM nepenaun nHGopManmu:
XULIEHUE HOocuTene nHdopmanuu
HEIIaCHBIM TPOCMOTp MH(pOpMAINH, 0OTOOpaXKeHHON Ha MOHMTOpe DBM
MOJKITIOUEHHUE K YCTPOHCTBAM Iepenaun, 00paboTKu M XpaHEHUs1 HH(POPMALMK CTIeHHa H-
3UpPOBAHHBIX AllAPATHBIX CPECTB
BHEJPEHUE PE3UICHTHBIX IPOrpaMM
pEerucTpanys U aHaJIu3 MOOOYHBIX 3JIEKTPOMAarHUTHBIX U3YY€HUH CPEICTB JIEKTPOHHO -
BBIUHCIIUTENIbHON TEXHUKH, CBSI3U U TEJIEKOMMYHHKAIIUN
YCTaHOBKA MOACTYIIMBAIOLMX U NEPEeNaoNMX YCTPONCTB
pacnpocTpaHeHne HH(POPMALUK €€ BJIaJIeNbLEM
12. Vkaxkute cocTaBJistonpe nHPopMaIMOHHON 6e301MacHOCTH:
JOCTYHOCTh MH(opMannu
L[EJIOCTHOCTh HH(pOpMAIUU
KOH(HACHITUAIEHOCTh HH(OpMaIuu
MpOBEpKa MpaB JA0CTyNa K HHPOPMALIUH
BBISIBIICHUE HAPYIIUTEIICH

o

~

o
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Kondu nennmaabHOCTh HHPOPMAIIMU TAPAaHTUPYET:

JOCTYITHOCTbh MH(pOPMAIIH TOJIBKO TOMY KPYTy JIMLL, U1l KOTO OHA IIpeHa3HayeHa

3alMIIEHHOCTh UH(OPMAIIUU OT TOTEPH

JOCTYHOCTh MH(OpPMAIHU TOJIBKO aBTOPY
[oTeH1manbHO BO3MOXKHOE COOBITHE, TIPOLIECC UITH SIBJICHHE, KOTOPbIE MOTYT IIPUBECTHU K YH U~
YTOXXEHUIO, YTPaTe IeIOCTHOCTH, KOH(PHISHIIMATBHOCTH HIIM JOCTYITHOCTH WH(OPMAIIUN HA3 bI-
BaeTCs:

yrpo3oit nHGOpMalMOHHON 0€30IaCHOCTH

HECAaHKIIMOHUPOBAHHBIM JIOCTYIIOM K WH(OpMaIuu

(danscudukanuer nHGOpMATUU
3anMIneHHOCTh WH(OPMAIIMU U MTOAICPKUBAIOIICH €€ HHPPACTPYKTYPHl OT CIy4alHBIX MU
peTHaMEPEHHBIX BO3/ICHCTBUI €CTECTBEHHOTO MITH MCKYCCTBEHHOTO XapaKTepa, KOTOPbIE MOTYT
HaHECTH yIiepO BIaJieNbliaM WU MOJIb30BATENsIM HH(GOPMAlUU Ha3bIBACTCSL:

nH(opMarmoHHOM 0€301MacHOCTHIO

KOMITBIOTEPHOM 0€3011aCHOCThIO

3aMTON WHQpOpMAIUU

3alMTON TOCYIapCTBEHHOW TAHbI
Komruteke cpeicTB 1 METOI0B, HAIIPaBJICHHBIX Ha IIPEAOTBPAICHIE yrpo3 WH(OpMaImOHHON
0€30MacHOCTH U YCTpaHEHHUE X MOCIEeICTBUM, Ha3bIBACTCS:

3aIMTON MHpOPMALHH

KOMITBIOTEPHOM 0€3011aCHOCThIO

nH(opMarmoHHON 0€30MaCHOCTHIO

3aIlMTON TOCYHapCTBEHHOW TAHbI
YTo 13 mepevyrcleHHOro SBJISIeTCS 3a1a4eil nH(popMaIlMOHHOM 6e301acHOCTH:

3aIlMTa TEXHUYECKUX U MPOTPaMMHBIX CPEJICTB MH(POPMATU3ALUH OT ONIMOOUHBIX JIeHCTBUI

repcoHana

yCTpaHEHHE HEHCIIPABHOCTEHN anmnapaTHbIX CPEJCTB

yCTpaHEHHE MOCIECTBUM CTUXHUITHBIX O€CTBU I

BOCCTAHOBJICHUE JIMHUH CBSI3U
JlocTynmHOCTh MH(pOpPMAIIUU TApAaHTUPYET:

noyryueHue TpedyeMoit HH(pOpMAaINH 32 OIPEICTICHHOE BpEMsI

HEU3MEHHOCTh MH(OPMAITNH B TI000€ BpeMs

noxydeHue Tpedyemoit nHGOpMaluy 3a HeoMpeaeIeHHOE BpeMsl

3alMIIEHHOCTh UH(OPMAIIUU OT BO3MOXHBIX YTPO3
HenoctHocTh nHGOPMaUK TapaHTUPYET:

CYILIECTBOBaHME WH(POPMAIIUU B UCXOJTHOM BUJE

MPUHAIISKHOCTh HH(GOPMAITUU aBTOPY

JOCTYN WHGOPMAITUU OTIPEICTICHHOMY KPYI'y MOJIb30BaTENICH

3alMIIEHHOCTh UH(OPMAIIMU OT HECAHKLIMOHMPOBAHHOIO 10CTyNa
[pouecc pacrio3HaBaHM MOJIB30BATENSI ABTOMATU3UPOBAHHON CUCTEMOH, IJIsl YETO MPEAbSIBISCT-
Csl yHUKaJIbHOE MMsl, Ha3bIBACTCS:

uIeHTU UKALIH el

ayTeHTH (UKaIeH

cepTuduKamen
[pouenypa npoBepku MOVIMHHOCTH, IPEHA3HAUYCHHAs JUTl OATBEPKACHUS HCTUHHOCTH MO b-
30BaTeNs, MPEIBbIBUBIIECTO UICHTH(PHKATOP, Ha3bIBACTCS:

UIeHTHUKAITU T

ayTeHTH UKaIei

KOHTPOJIEM JIOCTYTIa
Wnentudukanus u ayreHTUQUKALUT TPUMEHSIOTCSL:

IUIsL OTPAaHUYEHHMS IOCTYNA CIIy4allHBIX U HE3aKOHHBIX CYObEKTOB K MH(MOPMAIIMOHHOM CH-

creme
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24.

25

26

27

28

29

30

JUTSI 3alIUTHI OT KOMITBIOTEPHBIX BUPYCOB
IUIs 00ecIieyeH sl IETOCTHOCTH JaHHBIX

. [lpucBoenue cyobekraM UACHTU(PUKATOPOB U (MIIM) CPAaBHEHUE MPEIBSBIEMBIX UACHTH(DHUKATO-
POB C MepeyHeM UACHTU(PUKATOPOB, BJIAJIEIbIbl KOTOPHIX AOMYIICHBI K HHGOpMAIIMOHHOI cucTe-
M€, Ha3bIBACTCS:

WICHTU QU KATTHCH
ayTeHTH PUKaI e
AyTEeHTUYHOCTBIO
KOH(HIEHIIN aTBHOCTHIO

Pesynprarom peanuzanuu yrpo3 nHGOPMAIMOHHOMN 0€301MaCHOCTH MOKET ObITh:

YHUYTO)KEHUE YCTPOHCTB BBOJIa-BbIBOIAa MH(OpMAIITU
HECAHKIMOHUPOBAHHBIN TOCTYI K HHPOpMaLlUU
M3MEeHeHHue KoHurypauuu nepudepuitHbIX yCTpoicTB

. Yrpo3a nepexsara JJaHHbIX MOXKET MPUBECTH

K HapyLEHUIO JTIOCTYITHOCTH JIaHHBIX
K OTKa3y B OOCIy)XHBaHUU
K HapyIIeHUIO KOHQUICHIIHATBHOCTH TaHHBIX

. Unentudurkanus u ayreHTHUKAIUS TPUMEHSIOTCS:

JUTSI TIOBBIIICHU ST (PU3UYECKON 3Tl HHQPOPMAITOHHON CUCTEMBI

JUIS OTPaHUYEHUS JOCTYMA CIy4alHBIX U HE3aKOHHBIX CYOBEKTOB K HH(MOPMAIIMOHHOMU CH-
cTeme

JUTSI 3aIIATHI OT KOMITBIOTEPHBIX BUPYCOB

IU1 00ecIieyeH s LETOCTHOCTH JaHHBIX

. Ilogbepute CIIOBO K JAHHOMY OIpeeIIeHHI0: 7?77 - TpOBEpKa MPUHAIICKHOCTH CYOBEKTY TPEIb-
SIBJICHHOTO UM UJCHTU(UKATOPA W MOATBEPKICHUE €r0 MOUIMHHOCTH

ayTeHTH U KA U ST

W JICHTHUKAITUS
I[ETIOCTHOCTh

KOH(U ICHITUATTBHOCTh

. [lonGepute c10BO K JaHHOMY ONpeAeTeHHIO : 77?7 - MpUCBOEHUE CYObEKTaM JIMYHOTO UICHTH U~
KaTopa U CPaBHEHME €T0 C 3aJaHHBIM

ayTeHTUUKAIUS
UJIeHTU (DUKALTAS
ayTEeHTUYHOCTb

KOH (b1 IeHIIMaNbHOCTh

. UTO 13 mepeuncIeHHOro SBIISETCS COCTABIISIONIEH WHMOPMAIMOHHOM O€301MacCHOCTH ?

L[E€JIOCTHOCTh MH(pOpMauu
HECAaHKIIMOHHUPOBAHHBIN TOCTYN K NHPOPMAIINH;
CaHKLIMOHMPOBAHHBIN JJOCTYI K MH(pOpMALIH;
aHTUBMPYCHas 3aIlMTa

. OnHoit n3 3a1a4 nHPOPMAITMOHHOK 0€301TacCHOCTH SBJIsIeTCs 7?7 — 3TO COBOKYIMTHOCTh METOJIOB U
CPENCTB, MPeIHA3HAYEHHBIX JJI1 OTPAHUYEHUSI JOCTYIIa K pecypcam

KOHTPOJIb JIOCTYyINa
cepTuUKaIus
CEKPETHOCTb

Paznennt No2- Yrpo3sl uH(opMannoHHoi 6e30NnacHOCTH
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10.

Pesynbrarom peanmzanuu yrpo3 uHGOpPMAIIMOHHOM O€30IMaCHOCTH MOYKET OBITh:
YHUUTOKEHUE YCTPOICTB BBOIa-BbIBOAA MH(MOPMAIIUH
HECaHKI[MOHUPOBAHHBIN TOCTYIT K HHPOPMAITUU
W3MEHEeHHE KOHPUTYpalu nepudepuiiHbIX YCTPOMCTB
VYrpo3a nepexBara JaHHBIX MOKET MPUBECTH:
K HapyIICHUIO JIOCTYITHOCTH JaHHBIX
K OTKa3y B 0OCTyKMBaHUU
K HapyIICHUIO KOH(HACHIINAIBHOCTH JaHHBIX
Nnentudukanus u ayrTeHTHPUKAIUS TTPUMCHSFOTCSL:
JUIS TIOBBIILICHUSI PU3NYECKON 3alMThl HHGOPMAIIMOHHON CHCTEMBI
JUIS OTPAaHUYCHUS JOCTYMA CIy4alHBIX U HE3aKOHHBIX CYOBEKTOB K HH(MOPMAIIMOHHOU CH-
creme
JUIS 3aIMTHI OT KOMITBIOTEPHBIX BUPYCOB
I 00ecTieueHH s IeTTOCTHOCTH JaHHBIX
[TonGepuTe cnoBO K JTaHHOMY ompeaeneHuto: 7?7 - mpoBepka MPUHAIEKHOCTH CYOBEKTY TPEIb-
SIBJICHHOTO UM UJEHTU(UKATOpA U MOATBEPKICHUE €ro MOUIMHHOCTH.
ayTeHTHUKAIUS
W JICHTHUKAITUS
1[ETIOCTHOCTD
KOH(U ICHITUATTBHOCTh
[TonGepuTe CIO0BO K TAaHHOMY OMPENCTICHUIO : ?7?7? - MPUCBOCHUE CYOBEKTaM JIMYHOTO UICHTH (U~
KaTopa U CpaBHEHUE €ro C 3aJaHHBIM.
ayTeHTH (UKAITIS
W JICHTHUKAITUS
ayTeHTUYHOCTh
KOH(HUACHITUAIEHOCTh
Urto u3 nmepeuncaeHHOro SBIISETCS COCTABIISIIONICH WH(POpMaImOHHOM 6e30macHOCTH ?
1[eTI0OCTHOCTh HH(pOPMAITUU
HECAaHKIIMOHUPOBAHHBIN TOCTYIT K MH(POPMAITUH;
CaHKI[MOHUPOBAHHBIN JOCTYN K MHGOPMaIIUH;
AHTUBHPYCHAS 3aITa
OnHo u3 3a1a4 nHGOPMAIMOHHOM O€30MMaCHOCTH SBJISETCS 77?7 — 3TO COBOKYITHOCTh METOJ/IOB U
CPEICTB, MpeIHa3HAYEHHBIX JUIsl OTPAHUYEHHUS TOCTYIa K pecypcaM
KOHTPOJIb IOCTYIIa
cepTuuKaIus
CEKPETHOCTh
[Mon urpopMannoHHON 6€30mMacHOCTHIO (0€30MacHOCTHI0 HH(POPMAITUH ) TOHIUMAE TCS:
KOMILICKC OpTaHW3aI[MOHHO-TEXHUUECKIX MEPOIIPUSTHH, 00SCIICUNBAIOIIMX COXPAaHHOCTh
HH(POPMAIIMOHHBIX PECYPCOB;
COCTOSIHHE, ITPU KOTOPOM OTCYTCTBYIOT SIBHBIC M CKPBITHIC YIPO3bl HH(MOPMAITHOHHBIM P €-
cypcam;
COCTOSIHHE 3alMIIEHHOCTH WH(GOPMAIMOHHOM Cpeibl 00IIecTBa
UYro Takoe yrposa?
MOTEHI[MAJIbHO WJIM PEAIbHO CYIIECTBYIONME BO3CHCTBUSA Ha HHPOPMAIIUOHHYIO CUCTEMY,
MPUBOJISIIME K MATEPHATBHOMY UK MOPATLHOMY YILIEpOY;
BO3/ICHCTBUE, HaHEcIIee yiepd WHEOOPMAIIMOHHOM CUCTEME;
JIOCTOBEPHBIE CBEJICHUS O 3JI0YMBIIUICHHBIX JEHCTBUAX B OTHOLICHUU WH(POPMAIIMOHHOMN
CUCTEMBI.
BeckoHTpOJIEHBI BBIXO]T KOH (DU ACHIIMAITBHON HHQPOPMAIIUH 32 TIPEICITBl OPraHU3 MU WITH Kpyra
JUI, KOTOPBIM OHa ObljIa I0BEpeHa — 3TO:
pasriaimeHue;
YTEUKa;
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11.

12.

13.

14.

15.

16.

17.

18.

19.

HECAHKIIMOHUPOBAHHBIN JIOCTYII.
VYMBbIIUICHHBIE WJIM HEOCTOPOKHBIE ICHCTBUS C KOH (DU ICHIIUAIIbHBIMU CBEICHUSMHU, IPUBE/IIINE K
O3HAKOMJIEHUIO C HUMHU JIULL, HE JONYLIEHHbIX K HUM — 3TO:
pasmianeHue;
yTEUKa;
HECAHKIMOHUPOBAHHBIN JOCTYII.
[IpoTuBOIpaBHOE MpETHAMEPEHHOE OBJIa/ICHUE KOH(U ICHITUATFHON WHPOpMAaIIHEH TUIIOM, HE
MMEIOLIMM IIPaBa J0CTYNa K OXPaHsSIEMbIM CEKpEeTaM —3TO:
pasrialeHue;
yTEeUKa;
HECAaHKLIMOHUPOBAHHBIN TOCTYII.
B uem BbIpaxatoTcs yrpo3sl HHGOpMaLMOHHOM 6€3011acHOCTH
B HapyIIeHNU KOH(PUICHIIUATbHOCTH, I[EJIOCTHOCTU U JIOCTYITHOCTH;
B HECAaHKIIMOHUPOBAHHOM pasrialllieHuy HH(POPMALIIH;
B YHMUYTO>XEHUH UHPOpMaILINK;
B HE3aKOHHOM M3MEHEHUH (MOAU(UKAITUN ) HH(OPMALIHH.
Meponpustus 1o GopMHUPOBAHNIO OCO3HAHHOTO OTHOIICHUSI COTPYAHHKOB K 00€CTICUeHUI0 N H-
dopMaroOHHOM 6€301MaCHOCTH OTHOCATCS K:
MIPEAYNPEXRIECHUIO YTPO3;
BBISIBJICHUIO YTPO3;
JIOKAJIU3allH YIPO3;
JMKBU LMY TOCIIEACTBUI YIpO3.
Haxomuienue cBeenuit 06 yrpo3zax nHQOpMarmoHHO 0€301MacCHOCTH U X aHAJTMTHYECKast 00p a-
00TKa OTHOCUTCA K:
IIPEAYNPEXIECHUIO YTPO3;
BBISIBJICHUIO YTPO3;
JIOKAJIN3aliH YIPO3;
JMKBUIALUY TOCIIEACTBUI YIpO3.
JleficTBus, HAaNIpaBJIEHHBIE HA YCTPAHEHUE AEUCTBYIOIIEH YrpOo3bl M KOHKPETHBIX IPECTYITHBIX
NENCTBUU OTHOCATCH K:
MPEAYNPEXRIECHUIO YTPO3;
BBISIBJICHUIO YTPO3;
JIOKAJIU3al U yIPO3;
JINKBU AWM ITOCIIEICTBUM YIPO3.
JleiicTBUSI 10 BOCCTAHOBJIEHUIO COCTOSIHU S, TIPE/IIIECTBOBABIIETO BO3HUKHOBEHUIO YIPO3bl, OTH O-
CATCS K:
MIPEAYNPEXIECHUIO YTPO3;
BBISIBJICHUIO YTPO3;
JIOKaJIM3aliK YIpo3;
JINKBU AWM ITOCIIEICTBUM YIpO3.
OCHOBHBIMH MEPOITPUATHUSIMHU MO 3aIUTE OT pa3MIalleHUs SABJISIETCS:
pa3paboTKa MepeyHs CBeIeHU M, COCTaBIISIIONIMX KOMMEPUYECKYIO TallHYy MpeAIpUsATHSL.
JIOBE/ICHUE NTEPEUHS CBEICHUM, COCTaBIISIOIIMX KOMMEPUECKYIO TalHY /10 KaX/10Iro0 COTpY/I-
HUKa, JOMYIICHHOTO K HUM, C 0053aT€IbCTBOM 3TOTO COTPYIHUKA COXPAaHSITh KOMMEPUECKYIO
TalHYy.
KOHTPOJIb 3@ COXPaHHOCTBIO KOMMEPUYECKUX CEKPETOB.
BC€, IIEPEYUCIICHHBIE BBIILIE MEPOIPUATH.
3anmTa OT YTeUkd KOHQUICHIHATbHOW HH(POPMALIUH CBOAUTCS K:
BBISIBJICHUIO, YUETY U KOHTPOJIIO BO3MOYKHBIX KAHAJIOB YT€UKH B KOHKPETHBIX YCIIOB USIX;
MPOBEJICHUIO OPraHNU3al[MOHHBIX, OPTaHU3AUOHHO -TEXHUYECKUX U TEXHUYECKUX MEPOIPH-
SATUN 0 JUKBUIALMH KAaHAJIOB YTEUKH;
KOMILJIEKCHOE BBITTOJIHEHUE MEPOIPUSATHH.
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20. 3ammTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTYNA K KOH(puaeHIInanIbHON HH(popManuu odecrieunBaeT-
Csl BBITIOJTHEHUEM:
TOJIBKO OpPTaHHU3allHOHHBIX MEPOIIPUSTHIH;
TOJIBKO TEXHUYECKHX MEPOIPHSITHIA;
OpraHU3AIMOHHBIX U TEXHUYECKUX MEPONPHUSATHIA.
21. OmpeneneHne COCTOSIHUSI TEXHHUECKOH 0e30MmacHOCTH 00BhEKTa OTHOCUTCS K:
OpTaHU3aI[MOHHBIM MEPOTIPUSTHUSIM,
TEXHUYECKUM MEPOTPHUSITHSIM;
OpraHu3allnOHHO-TEXHUYCCKUM MEPOIIPUATUAM.
22. Kaxoii u3 MpUHIHIIOB HEIIeJIeCO00pa3HO CIIOIb30BATh IIPU OPTraHU3aIMH 3aIM Tl ¥ HHOpMAIIHH:
NpuHOUII KOJIJIEKTUBHOU OTBCTCTBCHHOCTH,
IpUHOUII HepCOHaﬂbHOﬁ OTBCTCTBCHHOCTH,
MPUHIUIT MAKCUMAJIbHOTO OTPaHUYCHHUS IOMTyCKa K WH(opMaIuu.

Pa3znen Ne3. KomnbloTe pHble mpecTynieHUsl 1 MX 0c00e HHOCTH

1. VYrosoBHO Haka3zyemble OOILIECTBEHHO OIMACHbIE IEHCTBHS, B KOTOPhIX MallMHHAas UHGOpMaLUs
SBIIIETCS OOBEKTOM MOCATATEIbCTBA, HA3bIBAIOT:
KOMITBIOTEPHBIM MPECTYIIICHUEM
HECAaHKIIMOHUPOBAHHBIM JeH CTBHEM
KOMITBIOTEPHBIM MOILIECHHUYECTBOM
2. Jliobas mporpaMma, HalMCaHHAsA C IeJbI0 HAaHECEHUs yiepOa MIIM MCIOJIb30BaHUS PECYpCOB aTa-
KyeMOIo KOMIIBIOTEpa, Ha3bIBAETCs:
BPEIOHOCHOM ITPOrpaMMou
KOMITBIOTEPHBIM BUPYCOM
MPOrpaMMHOM 3aKIaKON
3. Kiacc nmporpamm, criocoOHBIX K CAMOPA3MHOXKEHHIO U CaMOMOAX (pUKaLuK B paboTaroiiel Bbl-
YUCIUTEIBHOM CpeJie U BBI3bIBAIOIIMX HEXKeJaTeNbHbIe JAJIs T0JIb30BaTeNlel JeiCTBU S, Ha3bIBaET-
csl:
KOMITBIOTEPHBIM BUPYCOM
MPOrPaMMHOM 3aKIaIKON
TPOSIHCKOW TTpOorpaMMoi
4, YKaxXuTe MOCIeI0BATEIbHOCTh ITAOB JKU3HEHHOTO IMKIIA KOMITBIOTEPHOTO BHpYCa:
BHepeHue (MHQUIIMpOBaHUE)
MHKYyOallMOHHBIN epuoz
camMOpa3MHOKeHUe (penpoayliupOBaHuE)
BBITIOJTHEHHU E CTIEITUATBHBIX (PYHKINH
MPOSIBIICHUE
5. Tlo cpene obuTaHUS KOMITBIOTEPHBIE BUPYCHI TOAPA3ICISAIOT Ha:
(haiiIoBBIC BUPYCHI
3arpy304HbIe BUPYCHI
(aitnoBo-3arpy30uHble BUPYCHI
CETEBbIE BUPYCHI
MOJIMMOP(HBIE BUPYCHI
CTEJIC-BUPYCHI
6. JlocTatouHo TpynHO OOHAPYKUMBbIE BUPYCHI, HE UMEIOLIME CUTHATYP, TO €CTh HE COJEpKalle HU
OJIHOTO IOCTOSIHHOTO yJacTKa KOZa, 3TO:
MOJIMMOPUK-BUPYCHI
CTEeJIC-BUPYCHI
MaKpO-BUPYCHI
KOHCTPYKTOPBI BUPYCOB
7. Buj MHTEpHET-MOIIEHHHUYECTBA, LI€JIbI0 KOTOPOTO SABJISIETCS MOJydYeHHUE 10CTyNa K KOH(pUAESHI U~
IBHBIM JAHHBIM IIOJIB30BATENIeH — JIOTMHAM M apOJIsM:
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10.

11.

12.

13.

14.

15.

16.

unmHT
bapmMuHT
KapHHT
CKUMMUHT
??7? — 3TO BUPYCHI, 3apakarolye ¢ailyibl HEKOTOPBIX cucTeM 00paboTku 1okymMeHTOB (MS Word,
MS Excel), koTopble UMEIOT BCTPOEHHBIE MAKPO-SA3bIKH
Macro-BUpPYyChI
CTEJIC-BUPYCHI
MOJTUMOP(PUK-BUPYChI
77?7 MacCKUpPYIOT CBOE MMPHUCYTCTBUE MyTeM repexsaTta oopameHnii OC K mopakeHHBIM (aiiaM,
cexropaM u nepeaapecyror OC K He3apa)KeHHbIM y4acTKam
MacCro-BUpPyCHI
CTEJIC-BUPYCHI
MOJIMMOP(UK-BUPYCHI
??7? - 5TO KOMITBIOTEPHBIE BUPYCHI, KOTOPBIE PACIIPOCTPAHSIOTCS B KOMITBIOTEPHBIX CETSX U HE U 3-
MEHSIOT (haiiiIbl MM CEKTOPBI Ha JMCKaxX
MacCro-BUpPyCHI
BHPYCHI-UEPBH
MOJIMMOP(UK-BUPYCHI
Kakoii u3 BUpycoB npu HHPUITUPOBAHUH KOMITBIOTEPA OCTABJISIET B OTIEPATUBHON MTAMSATH CBOIO
4acThb, KOTOpasl 3aTe€M IepeXBaThIBAET OOpaIlEHUsI ONEePallMOHHON CUCTEMBI K 00BEKTaM 3apax e-
HUS U BHEIPSETCSA B HUX?
HEPE3UICHTHBINA BUPYC
(haliJTIOBBIN BUPYC
PE3UICHTHBIN BUPYC
3arpy304HbIN BUPYC
CamonmdpoBaHue U MOJIUMOPOUIHOCTD UCTIONB3YIOTCS IS
caMOpa3MHOKEHU s BUpyca
MaKCHUMAaJIbHOTO YCJIOKHEHUS MPOIEAYphl OOHApYKEHUS BUpYCa
pacumpoBKU Tel BUpyca
JUISL CKPBITHS IEHCTBUN aHTUBUPYCHOM IIPOrPaMMBbI
OnHuM n3 Hanbonee SPPeKTUBHBIX CIOCOO0B OOPHOBI C BUPYCaMU SIBIISETCSL:
HCI0JIb30BaHNE aHTUBUPYCHOTO TPOIrPAaMMHOTO 00eCIIeUeHHUsI
npo(UIaKTHKA KOMIBIOTEPHBIX BUPYCOB
OTpaHUYEHHUE IOCTyNa moJib3oBareneid kK 9BM
uMgpoBaHue TaHHBIX
??7? - 3TO MporpamMma, CKppITHO BHEIPEHHAS B 3aALUMIICHHYIO CUCTEMY U IO3BOJISIIONIAS 3JI0YMBI I1I-
JICHHUKY, ITyTeM MOJIU(HUKALUU CBOWCTB CHUCTEMBI 3aIlUThI, OCYILECTBIISATh HECAHKLIMOHUPOBAH-
HBIN JOCTYN K pecypcaMm CHCTEMBbI
IporpaMMHasi 3aKjiajika
TPOSIHCKasl Tporpamma
CTEJIC-BUPYC
K nectpykTuBHBIM JEMCTBUSM, OCYIIECTBIIIEMBIM ITPOTPAMMHBIMU 3aKIaIKAMH OTH OCSTCSL:
KONTMPOBaHME KOH(DHACHITNATbHON WHGOpMAITUU
M3MEHEHHE aJITOPUTMOB (DyHKIIHOHUPOBAHHUSI CUCTEMHBIX, TPUKIATIHBIX U CIY)KEOHBIX Ip O-
rpamMm
HaBsI3bIBAaHUE ONPE/ICTIEHHBIX PEXKUMOB PaOOTHI
YMEHBIIAIOT 00beM CBOOOIHOM MaMsTH Ha TUCKE B PE3yJbTAaTe CBOETO PaclpoCTpaH eHUs
CHUXAIOT A(PeKTUBHOCTh (DyHKIIMOHUPOBAHUSI KOMITBIOTEPHON CHCTEMBbI
ConocTraBbTe BU/JI TPOrPAMMHOM 3aKIaIKH C €€ JIEHCTBUEM:
L1: mporpaMMHbI€ 3aKi1aKi-UMUTATOPBI
L2: 3amackupoBaHHBIE TPOTPaMMHBIE 3aKJIaIKU
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L3:
R1: unrepdeiic coBnanaer ¢ HHTEpPeiicOM HEKOTOPBIX CIIYKEOHBIX MPOrpaMM, TPeOYIOIMX
BBECTH KOH(UICHIIMATBHYIO HHGOPMAITUIO (ITapoJib, KPUIITOTPAPUUISCKAN KITI0Y, HOMEP Kpe-
JTUTHOW KApTOYKH )
R2: umutupyroT nporpamMMmHbIe cpecTBa onTumu3anuu padotsl [1IK (daiinoBsie apxuBaTopsl,
JIMICKOBBIE Jie(parMEHTaTOPbl) UIIU MIPOTPAMMBI UTPOBOTO U Pa3BJIEKATEIbHOIO Ha3HAUYECHUS
R3: npoHHKaIOT B KOMITBIOTEPHYIO CHUCTEMY U€pe3 TaKUe MOACHCTEMBI KaK dJIEKTPOIUTaHUE,
CTaOMIM3aLUs U T.J.
17. ConocraBbTe BUA MOJEIN IIPOrPAMMHBIX 3aKIaJJ0K C €€ BO3/I€HCTBUS HA KOMIIBIOTEPHYIO CHUCT e-
My:
L1: monens «epexsar»
12: Monens «ckaxeHue)
L3: monens «ybopka mMycopay
L4: Monens «HaOMIOIEHUEY
L5:
R1: nmporpammuas 3axnanka BHenpsiercs B [13Y, cucremnoe I10 nnm npuknagsoe [10 u co-
XpaHseT BCIO WM BEIOPaHHYIO HH(POPMAIIHIO, BBOJAUMYIO C BHEIIHUX YCTPOMCTB MIIU BBIB O-
TAMYI0 Ha HUX
R2: nporpammHuas 3axiaka U3MeHseT HHPOPMALIMIO, KOTopas 3anuceiBaercs B namsrh [1IK B
pe3ynbraTe padoThl MPOrpamm, OO0 MOIABIISCT/ MHUIIUUPYET BOSHHKHOBEHUE OIIMOOYHBIX
cutyanuii B [IK
R3: nmporpammHas 3aK1ajika HarpaBjIeHa Ha COXpaHEHHE BPEMEHHBIX KONUH (ailioB uin
(dparMeHTOB (PaiiJIOB TOCTIE HX YIAICHUSI
R4: mporpammuas 3aknanka BcrpauBaercs B cereBoe [10 u MoxeT cneauTh 3a BceMH Ipolec-
camMu 00pabOTKH MH(OPMAIIUK B KOMITBIOTEPHON CHCTEME
RS: mporpammuas 3akiajika O3BOJISIET OJIydaTh JIOCTYN K UH(GOPMAIUH, IEPEXBAYECHH O
JIPYrUMH MPOTPaMMHBIMH 3aKIaKaMU
18. Ilporpamma ¢ M3BECTHBIMU €€ MOJIb30BATEINIO (DyHKIIUSAMH, B KOTOPYIO ObLIN BHECE€HbI N3MEHEHHUS,
YTOOBI, TOMHMO 3TUX (YHKIMH, OHA MOIJIa BTallHE OT HETO BBIMOJIHATH HEKOTOpBIE Ipyrue (pas-
pYLUMTENbHBIE) NEHCTBU S, Ha3bIBACTCS:
TPOSIHCKOU IIPOrpaMMoit
MPOrpaMMHOM 3aKIaIKON
KOMITBIOTEPHBIM BUPYCOM
19. ?7?? — 3TO KOMIIBIOTEPHAs IPOrPaMMa, KOTOpasi BBISBIISIET, IPEIOTBPAIIAET U BHIIOIHSET OIpe/e-
JICHHBIE 1€ CTBUS, YTOOBI OJIOKUPOBATh WM YAAJISATh BPEIOHOCHBIE TP OrpaMMbl:
AHTHUBHpYCHas IporpaMmma
[Iporpamma oOHapYKEHHSI BTOPKCHU I
[IporpammHas 3akiajaka
20. ConocTaBbTe B AHTUBUPYCHOM IPOrpaMMBl C €€ Ha3HAYEHUEM:
L1: Jlerekrops! (CKaHEpHI)
L2;Moxropa (daru, momudarn)
L3: PeBuzopsl
LA:®dunsrper (CTopoxka)
L5: CnenunanpHble BAKIIMHEI
L6: brnokupoBumku

L7
R1: O6napyxeHnue BUpycoB

R2: OOHapyxeHHe 1 YHUUTOKEHHUE BUPYCOB

R3: KonTpoae myreit pacipocTpaHEeHHs BUPYCOB

R4: KoHTpOJIb 11OJI03pUTENIBHBIX HA BUPYC ONlEepaliuid

R5: O6paboTtka (aiiioB 1 3arpy304HBIX CEKTOPOB Ha YCTOMYMBOCTb K BUPYCaM
R6: Orpannuenue pacnpocTpaHeHuUsI BUPYCOB
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R7: Ilepemermienne moao3puTeNIbHBIX (PaiiioB B KApAaHTHUH
21. YKaxxuTe MeTo/ibl 0OHAPYKEHUSI KOMIIBIOTEPHBIX BUPYCOB:
CxanupoBaHue
OOHapyxeHre U3MEHCHU I
OBPUCTUYECKNN aHAIIN3
Hcnonp3oBanue pe3suACHTHBIX CTOPOKEN
Bakunnanus
AnnapaTHO-NIpOrpaMMHbIE€ aHTUBUPYCHBIE CPEJICTBA
AHanuTHuYecKoe Mmpeodpa3oBaHue
l'ammupoBanue
22. CorocTaBbTe METO/1bl 00HAPYKEHH S KOMITBIOTEPHBIX BUPYCOB € UX JCHCTBUEM:
L1: meTon ckaHupoBaHUs
L2: meTon oOHapyXeHUs U3MEHEHUM
L3: aBpucruueckuii aHaius
L4: MeTon ucnonap30BaHus PE3UICHTHBIX CTOPOKEHN
L5:
R1: mouck curnarypsl (HOCTOSHHOM OMO3HABATEILHON YaCTH ) BUPYCa
R2: mporpammsl - peBU30pHI ONPENENSIOT U 3aIIOMUHAIOT XapaKTEepUCTUKU 00J1acTel Ha i c-
Kax, 3aT€M CPaBHUBAIOTCS C XPaHAILMMHUCS XapaKTepUCTUKAMU
R3: mpoBepka BO3MOXKHBIX Cpefl 0OMTaHUSI BUPYCOB U BBISIBJICHUE KOMaH/I, XapaKTePHBIX IS
BUPYCOB
R4: noCTOSHHO OTCEKNBAIOT BCE ACHCTBUSA OCTAIBHBIX IIPOIPaMM U NP BBINOJIHEHUH I1010-
3PUTETBHBIX JCHCTBHII BEIAACTCS COOOLICHIE
RS5: co3manue cenuanbHOTO MOAYAS AJIsl KOHTPOJIS EJIOCTHOCTH IPOrpamMMbl (KOHTPOJIBHAS CyMMa)
23. 777 - KOMILJIEKC MPOTPAMMHBIX WUJIM allapaTHBIX CPEACTB, OCYILECTBIISIONMN KOHTPOJIb U (U b-
TpALMIO MPOXOAIMX Yepe3 HEro CETEBhIX MaKETOB B COOTBETCTBUHU C 33/1aHHBIMU ITPABUIIAMU.
[To3BomnsieT GIOKUPOBATH HEXKETATEIBHBIN CeTeBOM Tpaduk, odecriedynBaeT HeBUAMMOCTH [1K B
CeTH C IIeJIbI0 MPEAOTBpAIlCHUS Kubep aTakx:
CereBoli 3xpaH (firewall)
Mapupyruzatop
HNurepHer-uumo3
24. «Macku» (CUTHATYpbl) BUPYCOB HCIIONb3YIOTCSL:
JUISl IO CKA U3BECTHBIX BUPYCOB
JUI CO3JJaHUs1 U3BECTHBIX BUPYCOB
JUISL YHUYTOKEHHSI U3BECTHBIX BUPYCOB
JUIsL Pa3MHOKEHU I BUPYCOB
25. YKaXUTe OCHOBHBIC (PYHKIIMH aHTUBUPYCHBIX IIPOTPAMM:
CKaHMPOBAHME NAMATH U COJEPKUMOTO AUCKOB 10 PACIIUCAHUIO U B PEKUME PEaTbHOI0
BpEMEHU
BBIOOPOYHOE CKaHUPOBaHKE (ailJIoB ¢ U3BMEHEHHBIMHU aTpuOyTaMu
CKaHMPOBAHHE apXUBHBIX (HaiiIoB
pacrno3HaBaHUE OBEIECHNU S, XapAKTEPHOTO Il KOMIIBIOTEPHBIX BUPYCOB
aBTOMAaTHYECKOE OOHOBJICHIE aHTUBUPYCHBIX 033 TTocpeacTBoM Internet
¢dunpTpanus Tpaduka Internet Ass BBISBICHUS BUPYCOB B ITporpaMMax M JOKyMEHTaX, Ie-
penaBaeMbIX ocpeacTsoM nporokosios FTP, HTTP
cOOp aapecoB IEKTPOHHOM MOYTHI HA KOMITBIOTEPE C TIOCTISAYIONICH Mepeaayeii ux aapeca-
Ty depe3 anekrponnyto mouty, HTTP, FTP wnu npyrumu crioco6amu
HECAHKIMOHUPOBAHHAs [10J1b30BATEIIEM 3aIPy3Ka M YCTAaHOBKA HA KOMIIBIOTEPE IIPOrpaMm
PaCCBUIKH CllamMa UM PEKJIaMHBIX CUCTEM

Pa3nen Ned. 3akoHonaTeibHble acneKThl HH(OpMAIHOHHOI Oe3onacHocTH B PO

1. OcHoBoOMoONaraloUMMH JOKyMEHTaM1 10 WH(opMarmonHoi 6e3omnacHocty B PD sBistoTCs:
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https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82-%D1%88%D0%BB%D1%8E%D0%B7

Koncrutynus PO

KoHnuenuus HauoHaJIbHOM 6€3011aCHOCTH

VYronoBuni Konekc

3akoH 00 nHMOPMAITMOHHON OE30TaCHOCTH
VYKaxuTe JOKYMEHT, rapaHTUPYIOIMI TailHy nepenucku, TenepoHHbBIX IEPETOBOPOB, MOYT OBBIX,
TenerpadHpIX M HHBIX COOOImeHn (cT. 23, 4. 2); IpaBo CBOOOIHO MCKATh, TOIYy4aTh, I1€pPeIaBaTh,
MPOM3BOJIUTH U PACTIPOCTPAHATH MH(POPMAITHIO JTHOOBIM 3aKOHHBIM CIOCO0OM (CT. 29, 4. 4); cBO-
001y MaccoBoi nH(popmaruu (cT. 29, 4. 5):

Koncrurynus PO

KoHuenius HanimoHansHoM 6€30MacHOCTH

Vronosusii Kogekc

3akoH 00 nHMOPMAITMOHHOW OE30MTaCHOCTH
Kaxoit 1okyMeHT omnpezenseT BakHelme 3a1auu odecredeHns HHQopMalmoHHOM 6e301acHOCTH
P®D:

Konctutynus PO

KoHuenuus HalinoHalbHOM 06e301macHoCTH

Yronosuwi Konekc

3akoH 00 nHMOPMAITMOHHON OE30MTaCHOCTH
VYkaxuTe cBeACHUS, UMEIOIMe KOHQUICHIIMATbHBINA XapakTep:

IIEPCOHAJIbHBIE TAHHbIE

TaifHa CIIEACTBUS U CYIONPON3BO/ICTBA

ciy)xeOHast TaliHa

npodeccruoHanbHas TaiiHa

KOMMepUecKasi TaiiHa

CBE/ICHUS O CYIIHOCTU M300pETeHUS

IIJIaH IpUeMa CTYJIEHTOB B BY3

yCTaBHbIE JOKYMEHTHI OI0/PKETHOM OpraHu3aluu
CKOJIBKO KaTeropuii rocyapCTBEHHBIX HH(POPMALMOHHBIX pecypcoB onpenenser 3akoH PO «O06
uH(opMalu, HHPOPMAIIMOHHBIX TEXHOJIOTUSX U 0 3anmTe nHpopmauumn» ot 27.08.2006 r. Ne
149-®3?

Tpu

Yersipe

JBa

[IaTp
JlokymeHTHpOBaHHas H(OpMaLIKS, TPaBOBOI PEKUM KOTOPOH YCTAaHOBJIEH CIIELIMAIbHBIMU HO -
MaMH JIHCTBYIOIIETO 3aKOHOJATENLCTBA B 00JIACTH TOCYAapCTBEHHON, KOMMEPUYECKON, MPOMBIII-
JIEHHOM U Jpyrofl OOLIECTBEHHOMN JESITEIbHOCTH, Ha3bIBACTCA:

KOH(HUACHITNATbHON WHpOpMaIuen

NepPCOHAILHBIMU JAHHBIMU

roCyJlapCTBEHHOW TalHOM
JIro0ast mHpopMaIus, ¢ TOMOIIBIO KOTOPOH MOXHO OJTHO3HAYHO UICHTU(UITUPOBATH (DH3HY €CKOE
JIMIIO, SIBJISIETCS:

KOH(HIeHIINATBHON MH(pOpMaIneit

MePCOHATIBHBIMU TaHHBIMU

uH(opmMarueit ¢ orpaHuYeHHBIM JJOCTYIIOM
3anmu@emMble TOCYIapCTBOM CBEAECHHUS B 00J1aCTH €0 BOEGHHOMW, BHEIIHEMOJUTUYECKON, SKOH O-
MUYECKOH, pa3BeIbIBaTEIbHON, KOHTPPa3BEIbIBATEIbHOM U ONepaTHUB HO-PO3bICKHOM AESTEIbHO-
CTH, PaCIpOCTpaHEHUE KOTOPBIX MOKET HaHeCTH yiepO Oe3onacHoctH PD, oTHOCATCS K:

rOCyIapCTBEHHOM TaliHE

JOKyMEHTHPOBaHHOM MH(OPMALIMU OTPaHUYEHHOTO I0CTYIa

CITy’)keOHOH TaliHe
HenpaBomepHbIil 1ocTyn K KOMIIBIOTEPHOM MH(OpPMAaLIMU HaKa3bIBAeTCs IITpagoMm:
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10.

11.

12.

13.

14.

15.

16.

17.

OT IISITH O ABAJALATH MUHUMAJIBHBIX Pa3MEPOB OILIATHI TPYAA
OT JIBYXCOT JI0 MATUCOT MUHUMAJIBHBIX Pa3MEPOB OILIaThl TPYAA
OT CTa MATUJECATH JI0 IBYXCOT MHUHUMAJIBHBIX Pa3MEPOB OILIATHI TPyAA
JI0 TPEXCOT MUHUMAJIBHBIX Pa3MEpPOB OIJIAThI TPyAA
Hapymenune npasui sxcriryaranuu OBM, cucremsl OBM nim X ceTH Hakas3blBA€TCs OTpaHUY €-
HHUEM CBOOO/IbI Ha CPOK:
110 TojJ1a
710 IBYX JIET
710 TIATH JIET
JI0 TPEX MECSILIEB
Co3znanue, UCIIOJIB30BAHKUE U PaCIIPOCTPAHEHHNE BPEAOHOCHBIX ITporpamm i1t DBM HakazbiBaeT-
cs:
JTUIICHUEM CBOOO/BI 10 ToJ1a
mrpadoM 10 IBAIaTH MUHUMAJIBHBIX pa3MepPOB OIUIATHI TPyJa
JUIIIEHHEM CBOOOIBI Ha CPOK 110 3 JeT co mmpadom B pazmepe oT 200 10 500 MUHUMAIIBHBIX
pa3MepoB OmIaThl TPyAa
HCIIPAaBUTEIBHBIMH PA0O0OTAMU JIO TISITH JIET
Hapymenune npasun skcnmyatanmu 9BM, cuctembl OBM nin ux ceTn Haka3bIBaeTCs:
mrpadoM 10 cTa MUHUMATIBHBIX Pa3MEpPOB OILIATHI TPY/Aa
OTpaHUYEHUEM CBOOO/IBI
apecToM Ha CpokK OT 3 10 6 MecsleB
mrpadoM 10 MATHCOT MUHUMAIBHBIX Pa3MEPOB OILIATHI TPYAA
Uro takoe JokrpuHa nHdopManrnonHoii 6e3onacHoctu PO
COBOKYITHOCTh O(UIIMANIbHBIX B3VISI0B HA LEJIH, 33/1a4H, IPUHIIUIIBI U OCHOBHBIE HAIIpaB-
neHus obecrnieueHus nHGopMannoHHou 6e3onacHoctu Poccuiickoit denepannu;
COBOKYITHOCTh HOPMATHUBHBIX aKTOB, 00S3aTEIbHBIX JJIs1 BBIMOJHEHHU S BCEMH XO3SICTBYIO-
MU CYOBEKTaMH.
COBOKYITHOCTb JJOKYMEHTOB, PENIAMEHTUPYIOUMX OPraHU3aliOHHO-TEXHUUYECKHE MEPOTIPH-
ATUS 110 oOecrieueHn o nH(opmanoHHoi 6e3onacHocTu Poccuiickoit @enepanuu.
Kaxkue 13 ykazaHHBIX MEPOMPUATHH 3alMThl HHPOPMAIIUN OTHOCATCS K ITPaB OBBIM?
OpraHu3alus peKUMa U OXPAHBI;
pa3paboTka BeIOMCTBEHHOI HOPMAaTUBHOM JOKyMEHTAIINH;
oxpaHa 000pyIoBaHU s, TPOAYKIIHH, PUHAHCOB U MHPOPMAIUU
[IpaBo pa3pemarh WM OTPAHUYUBATH JOCTYN K MH(QOPMALIMHU U OMIPEIEISATh YCIOBUS TaKOTO J10-
CTyIa MPUHAJICKUT:
OpraHam 3aKOHOJIaTEIbHOM BJACTH;
000MY IOPUANYECKOMY JIUILY;
oOnanaTento uHQopMaLmu;
OpraHam MCIOJHUTEIbHOHN BIaCcTH
[epeyens cBeneHM KOH(DHUICHIIMAIEHOTO XapaKTepa OMpeIeyIcH:
Vkazom IIpesunenta PO ot 6 mapta 1997 r. No 188;
®enepanbHbIM 3ak0HOM OT 27 utoins 2006 r. N 149-D3;
VYxazom IIpesunenta PO ot 30 HosOps 1995 1. N 1203.
[lepeuennb cBeneHUM, JOCTYI K KOTOPHIM HE MOKET OBITh OTPaHUYEH ONpEIeIeH:
®enepanbHbIM 3ak0HOM OT 27 utoist 2006 r. N 149-D3;
VYkazom [Ipesunenta PO ot 6 mapta 1997 r. Ne 188;
Vxazom Ilpesuaenta PO ot 30 HosOps 1995 . N 1203.

Pa3znen Ne5. Kpunrorpag uueckne MeToabl 3alMThl MH( OpMaLiu

1. ### - 570 Hayka 0 MeToax npeodpazoBanus (mmdpoBaHus) HHOOPMAIIUH C IEJTBIO €€ 3AIUTHI

OT HCCAHKIITMOHHWPOBAHHOI'O AOCTYIIa
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10.

11.

12.

13.

14.

### - oTO HayKa (M TIpaKTUKa € MPUMEHEHHS) 0 METO/IaX M croco0ax pacum@poBaHus 1 H-
dopmannu 0e3 3HaHUS KIHOUEH
??? - Habop CPEICTB U METOJIOB COKPHITHS (haKTa Tmepeaadn COOOIEeHUs
Creranorpadus
Kpunrorpagus
Kpunroananus
### - oTO TIpoIIECC MPeoOpa30BaHU UCXOHOTO (OTKPBITOTO) COOOICHUS B IM(POBAHHOE T10
OIpeIeIEHHBIM IIPaBUJIaM, COJIEpKalMCs B M (pe
### - o0 Ipouecc nmpeoOpazoBaHus M (PpoBaHHOTO COOOMmEHUs (M (PTEKCTa) B HCXOIHOE
(OTKpBITOE) COOOLIEHUE C TOMOLIBIO OIPENEIEHHBIX ITPaBUJI, COAEPIKALIMXCS B LM (ppe
Crioco6 npeobpazoBanus HHGOPMALIMHY C LIEJbIO €€ 3alMThl OT HE3aKOHHBIX I0JIb30BaTeNei
Ha3bIBACTCS:
1 pom
nmppoBaHUEM
nenmppoBaHUEM
Ipouecc moayyeHHs 3alMIIEHHOTO COOOMEHHUs (OTKPHITOTO TEKCTa) U3 M (PPOBAHHOTO CO-
obmeHus (mm@prexcra) 0e3 3HaAHUS IPUMEHEHHOTO M (pa Ha3bIBACTCS:
BCKpBITHEM 1M (pa
umppoBaHuEM
nenmpoBaHuEeM
CwmeHHBI 351eMeHT mmdpa, TPUMEHSIEMbIH s M (pPOBaHUS KOHKPETHBIX COOOIICHUMN, Ha3bI-
BAETCSL:
KITIOUOM
1 pom
nmpdrekcTom
VYkaxute crnocoObl mpeodpa3zoBaHus pu LM (PPOBAHUH:
MO/ICTAaHOBKA
nepecTaHoBKa
aHAIIMTHYECKOE MTpeoOpa3oBaHme
raMMHpOBaHUE
KOJMPOBaHUE
Kpunrocucremoii siisercs:
CeMEeNCTBO 00paTUMBIX TPEOOPa30BAHMM OTKPHITOIO TEKCTa B NIM(PPOBAHHBIH;
CeMeiCTBO HEOOPaTUMBIX TPE0OPa30BAHMM OTKPHITOTO TEKCTa B M ()POBAHHBIH;
CPEACTBO almnapaTHOW 3alMThl JAHHBIX;
crcTeMa HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K TEKCTY
YTo M3 NepeyrcIeHHOTO HE BXOJUT B KPHIITOCUCTEMY:
OIUMOpPUK-TeHEepaTOp
AJITOPUTM M (PPOBAHUS
Habop KII0UEH, UCTIONB3YyeMbIX IS M (PPOBAHUS
crcTeMa yIpaBJIeHHUs KII0YaMU
I'OCT 28147-89 sBnsercs cTaHIapTOM:
CHMMETPHUYHOTO I (PPOBAHUS;
aCUMMETPUYHOTO M (POBAHMUS;
raMMHpPOBaHUS;
creraHorpaguu
Anroput™m RSA sBisieTcs ctangapToMm:
CUMMETPUYHOTO M (PPOBAHUS;
aCHMMETPUYHOTO 1M (ppoBaHMS;
raMMHPOBaHUS;
creraHorpaguu
[Ipu acumMMeTpuyHOM M PPOBAHUU A1l M (PPOBAHUS M pacM(POBKU HCIIOIb3YIOTCSL:
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JIBa B3aMMOCBSI3aHHBIX KIFOYa;
OJIMH OTKPBITHIN KITIOY;
OJIVH 3aKPBITHIA KIIOY;
JIBA OTKPBITHIX KIIFOUYa
. PEKBU3UT 371EKTPOHHOIO JJOKYMEHTA, MOJIYYEHHBIH B pe3yabTaTe KpUITOrpaguueckoro mnpeoo-
pazoBaHus HH(OPMAITUH C UCTIOIB30BAHUEM 3aKPHITOTO KITI0Ya, IPEAHA3HAYCHHBIN JUIS 3aIl1 -
Thl JAHHOTO JIOKyMEHTa OT MOAJEIIKH, U TO3BOJISIIONMI UIeHTH(UIIMPOBATh BIa/IeNblia KItoua,
a TaKKe YCTAaHOBUTDH OTCYTCTBHE MCKaXXEHUS MH(OPMAIIUU B JIEKTPOHHOM JIOKYMEHTE, Mpej-
CTaBJIICT COOOM:
JIEKTPOHHYIO LU (POBYIO MOAIHUCE;
3aKpBITHIN KITI0Y MM (PPOBAHUS;
BUPYCHYIO MacKy;
OTKpBITHIN KIIF0Y NIM(PPOBAHUS
. lludposas moamuce He o6ecrieunBaeT:
KOHTPOJIb 11€JIOCTHOCTH JOKYMEHTA
KOH (M IeHIIMATbHOCTb JIOKyMEHTa
JI0Ka3aTeJIbHOE MOATBEPKACHHUE aBTOPCTBA JJOKyMEHTA
BOCCTaHOBJICHHE TOBPEKICHHOTO IOKYMEHTa
. YKaxuTe BUAbI U(POBON MOIIHUCH:
npocTast HudpoBas MOINKCH
yCUIJIEHHas LU (pOBas MOANKCH
KBATM(UIIMPOBAaHHAA LU (PpoBasi MOANUCH
HekBanu puItmpoBanHas U QpoBas MoaIUCh
. Anroput™bl M dpoBaHus ObIBAIOT:
MHOTOSIIEPHBIE
C MCMOJIb30BaHUEM X3 DyHKIIM I
NEepUOANYECKUE
PEKYpCUBHBIE
. AnropuT™bl M (QpoBaHUs ObIBAIOT:
arnepuouyecKue
aCUMMETpPUYHBIE
PEKYpCUBHBIE
. DJIEKTpOHHO- TN (POBAs MOMKUCH YCTaHABIUBAET ??7? nHGOpMaIuu:
HEMPOTUBOPEYNBOCTh
paspelieHue
IPOTUBOPEYMBOCTh
L[ETIOCTHOCTD
. lludposast moanuck odecrneynBaeT:
HEBO3MOXHOCTb OTKa3a OT aBTOPCTBA
YAQJICHHBIN JOCTYI K JOKyMEHTY
OBICTPYIO IIEPECBUIKY JOKYMEHTa
3alMTy OT U3MeHeHui koHpuryparuun OC
. llnudposas moamuce obecrieunBaer:
YIAOCTOBEPEHHE HCTOYHUKA JOKyMEHTa
OBICTPYIO MEPECBUIKY JOKYMEHTa
3alMTy OT U3MEHEHUH Tpaduka
yAaJIEeHHBbIN AOCTYI K JJOKYMEHTY
. IIporpaMMHbIe MOIYIM WJIM alllapaTHbIE YCTPOWCTBA, PErU CTPUPYIOIIME KaXk10€ HaKaTHe
KIaBUIIM Ha KJIaBUAType KOMIIbIOTEpA !
CKPUHILIOTBI
KEUJIOTTEpBI

Opayzepsl

23


http://ru.wikipedia.org/wiki/Программное_обеспечение
http://ru.wikipedia.org/wiki/Клавиатура
http://ru.wikipedia.org/wiki/Компьютер
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25.

26.

27.

28.

29.

30.

3L

32.

33.

OpaHIMay P
. s renepanun D11 MoxkeT OBITH UCTIOIB30BAH AITOPUTM:
DES
RSA
AES
Kaxkue u3 nmepednciieHHBIX AITOPUTMOB OTHOCSTCS K CAMMETPUYHBIM?
DES;
RSA,;
I'OCT 28147-89
J171st KOHTPOJIA 1EIIOCTHOCTH MePEAaBAEMBbIX 110 CETSAM JaHHBIX UCIIOIb3YeTCS:
3IEKTPOHHAs U (PPOBAS TOINHUCH;
ayTeHTH(UKAIUS TaHHBIX;
ayIuT COOBITHI;
MEXXCETEBOE SKpaHUPOBaHUE
Uro He sBIIETCS 3a1a4eid KPUIITOCUCTEMBI:
MEXKCETEeBOE IKPAaHUPOBAHUE;
obecrieyeHne KOH (U ICHIIHATBHOCTH;
obOecrieyeHue eJTOCTHOCTH JaHHEIX;
ayTeHTHU(UKAIUS JTaHHBIX U UX HCTOYHUKOB
Uro U3 MepeYnCIICHHOTO He SBIseTCS (PyHKIMEH YIpaBlIeHUs KpUNTOTpa(QUIeCKUMU KITIOYaMHU:
U3Yy4EeHUE;
TeHepalus;
XpaHCHUE;
pacmpenenenue
[IporpamMMHasi UK MPOTPaAMMHO-aMTapaTHas CUCTEMA, KOTOPast BBITOIHSIET KOHTPOJIb UH(OP-
MAaI[MOHHBIX TOTOKOB, TIOCTYMAIONMX B MH(QOPMAIMOHHYIO CHCTEMY H/HJIA BBIXOJSAIMX W3 HEE,
1 00ecTieurBaeT 3aM Ty WHPOPMAITMOHHON CHCTEMBI ITOCPEACTBOM (DHIIBTPAIUM WH(POPMAITH
Ha3bIBAETCS:
MEKCETEBBIM IKPAHOM;
KPUIITOAJTOPUTMOM;
CEpBEPOM YIJAJIIEHHOI'O JOCTYIa;
KPHUIITOCUCTEMOMN
DneKTpOHHO-IU(POBas MOAMUCH TO3BOJISET:
YIAOCTOBEPUTHCS B UCTUHHOCTH OTIIPABUTEIIS U IIEIOCTHOCTH COOOIICHHUS,
BOCCTAaHABJIMBAaTh TOBPEKICHHBIE COOOITICHNS,;
nepechbUIaTh COOOIIEHHUSI IO CEKPETHOMY KaHaIIy;
3anmQpoBaTh COOOIICHHE IJISi COXPAHEHHS €r0 CEKPETHOCTH
Kpunrocucremoii sBisercs:
CEeMECTBO 0OpaTHUMBIX TPEOOPa30BAHUN OTKPHITOTO TEKCTa B MM (POBAHHBIN;
CEeMECTBO HEOOPATHUMBIX MTPEOOPA30BAHKI OTKPHITOTO TEKCTA B MM (POBAHHBIN;
CPEICTBO almapaTHOM 3alMThl JaHHBIX;
CHCTeMa HECAaHKIIHOHUPOBAHHOTO JOCTYMA K TEKCTY
I'OCT 2814789 siBasieTcst cTaHIapTOM:
CUMMETPUYHOTO I (POBAHUS;
ACHMMETPUYHOTO M (POBAHUS;
raMMHUPOBaHUS;
creraHorpadumn
Pasmep xroua B [OCT 28147-89:
256 Owur;
64 Oura;
56 Our;
128 out
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34.

35.

36.

37.

38.

39.

40.

41.

Pa3mep imroua B crangapte DES:
256 Owur;
64 oura;
56 OuT;
128 6ut
CUMBOJTBI HCXOAHOTO TEKCTa CKIAJBIBAIOTCA C CUMBOJIAMHU HEKOM CIIydallHOM MOCIIEI0BATEb-
HOCTH — 3TO
AITOPUTM NEPECTaHOBKU
QITOPUTM aHATTUTHYCCKUX TTPEOOPaA3OBaAHUMA
QITOPUTM FAMMUPOBAHUS
CHUMBOJIBI OPUTUHAIIBHOTO TEKCTA MEHSIFOTCSI MECTAMHU 110 OIPECICHHOMY MPUHIIUITY, SBJISIO-
IEMYCSl CEKPETHBIM KITFOYOM — 3TO
QJIITOPUTM MOJCTAHOBKH
QITOPUTM TEPECTaHOBKU
QITOPUTM TAMMPOBAHUS
Kaxoit MmeTo ucnosnp3yercs npu nM@poBaHUH ¢ TOMOIIBI0 aHATUTUYECKUX MTPEo0pa3oB aHU
TabmuIa
anreOpbl MaTPUII
(akropuain
Cdepst mpumenenust DES-anroputma :
nm(poBaHue CBEICHUM, IBIISIOMMXCS TOCYIaPCTBEHHOMN TaitHOM
3aKpbITHE KOMMEpUYeCKor MHQpopMaIuu
peanu3anus NEKTPOHHON NOANUCH
Anroput™m ['OCT 28147-89 ucnons3yet K04, SBISIFOUMICS
MOCJIE10BATENIbHOCTBIO YN CET
MacCHBOM, COCTOSIIMM U3 32-MEpHBIX BEKTOPOB
angaBUTOM
OcHoBHbIe 06nactu npumenerust DES-anroputma
peanu3anus NEKTPOHHON NOANUCH
XpaHEeHHE JaHHBIX Ha KOMITBIOTEPE
3JIEKTPOHHAs CUCTEMa ILIaTexen
ayTeHTU(UKAIUS COOOIICHMHA
KpunroctoitkocTs — 3T0...
CEKPETHOCTh KIII0Ya
XapakTepucTuka mpudra, Ompenessronas ero CTOMKOCTh K Aemm(ppoBaHUIO 03 3HAHUS
KITI04a
CIIOCOOHOCTB KPUIITOTPAPUIECKOTO aITOPUTMA MPOTHBOCTOSATH KPUIITOAHAIIU3Y

Pa3nen Ne6. CucreMHoe oGecneyeHne 3aiMThl HHG opManuu

1.

2.

Yto He paccMaTpUBaeTCsl B OJUTHKE O0€30aCHOCTH?
TpeOyeMblli YPOBEHB 3alUThI JAHHBIX
poyii CyOBEKTOB WH(GOPMAITMOHHBIX OTHOIICH U
aHaJIU3 PUCKOB
3alMIIEHHOCTh COTPYJHUKOB
COBOKYTHOCTbh JOKYMEHTHPOBAHHBIX YIIPABICHYECKUX PEIICHUH, HAIPaBJICHHBIX HA 3aLUTY
MH(pOpPMAIUY U aCCOITUMPOBAHHBIX C HEM PecypcoB, Ha3bIBACTCS:
IMOJIMTHKOM O€30ITaCHOCTH
WHGOPMAITTOHHOU TTOJIMTHKOM;
uH(opMarmoHHON 0€3011aCHOCTHIO;
3aUMTON MH(pOpMAIUU
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3. Ctpareruto opranu3aiuu B 00JacT HHPOPMAITMOHHON 6€301TaCHOCTH, MEPY BHHUMAHUSI M KO-
JUYECTBO PECYPCOB, KOTOPBIE PYKOBOJICTBO CUMTAET 11€TIECO00pa3HbIM BBIICIUTH 7Sl obect e-
4yeHUsI MH(QOpMaIIMOHHON O€3011aCHOCTH, OIIPEIEIISET:

MOJUTHKA O€301TaCHOCTH
KOHIIENIHsI 0€30IacCHOCTH
cTparerusi 0€30MacHOCTH

4. VYKaXuTe KOMIOHEHTHI KOHIIETITYaJIbHOM MOJIeIH 6e3011acHOCTH HHGOPMaLUH:

Hctounuku nndopmaruu
OOBEKTHI yrpo3
Kpunrorpadus
Hcrounuku yrpos

Lenu yrpo3

Yrpo3bl

Crnioco0sI focTyma
Hanpasnenus 3amm el
CpencTBa 3amThl
Mertoapl 3aUTHI

5. Ha xaxkom u3 ypoBHel oOecnieueHus WHGOPMAITMOHHON 0€301TaCHO CTH pa3padaThIBaETCs MOJH-

THKa O€30MaCHOCTH
uH(opMarmoOHHOM
aJIMUHHUCTPAaTUBHOM
3aKOHOJATENFHO-TIPAaBOBOM
MIPOTPAMMHO-TEXHUIECKOM

6. Uto He sBISETCA COAepKAHUEM aIMUHUCTPATUBHOIO YPOBHS obecrieueHus NH(PopMalinoHHOM
0€30MmacHOCTH:

pa3zpaboTKa MOJUTUKH OE30MTaCHOCTH

MPOBEJICHHE aHAJIN3a YTPO3 U pacyeTa PUCKOB

BBIOOp MEXaHU3MOB OOecTeueHusI UHPOPMAITMOHHOM 0e30MacHOCTH
BHE/IPCHUE MEXaHU3MOB 0€3011aCHOCTH

7. Kakoil u3 ypoBHeii obecrieueHus HHPOPMAITMOHHOM 6€30MacCHOCTH BKIIOYAEeT KOMILJIEKC Mep o-

MPUATHH, pEATU3YIONMX MPAKTHYECKUE MEXaHU3MBbI 3alUThl WHPOPMAIUH
3aKOHO/IATEJIbHO-TTPaBOBOM
MPOLETYPHBII
aIMUHUCTPATUBHBIN
IIPOTPaMMHO-TEXHHUYECKUA I
8. Kakoil u3 nepeuncieHHbIX YpOBHEH HE OTHOCUTCS K YPOBHSIM OOecrieueHust HHPopMaIluOHHOM
0€301acHOCTH
MHpOpMAIIMOHHBII
3aKOHOJATEeNLHO-TIPaBOBOI
aIMUHUCTPATUBHBIN (OpraHU3aI[MOHHBI)
MPOrpaMMHO-TEXHUYECKU I
9. Kakue 13 ykazaHHBIX MEPONPHUATHH 3alMUTH HHPOPMAITUN OTHOCATCS K OPraHU3allO HHbIM?
opraHu3aiys padoThI 110 aHATN3Y BHYTPEHHUX M BHEIIHUX yrpo3 KOH(HUICHIIHATLHON M H-
(dopmaruu u BEIpabOTKE MEP 110 00ECTICUCHHIO €€ 3aIUTHI;
BBISIBJICHHE KAHATIOB YTEUKH MH(OPMAIIUH Ha Pa3HBIX 00bEKTaX M B MOMEILCH USIX;
pa3paboTKa CreHaTbHBIX 3aKOHOB, TIOJHOCTHIO OTHOCSIIIMECS K KOHKPETHBIM cepaM OT-
HOIIICHUH, OTpacisiM X03HCTBA, MPOIECCaM.

10. YkaxuTe YpOBHH, Ha KOTOPBIX PEATHU3YIOTCS OPraHU3allMOHHBIE MEPOIIPUSATHUS 3aIUThl HH-
dopmanuu:

aJIMUHHUCTPAaTUBHOM
3aKOHOJIATEIILHOM
MIPOTPAMMHO-TEXHUIECKOM
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

MPOLIelypPHOM
Kaxkue 13 ykazaHHBIX MEpONPUATHH 3alMTh UHGOPMAIIUU OTHOCSTCS K MHXKEHEPHO-
TEXHUYECKUM?
OpraHu3aIlys UCIOJIb30BaHUSI TEXHUUECKUX CPEICTB cOopa, 00pabOTKU, HAKOIIJICHU 51 U Xpa-
HEHUS KOH (puieHInanbHON HHpopMalny;
opraHu3aius paboThl 1O MPOBEIECHUIO CHCTEMAaTHYECKOTO KOHTPOJIS 32 paboToi mepcoHana
¢ KOH(U IeH TN ATBHON UHpOpMaIIHEit;
MIOMCK U OOHApPYKEHUE CPEACTB MPOMBIIUIEHHOIO IIMTHOHAXkaA.
OmHMM U3 BaXKHEHIIMX OpraHU3aI[MOHHBIX MEPOTIPUSTHH SBIISIETCSL:
OpraHu3alus pexnumMa U OXpaHsl;
CO3JIaHUE CIEIUATBHBIX TATHBIX CIYXKO 3alMThl HHPOPMAIUH;
opraHu3aIus paboThl C TePCOHATIOM
Bo3M0OXHOCTH HECAaHKIIMOHUPOBAHHOTO HCIIOIb30BAHU S KOH(PUICHIIUATbHBIX CBEICHUH B 3H a-
YUTETBHON Mepe 00YCIOBIUBAIOTCS:
TEXHUYECKHUMH aCTEeKTaMHU;
37IOYMBIITIEHHBIMU 1€ CTBUSIMH;
HEOPEKHOCTHIO U XaJIATHOCTBIO TOJI30BATENEH UITH TEPCOHANIA 3aLUTHI.
Cucrema 3anmmThl UHGQOPMAITUH — ITO:
OpraHM30BaHHasi COBOKYITHOCTb CIIELUAJIBHBIX OPTaHOB, CPEICTB, METOJIOB U MEPOIIPUATHIA,
o0ecreynBaloNMX 3alMTy WH(QOpMAIuu OT BHYTPEHHUX M BHEITHUX yIPo3
CHCTEeMa CPEJICTB MHKEHEPHO-TEXHUUECKOM 3alMThl, 00eCTIeunBaroIas IPUEeMIIEMBbIH ypo-
BEHb UH(POpMaIIMOHHO 0€3011acCHOCTH.
CTeMaIbHBIC MTOIPA3/IEIICHHU S, BHITTOIHSIIONIE MEPOTIPUATHS 110 3aTe WH(O pManu
K Henocratkam amnmapaTHBIX CPEICTB MHKEHEPHO-TEXHUYECKOI 3alMThl OTHOCHUTCSL:
BBICOKAsi CTOMMOCTH;
Macco-TabapuTHBIE XapaKTePUCTHKH,
HEIOCTAaTOYHASA THOKOCTb.
K mocTonHcTBaM MporpaMMHBIX CPEICTB UHKEHEPHO-TEXHUUECKOH 3aIllThl OTHOCUTCSL:
HU3Kasi CTOMMOCTB;
JUTMTEILHBIN TIEPUO]] TApAaHTUPOBAHHOTO HCIOIB30BaH US;
ObICTpOCHiCTBHE.
Hauany paGoT 1o co31aHHIO0 NI COBEPIICHCTBOBAHUIO CUCTEMBI 3anMThl HHpopMmarmu (C3H1)
MpEAIIECTBYET:
pa3paboTKa MpHKas3a Ha MpoBeaeHue padboT 1o co3nanuio C31U
ompeneseHre nepeyuHs HepocTaTkoB aencTByromei C3U / tpeboBanusM k HoBoit C3;
(dopMHpOBaHUE CIIKCKA MOIPSTYNKOB, MPUBJIEKAEMBIX K co31anuto / pekoHcTpykiuu C3U
Meponpustus no cozganuto C31 HaunHaroTCS:
C OIICHKH YA3BHUMOCTH WH(OPMAIIUH, JOCTYITHOCTH €€ JUTSl CPEJICTB 3II0YMBI IDICHHHKA;
aHaJIM3 COCTaBa U COJIep>KaHUsI KOHGUICHIIMATbHOW HHGOPMAIIUH, ITUPKYIUD YIOIIeH Ha
KOHKPETHOM OOBEKTE 3aIlMTHI;
aHaJM3 [EHHOCTU MH(QOpPMAaLIMH JUIA TPeANPpUATHS (OpraHU3alliK) ¢ TTO3UIMHA BO3MOKHOTO
yiep0a OT ee oJy4eHUs1 KOHKYpEeHTaMu
HudopmaninoHHas MOJIENb MPEANPUATHS POPMUPYETCSl TTOCIIEe OKOHUAHUS
aHaJM3a cOCTaBa M coJiep>KaHus KOH(PUICHITUATbHON MHpopMannu
aHaIM3a [eHHOCTH HHGOpMaIlUH
OIICHKH YSI3BUMOCTH MH(OpMAIIIu
Pa3paboTka cuctembl 3alMThl MH(QOPMALIU HAYMHACTCS C :
U3ydeHus HHPOPMAIMOHHBIX AKTHBOB MPEATPUSITUS
pa3paboTKH OpTaHM3AIMOHHBIX MEP 3aIMTHl HHPOPMALITHH
YCTaHOBJICHHS IEPCOHAIIHOM OTBETCTBEHHOCTH 32 COXPaHHOCTh WH(pOpMAIUU
KoHTpoinb 3peKTHBHOCTH 3aMTH HEOOXOAMMO HAYUHATH C
MIPOBEPKH OPTaHU3aIMOHHO-PEKUMHBIX CPEACTB U MEPOPHATHN
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poBepKH d(MPESKTHBHOCTH CUCTEMBI IPOTUBOICH CTBUS
tectupoBanus 3aumTsl oT HC/J

3.6. Konrposib ymeHHii U HAaBBIKOB

KoHTponb yMeHUI 1 HaBBIKOB OCYIIECTBIISCTCS Ha TAOOPATOPHBIX 3aHATHSX BO BpeMs MprUeMa
OTUYETOB OOYYAIOIMXCS O BBHITTOJTHCHUW WHIUBHIYaTbHBIX 33/IaHUI B COOTBETCTBHU C IIAHOM ITPOB €-
JeHusl 1a00paTOPHBIX 3aHITUHM U B XOJ€ OMpoca 00ydJaromMXcsi IpH KOHTPOJIE BHIIOJIHEHHUS MU U H-
TUBHAYaJbHBIX 3aaHUH.

OI.IeHKa OBJIAJICHUSI HABBIKAMH OCYHICCTBJIACTCA UCPE3 PCIICHUC O6y‘IaIOH_[[/IMI/ICH CIICAYIOMX
NMPaKTU4Y€CKUX 3a1a4:

- onpejieNieHre Teliel 3aIuThl HHPOPMAIMM B COCTaBE OOECTICUCHHS SKOHOMHMYECKOW 0e30MacHOCTH
OpraHu3alyy;

- BBIBJICHHME OCOOEHHOCTEH OOBEKTa 3ammThl MHGOPMAIWK C TO3WIMM MOTEHIMAJIBHBIX U PeasbHBIX
Yrpo3 S3KOHOMHYECKOW 0e30MacHOCTH OpraHmaiyi (IpeanpusTs);

- ompeJeseHre yrpo3 HHPOPMAIMOHHOM OE30MacHOCTH B COCTaBE MEpPONPUSATHH, HATPABICHHBIX Ha
obecrnedeHre SKOHOMHUIECKON 0€30MacHOCTH OpraHm3alyy (TpeAnpusTys);

- MPOBEJICHHE aHANM3a PHCKOB MH(POPMAIMOHHOIN 0€30MacHOCTH OpraHM3almy (MpeAnpusiThs) B LEJX
Ompe/ieNIeHns NMOTEHIMAIBHBIX M PEeajbHBIX YIPO3 €ro SKOHOMUYECKOH 0e30MmacHOCTH;

- MOCTPOCHHE KOHLEIIMH MHPOPMAIMOHHONH O€30MacHOCTH OpraHm3alyy (TPeAnpHsITHI) B IICNIX BbI-
SIBJICHWSI ¥ YCTPaHEHWs TPUYWH W YCIIOBHIA, CTIOCOOCTBYIOIIMX COBEPIICHHIO TNPECTYIUICHUH B MH(OpMAIMOH-
HOM W 3KOHOMHYECKOH cdepe;

- pa3paboTKa MOJUTUKK OE30MaCHOCTH OpraHM3almu (MPEANPHSITH) C IEJIbI0 MPEIOTBPAILCHHS T0-
TEHIMAJIbHBIX U PEaJIbHBIX YTPO3 €ro SKOHOMUYECKON 0€30MacHOCTH ;

- pa3paboTKa MEpOIPHATHA TI0 COBEPIICHCTBOBAHWIO CUCTEMBI 3aIUTHl MH(POPMAIWHM OpraHU3aIil
(mpeanpusiTHs) B COCTaBE Mep, HAMPABJICHHBIX HA 00ECIIEYCHHIE €0 SdKOHOMHYECKON 0€30MaCHOCTH;

- peanvBalys MPOLCAYp TOWCKA, XpaHeHHUs, 00pa0OTKH, Mepeavy U 3al|Thl HHHOPMAIMK C HCTIONb-
30BaHHEM TEXHUYCCKUX M MPOTPAMMHBIX CPEJICTB;

- peanmzalmsl HPOLEAYp XpaHEHWs, epe/lady M 3alUThl HHYOPMAIMK C HCTIONB30BAHUEM KPHUIITOIrpa-
(recKux METOIOB U CPEJICTB.

3.7. Tembr TaboparopHBIX padOT
Ormpezenenye 1eneii 3aMThl MHPOPMAIMK B OpraHM3alpy (Ha MpearpusiTHI)
Omnpenenenue yrpo3 nHpopMamoHHOH O€30MacCHOCTH U aHAJIM3 PUCKOB OpraHm3aimy (IpeanpusiTus)
Peammarms 3anmrel ”HGOPMAIMM AHTUBHUPYCHBIMHU TPOTpPaMMaMHU
Pabora c mouckoBo-cnpaBouHo# cuctemoi KoncymbranrIlimoc © HOpMaTHBHO-TIPaBOBOM 0a30ii 3a1y-
THI HHPOPM ALK

[Mpumenenre mpocThIX MMMPOB I 3anmmrhl uHpopMarmm. [IpuMeHeHre KpunrorpaguuecKkux anro-
PUTMOB Ha OCHOBE METOJIOB TOICTAHOBOK, IEPECTAHOBOK, TAMMHPOBAHKS

[MpumeHeHre accuMeTPUIHON KPUMITOrpaguuecKoil CUCTEMBI
ITocTpoenre KoHUEMMH Oe30MaCHOCTH OpraHM3alkK (IpeIpusTHs)
Pazpaborka nommruku 6€30MacHOCTH OpraHU3aLHH

Peammarms 3anmrsl HHGOPMAIIN CPEICTBAMHE ONEPAIMOHHBIX CHCTEM

Peammarms morcka, xpaHeHust, 00pabOTKH ¥ 3alIMTH HHPOPMAIK cpeicTBaMHu (aiioBhIX MEHEIKe-
poB

Peanmmamms xpaHeHus ¥ 3alThl HHGOPMALMK CPEICTBAMU POrPAMM -apXUBATOPOB
Peammarms nowcka, xpaHeHusi, 00pabOTKH U 3amuThl HHQopMaImy B npuiokeHmsix MS Office
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4.

MeToan4yeckue MaTepuaJibl, ONpeae silomye Npoueaypy OeHUBAHUA 3HAHUH,
YMEHUM, HABbIKOB M (WJIH) ONBITA AeATEJIbHOCTH

4.1. BHyTpeHHHUE HOpPMAaTHBHBIC AKTHI

[TonoxeHwe O TEKyIeM KOHTPOJIE YCIIEBAEMOCTH M MTPOMEKYTOYHOM aTTecTalluy 00yJaroni X-
cs [T BI'AY 1.1.01 — 2017;
[Tonoxenue o ponae oneHounsx cpeacts [1 BIAY 1.1.13 — 2016

4.2. PexoMeHIaIMy 1O TIPOBEIACHHUIO TEKYIIETO KOHTPOJIS

1. |Cpoku npoBeeHUs TEKYIIET0 KOHTPOJIS Ha xaxxgom nabopaTopHOM 3aHATHN
MecTo 1 BpeMs TPOBEACHHUS TEKYILETO KOH- .
2. Tpom P TpoBea ym B y4eOHo# aynuropun B Xozie 1ab0paTOPHOTO 3aHATHS
TpeboBaHus K TEXHMYECKOMY OCHAIICHHUIO . .
3 P y B coorserctim ¢ OI1 BO u paboueii nporpammoii
ayIUTOpUA
4. |Jlumo, npoBojsiee Mpolelypy KOHTPOIIs INoproxuna E.IO.
5. |®opMa TeKymero KOHTpoJist Ompoc, cobeceoBaHue, TECTUPOBAHKE
6. |Bpemst s mpoBeneHrsI TEKyIEeTro KOHTpois | B Teuenne 3ansaTus
Bo3MOXHOCTH HICTIONB30BaHUS JOTIOJHHAT €JTh-
7. Pazpemaercs
HBIMU MaTepuaiaMu
8. |JImmo, oOpabaThIBarOIIEe PE3yIbTATHI I'oproxuna E.1O.
9. |[MeTonb! OICHKH Pe3yJIbTaTOB OKCTIePTHBII
OreHKa BBHICTABISIETCS B JKYpHAJL, JTOBOJMUTCS 1O CBEJICHHS
10. |[IpexbpsiBneHre pe3yIbTaToOB ! YpHall, 0BOA A a
00yJarOIMXCS B TCUCHHUE 3aHATUS
B mopsinike, ycTaHOBICHHOM BHYTPSHHUMHE HOPMATHBHBIMHU
11. | Amemisiwst pe3yIbTaToB p Y p p

aKTaMu

4.3 Kimtoun (0TBETHI) K KOHTPOJIbHBIM 3a/IaHKSIM, MaTepuaiaM, HEOOXOIUMBIM JIJIsl OLICHKU

3HAHUU

V npenojasaress, OCYIECTBIISIIOLETO IPOLEAYPY KOHTPOJIA.

PenieH3eHT: MIaBHBIA COBETHHUK OT/ENIa HH(POPMALIMOHHON 0O€301MacHOCTH MpaBUTENLCTBA Bo-
poHexckon oomactu Psmonos K. 5.
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